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36

SDELENI

Ministerstva zahraniénich véci

Ministerstvo zahrani¢nich véci sdéluje, Ze dne 15. Eervna 2011 byla v Haagu podepsina Dohoda mezi Ceskou
republikou a Organizaci pro zdkaz chemickych zbrani o inspekcich na misté v objektu pro ochranné uéely
seznamu 1.

S Dohodou vyslovil souhlas Parlament Ceské republiky a prezident republiky ji ratifikoval.
Dohoda vstoupila v platnost na zékladé svého ¢lanku 15 dne 13. dnora 2012.

Anglické znéni Dohody a jeji pfeklad do Ceského jazyka se vyhlaSuji soucasné.
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FACILITY AGREEMENT
BETWEEN
THE CZECH REPUBLIC
AND

THE ORGANISATION FOR THE PROHIBITION OF CHEMICAL

WEAPONS
REGARDING ON-SITE INSPECTIONS
AT

A SCHEDULE 1 PROTECTIVE PURPOSES FACILITY
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~ The Czech Republic (hereinafter referred to as “the inspected State Party”) and the
Organisation for the Prohibition of Chemical Weapons (hereinafter referred to as the
“Organisation” or “OPCW?™), both constituting the Parties to this Agreement,

have agreed on the following arrangements in relation to the conduct of inspections pursuant
to paragraph 3 of Article VI of the Convention on the Prohibition of the Development,
Production, Stockpiling and Use of Chemical Weapons and on Their Destruction, hereinafter
referred to as “the Convention”,

at the Schedule 1 protective purposes facility located at VOP-026 Sternberk, s. p., VIUO
Brno Division, TP Vyskov, declared under paragraphs 7 and 8 of Article VI of the
Convention, hereinafter referred to as “the facility”.

Section 1

General Provisions

1. The purpose of this Agreement is to facilitate the implementation of the provisions of
the Convention in relation to inspections conducted at the facility pursuant to
paragraph 3 of Article VI of the Convention and in accordance with the obligations
of the inspected State Party and the Organisation under the Convention.

2. Nothing in this Agreement shall be applied or interpreted in a way that is
contradictory to the provisions of the Convention. In case of inconsistency between
this Agreement and the Convention, the Convention shall prevail.

3. The Parties have agreed to apply for planning purposes the general factors contained
in Attachment 1.

4. The frequency and intensity of inspections at the facility are given in Part B of
Attachment 1 and reflect the risk assessment of the Organisation conducted pursuant
to paragraph 30 of Part VI of the Verification Annex of the Convention.

5. The inspection team shall consist of no more than six (6) persons.

6. The language for communication between the inspection team and the inspected
State Party during inspections shall be English.

Section 2
Health and Safety

L. Health and safety matters shall be governed by the Convention, the OPCW Health
and Safety Policy and Regulations and applicable national, local and facility safety
and environmental regulations in relation to the facility. The specific arrangements
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for implementing the relevant provisions of the Convention and the OPCW Health
and Safety Policy in relation to inspections at the facility are contained in Attachment

2.

2. All applicable health and safety regulations relevant to the conduct of the inspection
at the facility are listed in Attachment 2 and shall be made available for use by the
inspection team at the facility.

3. In the course of the pre-inspection briefing the inspection team shall be briefed by the
representatives of the facility on all health and safety matters which, in the view of
those representatives, are relevant to the conduct of the inspection at the facility,

including:

(a) the health and safety measures at the Schedule 1 facility to be inspected and
the likely risks that may be encountered during the inspection;

(b) any additional health and safety measures or regulations that need to be
observed at the facility;

(©) procedures to be followed in case of an accident or in case of other

emergencies, including a briefing on emergency signals, routes and exits,
and the location of emergency meeting points and facilities; and

(d) specific inspection activities, which must be limited within particular areas
at the facility, and in particular within those Schedule 1 facilities to be
inspected under the inspection mandate, for reasons of health and safety.

Upon request, the inspection team shall certify receipt of any such information if it is
provided in written form. '

4. During the course of the inspection, the inspection team shall refrain from any action
which by its nature could endanger the safety of the team, the facility or its personnel
or could cause harm to the environment. Should the inspected State Party refuse
certain inspection activities, it may explain the circumstances and safety
considerations involved, and shall provide alternative means for conducting the
inspection activities.

5. In the case of emergency situations or accidents involving inspection team members
while at the facility, the inspection team shall comply with the facility emergency
procedures and the inspected State Party shall to the extent possible provide medical
and other assistance in a timely and effective manner with due regard to the rules of
medical ethics if medical assistance is requested. Information on medical services
and facilities to be used for this purpose is contained in Part D of Attachment 2. If the
Organisation undertakes other measures for medical support in regard to inspection
team members involved in emergency situations or accidents, the inspected State
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Party will render assistance to such measures to the extent possible. The Organisation
will be responsible for the consequences of such measures.

6. In accordance with the OPCW Health and Safety Policy, the inspected State Party
may provide available data based on detection and monitoring, to the agreed extent
necessary to satisfy concerns that may exist regarding the health and safety of the

inspection team.
Section 3
Confidentiality
1. Matters related to confidentiality are governed by the Convention, including its

Confidentiality Annex, the OPCW Policy on Confidentiality and legal regulations of
the inspected State Party related to the protection of classified information. The
specific arrangements for implementing the provisions of the Convention, the OPCW
Policy on Confidentiality and legal regulations of the inspected State Party in relation
to the protection of confidential information at the facility are contained in
Attachment 3. :

2. The classified information shall be handed over to the inspection team in compliance
with the provisions. of this section and in accordance with legal regulations of the
inspected State Party. Classified information so provided shall be used only for the
purposes of inspection activities.

Section 4

Media and Public Relations

Media and public relations are governed by the OPCW Media and Public Relations Policy.
The specific arrangements for the inspection team’s contacts with the media or the public in
relation to inspections of the facility are contained in Attachment 4.

Section 5

Inspection Equipment

1. As agreed between the inspected State Party and the Organisation, the approved
equipment listed in Part A of Attachment 5 will, at the discretion of the Organisation
and on a routine basis, be used specifically for the Schedule 1 inspection. The
equipment will be used in accordance with the Convention, the relevant decisions
taken by the Conference of the States Parties, and any mutually agreed procedures
between the inspected State Party and the Organisation contained in Attachment 5.
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2. The provisions of paragraph 1 above are without prejudice to paragraphs 27 to 29 of
Part II of the Verification Annex of the Convention.

3. The items of equipment available on-site, not belonging to the Organisation, which
the inspected State Party has volunteered to provide to the inspection team upon its
request for use on-site during the conduct of inspections together with any
procedures for the use of such equipment, if required, any requested support which
can be provided and conditions for the provision of equipment are listed in Part B of
Attachment 5. Prior to any use of such equipment the inspection team may confirm
that the performance characteristics of such equipment are consistent with those for
similar Organisation approved equipment, or - with respect to items of equipment,
which are not on the list of Organisation approved equipment - are consistent with
the intended purpose for using such equipment.

4. Requests from the inspection team for the inspected State Party during the inspection
to provide equipment mentioned in paragraph 3 above, shall be made in writing by an
authorised member of the inspection team using the form contained in Attachment 5.
The same procedure will also apply to other requests of the inspection team in
accordance with paragraph 30 of Part II of the Verification Annex of the Convention.

5. Agreed procedures for the decontamination of any equipment are contained in Part C
of Attachment 5.
6.  For the purpose of verification, the list of agreed on-site monitoring instruments, if

any, as well as agreed conditions, procedures for use, maintenance, repair,
modification, replacement and provisions for the inspected State Party’s support, if
required, installation points, and security measures to prevent tampering with such
on-site monitoring instruments are contained in Part D of Attachment 5.

Section 6

Pre-inspection Activities

1. The inspection team shall be given a pre-inspection briefing by the representatives of
the facility in accordance with Part II, paragraph 37 of the Verification Annex of the
Convention. The pre-inspection briefing shall include:

(a)  information on the facility as described in Attachment 6;

(b)  health and safety speciﬁcétions described in section 2 above and detailed in
Attachment 2; and

(©) any changes to the above-mentioned information since the last inspection.

2. Any information about the facility that the inspected State Party has volunteered to
provide to the inspection team during the pre-inspection briefing with indications as
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to which information may be transferred off-site is referenced in Part B of
Attachment 6. '

Section 7

Conduct of the Inspection

7.1  Standing arrangements

1. The inspection period shall begin immediately upon completion of the pre-inspection
briefing, unless agreed otherwise. Upon completion of the pre-inspection briefing,
the inspected State Party may on a voluntary basis provide
a site tour at the request of the inspection team. Arrangements for the conduct of a
site tour are contained in Attachment 7.

2. Before commencement of inspection activities, the inspection team leader shall
inform the representative of the inspected State Party about the initial steps to be
taken in implementing the inspection plan. The plan will be adjusted by the
inspection team as circumstances warrant throughout the inspection process in
consultation with the inspected State Party as to its implementability in regard to
paragraph 40 of Part II of the Verification Annex of the Convention.

3. The activities of the inspection team shall be so arranged as to ensure the timely and
effective discharge of its functions and the least possible inconvenience to the
inspected State Party and disturbance to the facility inspected. The inspection team
shall avoid unnecessarily hampering or delaying the operation of the facility and
avoid affecting safety. In particular, the inspection team shall not operate the facility.
If the inspection team considers that, to fulfil the mandate, particular operations
should be carried out in the facility, it shall request the designated representative of
the facility to have them performed. '

4. The inspection team shall, upon the request of the inspected State Party,
communicate with the personnel of the facility only in the presence of or through a
representative of the inspected State Party.

5. The inspected State Party shall, upon request, provide a securable workspace for the
inspection team, including adequate space for the storage of equipment. The
inspection team shall have the right to seal its workspace.

7.2 Access to the declared facility
The object of the inspection shall be the declared Schedule 1 facility as referenced in

Attachment 6. The inspection team will have access to all parts of the declared
facility.



Castka 19 Sbirka mezinirodnich smluv & 36 / 2012 Strana 601

73  Access to and inspection of documentation and records

The agreed list of the documentation and records to be routinely made available for
inspection purposes to the inspection team by the inspected State Party during an
inspection, as well as arrangements with regard to access to such records for the
purpose of protecting confidential information, are contained in Attachment 8. Such
documentation and records will be provided to the inspection team upon request.

7.4  Sampling and analysis

Without prejudice to paragraphs 52 to 58 of Part II of the Verification Annex of the
Convention, procedures for sampling and analysis for venﬁcatmn purposes are

contained in Attachment 9.
Section 8
Visits
1. This Section applies to visits conducted pursuant to paragraphs 15 and 16 of Part

III of the Verification Annex of the Convention.

2. The size of a team on such a visit shall be kept to the minimum number of
personnel necessary to perform the specific tasks for which the visit is being
conducted and shall in any case not exceed the size of the inspection team
referenced in paragraph 5 of Section 1.

3. The duration of the visit pursuant to this Section shall be limited to the minimum
time required to perform the specific tasks relating to monitoring systems for
which the visit is being conducted and in any case shall not exceed the estimated
period of inspection referenced in Part B of Attachment 1 of this Agreement.

4, Access provided to the monitoring systems during the visit shall be limited to that
required to perform the specific tasks for which the visit is being conducted,
unless otherwise agreed to with the inspected State Party.

5. General arrangements and notifications for a visit shall be the same as for the
conduct of an inspection.

Section 9
Debriefing and Preliminary Findings

1. In accordance with paragraph 60 of Part II of the Verification Annex of the
Convention, upon completion of an inspection the inspection team shall meet with
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representatives of the inspected State Party and the personnel responsible for the
inspection site to review the preliminary findings of the inspection team and to clarify
any ambiguities. The inspection team shall provide to the representatives of the
inspected State Party its preliminary findings in written form according to a
standardised format, together with a list of any samples and copies of written
information and data gathered and other material to be taken off-site. The document
shall be signed by the head of the inspection team. In order to indicate that he has
taken notice of the contents of the document, the representative of the inspected State
Party shall countersign the document. This meeting shall be completed no later than
24 hours after the completion of the inspection.

2. The document on preliminary findings shall also include, inter alia, the list of results
of analysis, if conducted on site, records of seals, results of inventories, copies of
photographs to be retained by the inspection team, and results of specified
measurements. It will be prepared in accordance with the preliminary findings
format. Any substantive changes to this format will be made only after consultation
with the inspected State Party.

3. Before the conclusion of the debriefing, the inspected State Party may provide
comments and clarifications to the inspection team on any issue related to the
conduct of the inspection. The inspection team shall provide to the representative of
the inspected State Party its preliminary findings in written form sufficiently prior to
the conclusion of the debriefing to permit the inspected State Party to prepare any
comments and clarifications. The inspected State Party’s written comments and
clarifications shall be attached to the document on preliminary findings.

Section 10

Administrative Arrangements

1. The inspected State Party shall provide or arrange for the provision of the amenities
listed in detail in Attachment 10 to the inspection team throughout the duration of the
inspection. The inspected State Party shall be reimbursed by the Organisation for
such costs incurred by the inspection team, unless agreed otherwise.

2. Requests from the inspection team for the inspected State Party to provide or arrange
amenities shall be made in writing by an authorised member of the inspection team
using the form contained in Attachment 10. Requests shall be made as soon as the
need for amenities has been identified. The provision of such requested amenities
shall be certified in writing by the authorised member of the inspection team. Copies
of all such certified requests shall be kept by both Parties.

3. The inspection team has the right to refuse extra amenities that in its view are not
needed for the conduct of the inspection.
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Section 11
Liabilities

Any claim by the inspected State Party against the Organisation or by the Organisation
against the inspected State Party in respect of any alleged damage or injury resulting from
inspections at the facility in accordance with this Agreement, without prejudice to paragraph
22 of the Confidentiality Annex of the Convention, shall be settled in accordance with
international law and, as appropriate, with the provisions of Article XIV of the Convention.

Section 12

Status of Attachments

The Attachments form an integral part of this Agreement. Any reference to the Agreement
includes the Attachments. However, in case of any inconsistency between this Agreement
and any Attachment, the sections of the Agreement shall prevail.

Section 13

Amendments and Modifications

1. Amendments to the Sections of this Agreement may be proposed by either Party and
shall be agreed to and enter into force under the same conditions as provided for
under Section 15.

2. Modifications to the Attachments of this Agreement, other than Attachment 1 and
Part B of Attachment 5 may be agreed upon at any time between the representative of
the Organisation and the representative of the inspected State Party, each being
specifically authorised to do so. The Director-General shall inform the Executive
Council about any such modifications. Each Party to this Agreement may revoke its
consent to a modification not later than four weeks after it had been agreed upon. The
modification shall take effect on the date when the inspected State Party gives the
Organisation written notification that internal requirements for the entry into force for
such modification have been met; in no case earlier than four weeks after the
modification has been agreed upon.

3. The inspected State Party will update the data specified in Part A of Attachment 1

: and Part B of Attachment 5 as necessary for the effective conduct of inspections. The
Organisation will update the data specified in Part B of Attachment 1 as necessary for
the effective conduct of inspections.
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Section 14
Settlement of Disputes

Any dispute between the Parties that may arise out of the application or interpretation of this
Agreement shall be settled in accordance with Article XTIV of the Convention.

Section 15

Entry into Force

This Agreement shall enter into-force upon approval by the Executive Council and signature
by the two Parties. The inspected State Party shall notify the Organisation in writing by the
date of signature of its additional internal requirements. This Agreement shall enter into
force on the date that the inspected State Party gives the Organisation written notification
that its internal requirements for entry into force have been met.

Section 16
Duration and Termination
This Agreement shall cease to be in force when, as determined by the Executive Council, the

provisions of paragraphs 3 and 8 of Article VI and Part VI of the Verification Annex of the
Convention no longer apply to this facility.

Done in The Hague, the Netherlands, on 15 June 2011, in two copiés in English language,
each being equally authentic.

On behalf of the Czech Republic: On behalf of the Organisation:
H. E. Mr. Jaroslav Horsk, Mr. Ahmet Uziimeis,
Ambassador Extraordinary and Director-General

Plenipotentiary of the Czech Republic to
the Kingdom of the Netherlands and
Permanent Representative of the Czech
Republic to the Organisation for the
Prohibition of Chemical Weapons

10
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ATTACHMENTS
Attachment 1 General factors for the conduct of inspections
Attachment 2 Health and safety réquirements and procedures
Attachment 3 Specific arrangements in relation to the protection of confidential

information at the facility

Attachment 4 Arrangements for the inspection team’s contacts with the media or
the public

Attachment 5 Inspection equipment

Attachment 6 Information on the facility provided in accordance with Section 6

Attachment 7 Arrangements for site tour

Atfachment 8 Records routinely made available to the inspection team at the facility

Attachment 9 Sampliﬁg and analysis for verification purposes

Attachment 10 Administrative arrangements

11
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Attachment 1

General factors for the conduct of inspections

Part A. Data to be provided and updated by the inspected State Party:

(2) Schedule 1 facility working hours: ©07:00 - 15:00 hrs

(b) Working days: Monday - Friday

(©) Holidays and other non-working days:  January 1, Easter holiday, May 1,

- May 8, July 5 - 6, September 28,
October 28, November 17,
December 24 - 26

(d) Inspection activities, which couldbe
~ supported during non-working hours: data evaluation

(¢) Any other factors that could adversely affect

the effective conduct of inspections: none
Part B. Data to be provided and updated by the Organisation:
(a) Maximum estimated period of inspectibn ‘

(for planning purposes): 4 days
(b) Approximate size of the inspection team: four (4) inspectors

(c) Number of sub-teams (consisting of no less than two inspectors
per sub-team) to be accommodated: up to two (three if sampling and
: analysis is required)

(d) Estimated volume and weight of equipment to be brought on-site, including individual
protective equipment: 1 m?, 250 kg (excluding analytical
equi ;)ment), :
5m’, 1250 kg (including analyucal
eqmpment)

12
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Attachment 2

Health and safety requirements and procedures

Part A. Basic principles

1. Applicable health and safety regulations of the Organisation, with agreed
variations from strict implementation, if any:

The OPCW Health and Safety Policy and Regulations shall apply. In case of any
differences between the Health and Safety regulations of the Organisation and the
inspected State Party, paragraph 3.3.3 of the OPCW Health and Safety Policy and
Regulations shall apply.

2. Health and safety regulations applicable at the facility:

() The facility health and safety regulations (TP Vys$kov Laboratory Rules and
laboratory rules of particular laboratories), to be followed by the inspection
team shall be made available and explained to the team at the latest at the pre-
inspection briefing. If any of these regulations restrict inspection activities,
the inspected State Party shall suggest alternative ways of accomplishing the
inspection goals.

(b)  Any information concerning safety issues such as newly enforced safety rules
and regulations (including supplements and alterations of initial rules) and
any other changes that have occurred at the facility since the last inspection
will be explained, at the latest at the pre-inspection briefing to the inspection
team by the inspected State Party representative. Any newly enforced safety
rules and regulations, including supplements and alterations of the initial rules
will be respected by the inspection team [in accordance with paragraph 1
above]. If such rules and regulations restrict inspection. activities the inspected
State Party shall suggest alternative ways to accomplish the inspection goals.

(©) In case of an emergency, as agreed upon by the inspection team and the
inspected State Party, inspection activities will be suspended and alternatives
to accomplish the inspection goals will be mutually discussed and agreed
upon.

(d)  The inspectors shall in emergency situations generally act according to the
advice given by facility representatives.

(e) To prevent accidents facility personnel shall always be present while the
inspectors are visiting in potentially dangerous areas.

3. Health and safety requirements and regulations agreed between the inspected
State Party and the Organisation:

None

13
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PartB.. Detection and monitoring

1. Applicable specific safety standards for workspace chemical exposure limits
: and/or concentrations which should be observed during the inspection:

(a)  Specific standards for workspace exposure limits as contained in the relevant
Material Safety Data Sheets of the inspection team’s health and safety plan
will be applied.

‘(b)  During the pre-inspection briefing the facility representative shall inform the
inspection team of any specific hazards and the standards which must be met
in relation to workspace exposure limits or concentrations. The inspection
team shall follow the instructions of the inspected State Party in this regard.

2. Procedures for detection and monitoring in accordance with the OPCW Health
and Safety Policy, including data to be collected by, or provided to, the
inspection team:

(a) The inspection team will, if necessary, use its approved hand-held detectors,
commercial detector kit and explosive/air quality monitor to perform
workspace monitoring for purposes relating to personal safety of the
inspection team. The national escort team leader of the inspected State Party
will be informed by the inspection team leader prior to the use of such
equipment. The inspected State Party representatives shall, upon request,
assist the inspection team to the extent possible in performing such checks.

(b)  The inspection team will, at any time, bring to the attention of the inspected
State Party concerns regarding the personal health and safety of inspection
team members. The inspected State Party shall investigate such concerns and
shall take appropriate action, including any required analysis. Such
investigation shall be conducted as soon as reasonably possible and the
inspection team shall be immediately informed of ‘any hazards to the health
and safety of its members revealed by the investigation.

© Inspector’s office space is located outside of any hazard area and requires no
monitoring.

(d The inspection team will, if it deems it necessary, use its own chemical agents
monitor before starting any inspection activities in areas where the toxic
chemicals are handled or stored.

(e) The inspected State Party shall inform the inspection team at the latest during
‘ the pre-inspection briefing of any additional specific hazard and the standards
that must be met in relation to the workspace exposure limits or
concentrations. The inspection team may seek assistance from the inspected
State Party in dealing with this hazard and meeting these standards and shall

follow the instructions of the inspected State Party in this regard.

14
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Part C. Protection

1. Protective equipment to be provided by the Organisation and agreed
procedures for equipment certification and use:

The inspection team has the right, in accordance with the provisions of Part II of the
Verification Annex of the Convention, to bring onto the facility any Organisation
approved individual protective equipment. The inspection team will use such
equipment in accordance with the provisions of paragraph 3.3.3 of the OPCW Health
and Safety Policy and Regulations. Any item of such equipment, which during the
course of inspection activities becomes contaminated or is reasonably suspected to
have become contaminated, shall be decontaminated or disposed of as provided for in
Attachment 5, Part C.

2. Protective equipment to be provided by the inspected State Party, and agreed
procedures, personnel training, and personnel qualification tests and
certification required; and agreed procedures for use of the equipment:

(a) In cases where Organisation protective equipment is not used in the facility
because of facility health and safety regulations, the facility shall provide the
necessary equipment and training. Any costs so incurred shall be borne by the
inspected State Party.

(b) Prior to using any protective equipment provided by the facility, the
inspection team will seek Organisation approval as provided for in the OPCW
Health and Safety Policy and Regulations.

Part D. Medical requirements

1. Applicable medical standards of the inspected State Party and, in particular, the
inspected facility:

None.

2. Medical screening procedures for members of the inspection team:

(@) The inspectors will not be required to undergo a medical examination,
provided that they provide a valid, up-to-date medical certificate from the
Organisation Health and Safety Branch.

(b)  Blood draws will be performed after arrival to establish a ChE baseline. A
blood draw at the conclusion of the inspection shall only be conducted in case
of an actual or suspected exposure to organophosphorous compounds. The
suspected exposure must first be established by other means, either by an

15
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incident (release of agent, accident during decon, etc.) or by evidence from
monitoring equipment. Members of the inspection team may volunteer for
post-inspection blood draw. The baseline shall be valid for one year.

3. Agreed medical assistance to be provided by the inspected State Party:

(@)  The inspected State Party’s medical responsibilities include first aid, the
arrangements for transport by ambulance and contacts with and evacuation to
an appropriate local hospital. If any member of the inspection team becomes
ill or is injured, the medical treatment will be carried out in accordance with
the instructions of the inspected State Party’s representatives. The costs
related to the inspection team members medical treatment shall be reimbursed
by the Organisation from a relevant medical insurance. Members of the
inspection team have the right to refuse any recommended treatment, but are
responsible for the consequences of refusing treatment.

(b)  The facility shall provide emergency response to chemical casuaities,
including decontamination and first aid, prior to the arrival of specialised
medical help.

4. Emergency medical evacuation procedures:

(a)  Urgent medical services, as necessary, can be provided at the Hospital Brno
(distance from facility: 45 km) or Hospital Vyskov (distance from facility: 10
km).

(b)  Specific procedures for medical evacuation shall be made available to the
inspection team during the pre-inspection briefing.

5. Agreed additional medical measures to be taken by the inspection team:

None.
6. Procedures for emergency response to chemical casualties of the inspection
team:

In accordance with the TP Vyskov Laboratory Rules.

Part E. Modification of inspection activities due to health and safety reasons, and
agreed alternatives to accomplish the inspection goals:

In the event that inspection activities are to be suspended due to health and safety
reasons, alternatives to accomplish the inspection goals shall be discussed and
mutually agreed upon.

16
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Attachment 3

Specific arrangements in relation to the protection
of confidential information at the facility

'1_ Designation of the classification of the inspected State Party’s documents
provided to the inspection team:

All documents given to the inspection team in connection with the facility are usually
classified as “HIGHLY PROTECTED”, unless otherwise indicated. Information
classified as “HIGHLY PROTECTED” by the Organisation will be designated as
“YVYHRAZENE” by the inspected State Party.

2. Specific procedures for access by the inspection team to confidential areas or
materials:

During the inspection, the inspection team shall have access to all classified areas of
the inspected facility only if accompanied by the facility representative. At the same
time, all information relevant to the conduct of the inspection shall be available to the
inspection team for review throughout the inspection period. In cases where copies
are provided; originals shall be made available to the inspection team upon request, if
such originals exist.

3. Procedures in relation to the certification by the inspection team of the receipt
of any documents provided by the inspected facility:

For every document given to the inspection team for review, an authorised member
of the team shall sign a receipt. When such documents are returned, the national
escort team leader of the inspected State Party shall sign for receipt.

4. Storage of confidential documents at the inspected facility (including procedures
in relation to the use of a dual control container on site):

(a) During the inspection, all documents (other than those returned to the
inspected State Party) shall be kept in a sealed container, in the inspection
team working room overnight or when unattended. Only members of the
inspection team shall have access to those documents.

(b)  The inspected State Party will provide a secure box for storage of documents
to be kept on-site. Documents shall be placed in an envelope or other primary
box, which shall be sealed by both the national escort team leader of the
inspected State Party and the inspection team leader. The sealed envelope or
box, together with an inventory of the documents shall be placed in a lockable
secondary box at the inspected facility, which will be sealed by both the
national escort team leader of the inspected State Party and the inspection
team leader. The secondary box shall be locked and the inspection team leader
will seal the key in an envelope and leave this envelope in the custody of the



Strana 612 Sbirka mezinirodnich smluv & 36 / 2012 Castka 19

national escort team leader of the inspected State Party until the next
inspection. The envelope shall be clearly marked to indicate the nature of its
contents and the procedures to be followed in case it must be opened.

(¢)  The inspected State Party shall take every reasonable care to ensure that no
unauthorised access to the information so stored is gained. Unless otherwise
agreed in writing between the inspected State Party and the Organisation, the
jointly sealed box shall only be opened in the presence of both the national
escort team leader of the inspected State Party and the inspection team leader
following the arrival at the facility of the subsequent inspection team.

5, Procedures for the removal off site of any written information, data and other
material gathered by the inspection team:

(@ At the end of the inspection, all classified documents will usually be either
returned to the inspected State Party or put in the secure box under joint seal
provided by the inspected State Party at the facility.

()  The amount of confidential information removed from the facility shall be
kept to the minimum necessary for the safe and effective implementation of
the verification provisions of the Convention. The inspection team shall take
into consideration proposals made by the inspected State Party to ensure that
sensitive equipment and information is protected. The inspected State Party
may take such measures, as it deems necessary to protect confidentiality,
provided that it fulfils its obligations to demonstrate compliance in
accordance with the relevant Articles of the Verification Annex of the
Convention. Documents to be taken off-site shall be signed by the
representative of the facility upon handing over to the inspection team. The
documents shall be clearly marked to indicate that they may be taken off-site
and the level of protection to be accorded to the documents.

(¢) The information provided by the inspected State Party classified
“VYHRAZENE”, shall be classified equally to “HIGHLY
PROTECTED?” by the Organisation.

(d)  The inspected State Party shall deliver, without any delay, a written
notification to the Organisation about any change or nullification of the
classification level of the provided classified information. The Organisation,
in accordance with this notification, shall amend or nullify the classification
level.

(e) The inspected State Party shall be notified, without any delay, of any
breach of protection of the provided classified information, including all
information relevant to the incident, its consequences and measures taken
for the purpose of limiting these consequences and preventing its repetition.
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6. Procedures for providing the representatives of the inspected State Party with
copies of written information, inspectors’ notebooks, data and other material
gathered by the inspection team:

Upon completion of the inspection, after delivery of the inspection team’s
preliminary findings to the inspected State Party, the inspected State Party shall
receive copies, at its request, of the written information and data from inspectors’
notebooks and other material gathered about this facility by the inspection team
during the course of inspection. Copies shall be made by the inspection team in the
presence of a member of the national escort team of the inspected State Party.

7. Other arrangements:

(a) The inspection team will not be allowed to use copiers at the site. Any
copying of documents will be done by members of the national escort
team of the inspected State Party in the presence of the inspection team.

(b) Any sending of unclassified documents by telefax from the facility will be
done in the presence of the member of the national escort team of the
inspected State Party.

(© The inspection team members shall always be escorted by a member of the
national escort team (except in their working room).
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Attachment 4

Arrangements for the inspection team’s contacts
with the media or the public

The national escort team leader of the inspected State Party will be responsible for planning
and managing media access during the Organisation inspections. If the media requests that
fﬁe inspection team members be available for questions, the national escort team leader of
the inspected State Party will co-ordinate the request with the inspection team leader.
Requests will be handled on a case-by-case basis. Participation in a media event by the
inspection team is at the discretion of the Organisation, in accordance with the OPCW Media
Policy, upon approval by the inspected State Party. Any resulting press releases will be
issued only with the approval of the inspected State Party.
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Attachment 5
Inspection Equipment
Inspection equipment data which are conveyed by the Organisation:

“Part A.

The Technical Secretariat reserves the right to select and, without prejudice to the rights of
the inspected State Party under Verification Annex, Part II, paragraph 29, bring onto the
inspected facility any item from the approved list of inspection equipment which it
determines to be necessary to fulfil the inspection requirements.

Part B.

Equipment data which the inspected State Party has volunteered to provide:

fitem of equipment

rocedures for use[Support to be provided, if

required

ossible conditions,
imin&, costs

HPTLC

Facility’s SOP

IAvailable if operational;
to be reimbursed by the
Organisation

[HPLC

Facility’s SOP

Available if operational;
to be reimbursed by the
Organisation

GC-MS

Facility’s SOP

Available if operational;
to be reimbursed by the
Organisation

GC-FTIR

Facility’s SOP

vailable if operational;
to be reimbursed by the
Organisation

UV-VIS

[Facility’s SOP

Available if operational;
to be reimbursed by the

Organisation

The list of reference samples and the standard operating procedures to be used for equipment
to be provided by the inspected State Party will be provided to the Organisation laboratory
for review to ascertain the degree to which the standard procedures may be used in place of
the equipment, standards and procedures applied when Organisation approved equipment is

used. :
Part C.  Procedures for the decontamination of equipment:
L. Any item brought onto the facility, which, during the inspection, has come or may

reasonably be suspected to have come into contact with toxic substances, shall, if
necessary, be decontaminated in accordance with the Organisation guidance and the
regulations of the facility covering such activities. The national escort team of the
inspected State Party and the inspection team shall co-operate to complete such
decontamination in a timely manner.
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‘2. If the inspection team leader considers it necessary, before removal of the inspection
equipment from the facility, the inspection team leader shall certify in writing that
the items of equipment referred to in paragraph 1 above have been decontaminated
and the inspected State Party shall countersign such a statement of decontamination.
If, after following the agreed procedures for decontamination, the inspection team so
requests on the basis of confirmed residual contamination or hazardous waste
requirements or regulations, any such piece of equipment involved in the inspection
activities will be left at the facility at the end of the inspection. Such equipment will
be disposed of at the expense of the Organisation before the inspection team leaves
the inspection site.

3.  In cases, when the inspected State Party requires the equipment to be left at the
facility, the inspected State Party shall reimburse the clear direct replacement costs to
the Organisation no later than 30 days from the date of the inspection team’s
departure from the point of entry. Alternatively, it can, if possible, decontaminate the
equipment for shipment to the Organisation no later than 60 days after the departure
or ship a replacement no later than 30 days after the departure.

4, The above paragraph does not apply if the reason that the equipment became
contaminated was due to wrongful use of it by the inspection team and the inspected
State Party’s concern is safety during transport due to residual contamination after
decontamination. The inspected State Party will, however, try to further
decontaminate such equipment for safe shipment to the Organisation.

5. Itemized costs of decontamination actually incurred by the facility shall be submitted
to the Organisation for reimbursement through the National Authority of the

inspected State Party to be reimbursed no later than 30 days after the receipt of the
reimbursement claim by the Organisation.

Part D. Agreed on-site monitoring instruments

None.

REQUEST FOR AND CERTIFICATION OF EQUIPMENT AVAILABLE ON SITE
TO BE PROVIDED IN ACCORDANCE WITH PARAGRAPH 3 OF SECTION 5

Date:

Facility:

Inspection number:

Name of the authorised member of the inspection team:

Type and number of item(s) of equipment requested:
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“Approval of the request by the inspected State Party:

Comments on the request by the inspected State Party:

Indication of the costs, if any, for the use of the equipment requested/volunteered

Certification of the authorised member of the inspection team that the requested item(s) of
equipment have been provided

Comments, if any, by the authorised member of the inspection team in regard to the
equipment provided

Name and signature of the authorised member of the inspection team

Name and signature of the representative of the inspected State Party -
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Attachment 6

Information on the facility provided in accordance with Section 6

Pa‘rt A. Topics of information for the pre-inspection briefing:

1. Facility organisational tables;

2. Geographic outline of the facility and the boundary definition of the facility
including a detailed facility map;

3. Health and safety regulations;
4. Confidentiality requirements;
5. Current activity at the facility including Schedule 1 chemicals and precursors storage

location and registry procedures;
Information about emergency procedures;

7. Any changes that occurred at the facility since the last inspection and any consequent
proposals for changes to the facility agreement;

Administrative and logistical arrangements (transport, meals, working room, etc.);

9, Site tour.

Part B. Any information about the facility that the inspected State Party volunteers
to provide to the inspection team during the pre-inspection briefing with
indications as to which information may be transferred off-site:

1. Presentation of the VOP-026 Sternberk, s. p., VTUO Brno Division.

2. Technical overview of the declared facility.

Part C.  Specification of the elements constituting the facility, including their physical
locations:

1. Rooms used for production, packaging, analysis of Schedule 1 chemicals,
storage of scheduled chemicals, waste collection, located on the first floor of the
Special Purpose Laboratory.

2. Room used for air filtration system located on the second floor of the Special
Purpose Laboratory.
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Attachment 7

Arrangements for site tour

The inspected State Party may provide a site tour at the request of the inspection team. The
inspected State Party may provide explanations to the inspection team during the site tour.
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Attachment 8

Records routinely made available to the inspection team at the facility

Site plan.
2. Facility health and safety regulations.

Schedule 1 chemicals inventory, production, consumption, and transfer records of
Schedule 1 chemicals.

4. Production processes of the Schedule 1 chemicals.’
Schedule 1 chemical precursors inventory.

6. Analytical records.
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Attachment 9

Sampling and analysis for verification purposes

Part A. Agreed sampling points chosen with due consideration to existing sampling
points used by the facility operators:

Sampling points will be selected by the inspection team and agreed upon by the national
escort team leader of the inspected State Party on a case-by-case basis during the inspection.
If the inspected State Party does not agree with a sampling point selected by the inspection
team, it will provide a written explanation and alternatives to the inspection team,

Part B. Procedures for taking samples:

1. Samples will be taken by facility personnel according to facility’s standard operating
procedures in the presence of members of the inspection team.

2. One sample will be taken which will be sufficient in quantity to split into eight (8)
aliquots.

Part C. Procedures for sample handling and sample splitting:

1. Sample handling and splitting will be carried out by the facility personnel according
to the Organisation procedures and in the presence of a member or members of the
inspection team. If so required by the inspection team, sample handling and splitting
will be conducted by the inspection team using the Organisation approved equipment
and procedures in the presence of an inspected State Party representative, in
accordance with the relevant provisions of the Convention.

2. At the request of the inspection team or the inspected State Party each sample taken
shall be split into eight (8) aliquots.

3. The eight (8) sample aliquots shall be distributed as follows:
a) Two (2) for on-site analysis,
b) One (1) for retention for the inspected State Party.

c) Five (5) for off-site analysis, if deemed necessary by the inspection team.

4, The inspected State Party shall provide, for use of the inspection team, securable
sample storage to prevent deterioration of samples taken during the inspection.

5. All unused samples shall be returned to the facility.
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6. Any part of the sample left on-site may be destroyed at any time upon the decision of
the Organisation, but in any case no later than 60 days after it was taken.

Part D. Procedures for on-site sample analysis, if any:

Where possible, the analysis of samples shall be performed on-site. The inspection team has
the right to analyse the samples on-site in the presence of the inspected State Party
representatives. Such analysis will be performed using the Organisation approved equipment
and the standard operating procedures of the Organisation, which shall be provided to the
inspected State Party. The national escort team leader may request that the inspection team
uses the Organisation analytical equipment in blind mode. This is without prejudice to the
inspection team’s right to transfer samples off-site for analysis.

Part E. Procedures for off-site analysis, if any:

The inspection team shall, if it deems necessary, transfer samples for analy51s off-site at
laboratories desagnated by the Organisation.

Part F.  Arrangements in regard to the payment of costs associated with the disposal
or removal by the inspected State Party of hazardous waste generated
during sampling and on-site analysis during the inspection:

The facility shall, in accordance with the local and national environmental standards, dispose
of any waste produced in the process of sampling and on-site analyses. Removal of liquid
waste up to one litre or solid waste up to one kilogram will be without cost to the
Organisation.
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Attachment 10

Administrative arrangements

Part A.  The amenities detailed below shall be provided to the inspection team by the
inspected State Party, subject to payment as indicated in Part B below:

1. International and local official communication (telephone, fax), including calls/faxes
between the site of inspection and headquarters of the Organisation: telephone, fax,
e-mail. '

2. Vehicles: 1 personal car and 1 van from the inspected State Party and on-site.

3. Working room, including adequate space for the storage of equipment: working

room, analytical equipment store.
4. Lodging: hotels in Vyskov.

5. Meals: catering style at the TP Vyskov, hotels in Vyskov.

6. Medical care: 1 medical ddctor from the staff of the Hospital Brno, medical room at
the facility.

7. Interpretation services:

Numbers of interpreters: 2

Estimated interpretation time: 07:00 - 15:00 hours

Languages: Czech - English/English - Czech

Part B. Distribution of costs for provisions of amenities by the inspected State
Party (tick one option for each amenity provided, as appropriate)

Paragraphs 1| To be paid directly To be paid by the To be paid by the
to 7 in Part | by the Organisation | inspection team on behalf | inspected State Party
A above | after the inspection | of the Organisation during| and subsequently
the in-country period reimbursed by the
: Organisation
1 X
2 X
3 X
4 X
5 X
6 X
7 X
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REQUEST FOR AND CERTIFICATION OF AMENITIES
TO BE PROVIDED OR ARRANGED

Date:

Facility:

Inspection number:

Category of amenities requested:

Description of amenities requested:

Approval of the request by inspected State Party:

Comments on the request by the inspected State Party:

Indication of the cost for the amenities requested:

Certification of the authorised member of the inspection team that the requested amenities
have been provided ‘

Comments by the authorised member of the inspection team in regard to the quality of the
amenities provided

Name and signature of the authorised member of the inspection team

Name and signature of the representative of the inspected State Party
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ANNEXES (as may be amended):

Annex 1 OPCW Media and Public Relations Policy
Annex 2 OPCW Health and Safety Policy and Regulations
Annex 3 OPCW Policy on Confidentiality
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OPCW Conference of the States Parties
First Session C-I/DEC.55
Agenda item 40 16 May 1997

Original: ENGLISH

DECISION

OPCW MEDIA AND PUBLIC AFFAIRS POLICY

The Conference

Recalling that the Commission, in PC-X/23, paragraph 6.11, provisionally approved the
Draft OPCW Media and Public Affairs Policy, as attached to PC-X/A/WP.5 and amended by
Working Group A in PC-X/A/3, paragraph 6.2, including the "Indicative List of Areas Where
Information may be Routinely Provided by the OPCW to the News Media and the General
Public," annexed to the attachment to PC-X/A/WP.5, pending the adoption of other relevant
documents including the Draft OPCW Policy on Confidentiality,

Recalling further that the Commission, in PC-XI/17, paragraph 7.7, adopted the Draft
OPCW Policy on Confidentiality, as annexed to PC-XI/B/WP.8 and amended by Working
Group B in PC-XI/B/12, paragraph 7.2,

Bearing in mind that the Commission recommended in paragraph 46.4 of its Final Report
that the Conference adopt the above-mentioned Draft OPCW Media and Public Affairs
Policy, including the "Indicative List of Areas Where Information may be Routinely Provided
by the OPCW to the News Media and the General Public,"

Hereby:

Adopts the OPCW Media and Public Affairs Policy, including the "Indicative List of Areas

Where Information may be Routinely Provided by the OPCW to the News Media and the
General Public,"” annexed hereto.

Annex

CS-1997-154
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Annex

OPCW MEDIA AND PUBLIC AFFAIRS POLICY

1. Introduction

This document, which sets out the OPCW Media and Public Affairs Policy
(hereinafier referred to as "the Media Policy") for all OPCW organs, OPCW personnel
and their activities, will apply to contacts with the news media or with any individual
who is not employed or contracted by the Organisation nor authorised by a State Party
in relation to implementation of the Convention. It will cover oral, written, electronic
or any other communications.

The implementation of the Media Policy shall be consistent with the OPCW Policy on
Confidentiality.

2. Principles and Objectives

To the extent needed to facilitate the achievement of the object and the purpose of the
Convention, the implementation of the Media Policy shall assist the news media and
the general public in understanding the tasks and the activities of the Organisation. It
shall promote the image of the OPCW as an accessible international organisation
which provides balanced, timely and objective information. It will not be overly
promotional and active, but will avoid being merely reactive.

3. Responsibilities

The Director-General shall be responsible for ensuring that the Media Policy is
implemented at all levels of the Organisation. The Director-General shall issue
appropriate administrative directives and shall take other necessary measures for the
proper implementation of that policy by the OPCW personnel.

4. OPCW Contacts
4.1 Openness

The OPCW will endeavour to be as open and accessible as possible in providing
factual information on its activities and shall conduct an effective Public Affairs
Programme with respect to the news media and the general public. An indicative list
of areas in which information may be routinely provided by the Organisation for these
purposes, is set out in the Annex to this Media Policy. Such information shall not be
related to a specific State Party or site.
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Media and Public Affairs Policy

page 4

4.2

4.3

4.3.1

4.3.2

Headquarters Activities

(a) The Director-General and, under his responsibility and acting in consultation
with the relevant units of the OPCW Technical Secretariat {the appropriate
unit responsible for administering the OPCW Media and Public Affairs
Policy},! shall have the authority to handle routinely all dealings of the OPCW
Technical Secretariat with the news media and the general public.

(b) The Director-General may release to the news media or the general public
information specifically related to a State Party only at the request of or with
the express consent of the State Party to which this information refers.

Inspection Activities
Inspection Teams

(a) The inspection team leader shall be responsible for ensuring strict adherence to
the Media Policy by all members of the inspection team, including, when
present, qualified experts designated by the Director-General under paragraph
7, Part XI of the Verification Annex. Members of the inspection team shall be
fully conversant with the Media Policy and the relevant administrative
directives of the Director-General.

(b) Members of the inspection teams shall neither initiate contacts with, nor
comment on, any aspect of a specific inspection activity in a State Party for the
benefit of the news media or the general public. If required, without prejudice
to the provision of paragraph 2(c) (ii) of the Annex on Confidentiality and
after prior authorisation by the Director-General, the inspection team leader
may make statements to the news media or the general public. Any such
statement should be in conformity with standard press guidelines on the
general verification and inspection programme, which will be developed by
the Organisation. The inspected State Party shall be consulted, prior to contact
with the news media, on the advisability of establishing such contacts and of
making such statements.

Observer

The requesting State Party shall be fully responsible for and shall take all necessary
measures to ensure that the Observer complies with all relevant provisions of the
Media Policy. For his/her part, the Observer therefore is to adhere to and be bound by
the same provisions of the Media Policy that apply to members of the inspection team
and is not to take any independent action in this regard.

The brackets {} indicate that the bracketed text will be replaced by the name of the respective OPCW
Technical Secretariat (TS) unit after a decision is taken on the final TS structure.
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4.3.3 Inspected State Party

(a) The inspected State Party shall ensure that the inspection team is not subjected
to attention from the news media of a type which could impair the inspection
team activities during the In-Country Period.

(b) When the inspected State Party considers it desirable, for a better public
understanding of the background to the verification activities, to arrange contacts
with the news media with the participation of the inspection team leader, the
Representative of the inspected State Party and the inspection team leader will
consult, prior to contact with the news media, in accordance with the provisions of
subparagraph 4.3.1(b) above.
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Annex
Indicative List of Areas in which Information may be Routinely Provided by the OPCW
to the News Media and the General Public

1. General information on:

(a) OPCW structure, offices, budget, technical support and staffing policy and
patterns;

(b) activities of the OPCW, including its cooperation with States Parties;

(c) OPCW cooperation with the United Nations and other intergovernmental
organisations;

(d) contacts with scientific and research institutions and support received from
other institutions for the purpose of the Convention;

(e) chemical industries, promotion of trade in chemicals and related equipment,
and scientific and technological developments in the chemical field;

® national bodies concerned with the implementation of the Convention,
including National Authorities, chemical industry associations etc.;

(g) progress towards the destruction of chemical weapons, old chemical weapons
and abandoned chemical weapons; and

(h) verification activities, including technology and methodology applied in
on-site inspections.

2. Other materials based on:

(a) the contents of the Convention and its implementation procedures,
e.g. declaration forms, model agreements and inspection procedures;

(b) non-confidential reports or parts of reports of the Organisation on the
implementation of the Convention, as envisaged in Article VIII (paragraph
38(b)), taking into account possible decisions of the Conference, the Executive
Council or the Director General not to make such reports or certain parts of
them public; and

() publicly-available materials provided by States Parties concerning their
respective policies having a bearing on the implementation of the Convention.
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OPCW Conference of the States Parties
First Session C-I/DEC.8
Agenda item 26 14 May 1997

Original: ENGLISH

DECISION

PROCEDURES CONCERNING THE IMPLEMENTATION OF SAFETY
REQUIREMENTS FOR ACTIVITIES OF INSPECTORS AND INSPECTION
ASSISTANTS, IN ACCORDANCE WITH PART Il, PARAGRAPH 43, OF THE
VERIFICATION ANNEX

The Conference

Recalling that the Commission approved the revised draft Health and Safety Policy,
Appendix 1 to the Chairman's Paper to PC-VI/B/WP.10, with the addition of the following
sentence to paragraph 3.3.3 (c): "This is without prejudice to the obligations of a State Party
to provide access to an inspected facility for the purpose of carrying out inspection activities,
in accordance with the Convention" (PC-V1/22, paragraph 6.7)

Recalling that the Commission in its PC-XIII/18, paragraph 7.2, considered and adopted
the Draft OPCW Health and Safety Regulations annexed to PC-XIII/B/WP.2,

Recalling that Working Group B in its PC-XIII/B/6, paragraph 2.2, considered the Draft
OPCW Health and Safety Regulations annexed to PC-XIII/B/WP.2, took note of the
understanding recorded in paragraph 3.2 of PC-XII/B/WP.2, recommended that these
Regulations be adopted by the Commission

Bearing in mind that the Commission recommended in paragraph 40.5 of its Final Report

that the Conference adopt the above mentioned draft OPCW Health and Safety Policy and the

draft OPCW Health and Safety Regulations,

Hereby:

1. Adopts the OPCW Health and Safety Policy and the OPCW Health and Safety
Regulations and takes note of the understanding recorded in paragraph 3.2 of

PC-XI11I/B/WP.2 annexed hereto.

Annex

CS-1997-105
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OPCW HEALTH AND SAFETY POLICY!
Table of 1-2
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Contained in Appendix 1 to PC-VI/B/WP.10, as amended in PC-VI1/22, subparagraph 6.7.
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1. HEALTH AND SAFETY POLICY STATEMENT

The OPCW attaches great importance to health and safety. The health and safety of all
personnel who may be involved in or affected by its operations is paramount. All
operations involving OPCW personnel will be accomplished in a manner which to the
extent possible minimises exposure, affords reasonable safety to personnel, minimises
operational risk and encourages good health. The Director-General of the OPCW will
ensure that the policy on health and safety is implemented at all levels of the
Organisation. The Director-General will review this policy and complementary health
and safety documents at regular intervals and will take appropriate actions to amend
them where necessary.

[Name]
Director-General of the
OPCW

[Date]
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2. INTRODUCTION

This document sets out the OPCW policy for health and safety for all OPCW
personnel, operations, including inspections, and OPCW premises. The means by
which this policy will be implemented is contained in the OPCW Health and Safety
Regulations document. Guidance for implementation is contained in the OPCW
Health and Safety Guidelines document. The general principles on health and safety
set down in this document are mandatory.

3. RESPONSIBILITIES

3.1 OoPCW

3.1.1 The Director-General is responsible for the health and safety of OPCW personnel.
The Director-General shall establish within the Organisation a Health and Safety
Office, headed and staffed by appropriately qualified personnel, to ensure that the
Health and Safety Policy and Regulations approved by the Conference of the States
Parties are strictly adhered to. The Director-General shall issue and maintain OPCW
Health and Safety Guidelines.

3.1.2 All OPCW personnel are required to abide by the Organisation's Health and Safety
Policy and its associated Regulations. They shall also take reasonable care to protect
their own health and safety, and that of other persons who might be affected by their
acts.

3.1.3 The Head of the Health and Safety Office shall:

(a) develop guidelines and establish procedures in line with the approved OPCW
Health and Safety Policy to ensure the health and safety of OPCW personnel;

(b) implement procedures for the screening, hiring, training, certification and re-
evaluation of OPCW personnel as required in the areas of health and safety;

(©) have the power to delegate health and safety functions to suitably qualified
members of inspection teams or other groups according to the requirements of
the particular situation;

(d) when appropriate, request additional, suitably qualified personnel where
unusually hazardous conditions prevail;

(e) monitor and regularly report to the Director-General on the implementation of
the Health and Safety Policy and Regulations throughout the OPCW and on
any incident or failure and recommend corrective action where necessary;

® seek cooperation, assistance and technical information from States Parties on
health and safety issues; and

(2) advise on the procurement of health and safety equipment for the OPCW.
3.2 OPCW INSPECTION TEAMS
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3.2.1 The inspection team leader is responsible for the health and safety of inspection
personnel while engaged in an inspection. The team leader shall be assisted and
advised by appropriately qualified health and safety personnel, as required, to ensure
that all OPCW Health and Safety Policy and Regulations are properly implemented in
the light of prevailing conditions in order to minimise health and safety risks. All
inspection team personnel must be fully conversant with all OPCW health and safety
requirements. The inspection teams will be provided with safety and medical staff as
appropriate.

3.2.2 In carrying out their activities, inspectors and inspection assistants shall observe safety
regulations established at the inspection site, including those for the protection of
controlled environments within a facility and for personal safety without prejudice to
the need also to comply with OPCW Health and Safety Regulations.

323 If at any time the inspection team cannot comply with OPCW Regulations the
inspection activities will cease until such time as a waiver is granted in accordance
with paragraph 7 below. In the case of difficulties, the provisions of paragraph 3.3.3
below shall apply.

3.2.4 Inspection team personnel are also responsible for their own safety and shall comply
with advice from OPCW health and safety representatives at all times. At hazardous
sites, inspection team personnel must remain constantly aware of their personal
environment and must be alert to the activities of others in the immediate area. All
members of an inspection team are required to comply with the OPCW Health and
Safety Policy and Regulations and also with the inspected State Party national and
site-specific health and safety policies and regulations, and, where appropriate, also
with those of a relevant Host State.

3.3 INSPECTED STATES PARTIES

3.3.1 Inspected States Parties (or, where applicable, Host States) shall assign the highest
priority to the health and safety of people and the protection of the environment. To
this end, information on national safety and health standards, local health and safety
requirements, disclosure of relevant known hazards, and the availability of on-site
support shall, where reasonably practicable, be provided to the Technical Secretariat
in advance of inspections. Where this is not practicable the appropriate health and
safety information shall be included in the initial inspection team briefing.

3.3.2 An inspected State Party shall be responsible for ensuring that the health and safety
risks are minimised and shall facilitate the conduct of the inspection in a safe manner.
When, despite a high level of safety measures, a risk remains, the inspected State
Party shall inform the inspection team leader of the level of risk.



Castka 19 Sbirka mezinirodnich smluv & 36 / 2012 Strana 639

C-I/DEC.8
OPCW Health and Safety Policy
page 6

3.3.3 An inspected State Party shall have the right to ensure compliance by all inspection
team personnel with its national health and safety policy and regulations and with
local, or site-specific requirements and regulations giving consideration to the need to
protect national or site confidentiality and in this regard:

(a) whenever a national or site specific requirement is more stringent than the
OPCW provisions or conforms with them, the inspected State Party shall
either provide the resources needed to meet its standards or waive their
enforcement;

(b) whenever an OPCW  requirement is more stringent than the national or site-
specific (Host State's) provisions, the inspection team leader shall have the
right to require all OPCW inspection team members to conform to OPCW
Policy and Regulations, as long as it does not infringe upon site-specific
health, safety and confidentiality requirements. The team leader may also
encourage all other personnel to comply with them as far as is reasonably
practicable; and

() differences in the interpretation of the applicable health and safety policy and
regulations that cannot be resolved on-site will be referred by the inspection
team leader to the Director-General for resolution, taking due note of the
requirement for confidentiality. In situations where the Director-General
authorises the team leader to proceed, and the inspected State Party concurs, a
clear division of responsibility shall be agreed, in respect to any incident or
accident that might result. However, in order to ensure the control of the level
of risk for the inspection team members and for the inspected site the
inspection will not proceed unless the State Party has concurred. This is
without prejudice to the obligations of a State Party to provide access to an
inspected facility for the purpose of carrying out inspection activities, in
accordance with the Convention.

4. ORGANISATION AND ADMINISTRATION

4.1 The efficient implementation of the OPCW Health and Safety Policy will require an
in-house safety and medical capability. This shall take the form of a Health and
Safety Office within the Organisation, with the right, when necessary and appropriate,
of direct access to the Director-General in matters pertaining to the health and safety
of OPCW personnel.

4.2 The Health and Safety Office's size and structure shall be sufficient to ensure that the
OPCW Health and Safety Policy and Regulations can be fully implemented, both at
the OPCW premises and in the field. The resources required will be related to the
size, the location of the facilities and the composition of the Technical Secretariat,
particularly the Inspectorate.
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4.3  In the event of an internal dispute within the OPCW over health and safety issues
which cannot be resolved in any other way, the Head of the Health and Safety Office
shall refer the matter to the Director-General for resolution, taking due note of the
requirement for confidentiality.

5. GENERAL PRINCIPLES

The Health and Safety Office will adopt a mode of operation based on the assessment
and management of risk.

5.1 RISK ASSESSMENT
5.1.1 General Considerations on Risk assessment

A risk assessment will be conducted as part of inspection and activity planning in
order to minimise health and safety risks. This assessment shall include, inter alia, an
evaluation of environmental, structural, physical and chemical hazards as well as
radiation, endemic diseases and appropriate ways of managing them. Where this
evaluation implies undue knowledge of issues protected by confidentiality restrictions,
the relevant components of the risk assessment in terms of level and measures to be
adopted shall be provided by the inspected State Party. Risk assessments will be
updated during inspections as appropriate. Risk assessment procedures will be
standardised throughout the OPCW.

5.1.2 Chemical Hazard Data

The Health and Safety Office will maintain comprehensive chemical hazard data for
scheduled chemicals and other hazardous chemicals.

5.1.3 Non-chemical Hazards

The OPCW Health and Safety Office will give attention not only to chemical hazards,
but to any hazard which a working environment may present to OPCW personnel. The
dangers of explosives in working areas, including unexploded ordnance, may be a
particular hazard to OPCW personnel, and must receive attention in the health and
safety plan for any activity. Attention will also be given to aspects such as radiation,
noise, dust, mechanical, electrical and environmental hazards, the use of pressure
vessels and lasers, etc.

5.2 RISK MANAGEMENT
5.2.1 General Considerations on Risk Management
The fundamental principle to be observed in any location or operation involving

hazardous environments (such as hazardous chemicals or explosives) is to limit the
potential exposure to a minimum number of personnel, for a minimum period of time,
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and to a minimum amount of the hazardous material consistent with safe and efficient
operations.

5.2.2 Detection and Monitoring

Monitoring of the environment for the presence of hazards will be undertaken
whenever possible, both before and during any operation. Monitoring shall be subject
to mnational, site-specific and, when relevant, OPCW Regulations, as well as
confidentiality. Approved monitors for Schedule 1 chemicals, preferably with alarms
or, when appropriate, suitable, approved and agreed industrial equipment will be used
at the inspection site to monitor the presence of hazardous chemical substances.
When selecting monitoring devices, consideration must be given to national and,
when relevant, OPCW standards.

5.2.3 Protection

(a) The use of protective clothing and equipment is the least desirable method of
preventing exposure of personnel to hazardous chemicals. Efforts must be
made to reduce dependence upon protective clothing and equipment in
hazardous environments through the reasonable use of engineering and
administrative controls such as ventilation, isolation, and elimination of all
non-essential entries into hazardous areas. The appropriate risk assessment
must demonstrate that such alternatives have been explored.

(b) In addition to the initial risk assessment based on available information on
possible hazards, the selection and use of protective clothing and equipment
will also be based on monitoring results and operational requirements, bearing
in mind the physiological limitations imposed by certain environments.

(c) Keeping in mind that inspection teams will have to perform their duties in a
wide range of locations and environments, the procurement of an appropriate
range of safety and protective equipment is required. No OPCW personnel
shall be in a toxic industrial or Schedule 1 chemical operating area without
being issued with appropriate safety and ocular/cutancous/respiratory
protection equipment. Consideration must be given as required to other
protective requirements (e.g. hard hats or safety shoes).

(d) All protective clothing and equipment used by OPCW personnel must be
approved by the Director-General or his designated representative on the
advice of the Health and Safety Office of the OPCW. Such approval shall be
based upon appropriate tests and procedures for certification and the provision
of certificates of approval. During an inspection any specific protective
clothing and equipment used by OPCW personnel must be approved by the
Director-General or his designated representative on the advice of the Health
and Safety Office of the OPCW.
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5.2.4 Contamination Control

All operations must be conducted with the objective of avoiding contamination, or
limiting the spread of contamination where it already exists. If contamination is
unavoidable, appropriate decontamination equipment and procedures will be used, as
identified in the health and safety plan for the operation in accordance with standards
approved by the Director-General.

5.2.5 Equipment

(a) During the equipment procurement process by the OPCW, due consideration
shall be given to the provisions contained in this Policy and complementary
OPCW health and safety documents. Equipment with the least amount of
hazard to the operator that is consistent with specific inspection requirements
shall be selected.

(b) All OPCW equipment (not covered by paragraph 5.2.3 (d)) for use in
hazardous environments must be approved by the Health and Safety Office.
Only equipment that sufficiently ensures the health and safety of OPCW
personnel, in accordance with OPCW requirements, will be selected.

5.3 HEALTH AND SAFETY REQUIREMENTS
5.3.1 OPCW Standards

The means by which this policy will be implemented is contained in the OPCW
Health and Safety Regulations. Guidance for the application of these Regulations is
contained in the OPCW Health and Safety Guidelines document.

5.3.2 National Health and Safety Standards

(a) Considerable variation exists in national health and safety standards. The Head of the
Health and Safety Office shall ensure that due regard is given to meet these standards
by the OPCW during the planning and conduct of activities. The Health and Safety
Office shall establish and maintain a database of the relevant, principal health and
safety regulations of Member States. Subject to the approval of relevant national or
local authorities, on the basis of inspected site safety and confidentiality, additional
health and safety measures may need to be provided or arranged as appropriate to
comply with OPCW standards.

(b) States Parties are obligated to render all possible agreed assistance to OPCW
personnel in medical, health or safety-related issues. Where national health
and safety standards are different from those adopted by the OPCW, the
provisions of paragraphs 3.3 and 5.5.1 will apply.
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() Inspections will be preceded by the preparation and adoption of a written
health and safety plan that will include provision for compliance with required
OPCW and, where appropriate, national health and safety standards.
Decisions on the need to include health and safety personnel and equipment on
the inspection will be based on the type of inspection and its location.
Compliance with national standards and site regulations during all types of
inspections, particularly in the absence of prior relevant agreement (e.g.
challenge inspections or alleged wuse) will require discussion with
representatives of the inspected State Party and the possible modification of
the health and safety plan at the POE or at the site.

5.3.3 Local Health and Safety Considerations

(a) OPCW personnel engaged in inspection activities in various parts of the world
will encounter varying degrees of health and safety risk. The Head of the
Health and Safety Office must ensure that due regard is given to such
variations during the planning and conduct of activities, and must also ensure
that appropriate measures are contained in the written health and safety plan.

(b) Health and safety planning must take account of the unique requirements
presented by specific types of OPCW inspections or other activities.

5.3.4 Packaging and Transportation of Hazardous Chemicals

The overall objective of packaging and labelling is to ensure that materials can
withstand the risks of handling, the shocks of transportation, and can be correctly
identified. Adequate packaging and labelling must be accomplished prior to any
movement of hazardous substances or environmental samples, and must be in
accordance with the relevant national or international codes or regulations.

5.4  HEALTH AND SAFETY WITHIN THE OPCW
5.4.1 Medical Support

(a) A comprehensive medical and health plan must be developed for the OPCW by the
Health and Safety Office, and must take account of the health requirements for the
OPCW as a whole. Its basic elements would include provision for preventive
medicine measures, a protective programme, and up-to-date medical care/treatment/
rehabilitation aspects. Effective procedures must be developed for emergency medical
evacuation from deployment sites.

(b) A medical surveillance programme must be implemented, including pre-
employment, periodic, episodic and termination examinations as appropriate
for the job description of individual persons. The plan shall also contain
procedures for the co-ordination of the efforts, rights and obligations of the
medical service of the inspected State Party (or Host State) and of the medical
representatives of an inspection team.
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(c) A medical documentation system will be adopted that makes appropriate
provision for the proper maintenance of personal medical records. Records
will be maintained of cumulative exposures and monitoring/surveillance
results during deployments, and a medical summary record will be compiled to
accompany deployments for all personnel. Non-confidential statistical data
on accidents, illness, etc. will be collected and provided to the management of
the Technical Secretariat at regular intervals. All data concerning an
inspector's health, including the dynamics of its changes, as well as
information about acute and cumulative effects should be placed in a specially
designed database.

(d) Medical support for OPCW operations will include provision for health
maintenance based on local conditions, medical response to toxic exposures,
and medical treatment and evacuation after accidents, trauma, and serious
illness. A heat-illness prevention programme will be developed and
implemented during all operations using protective clothing.

5.4.2 General OPCW Building and Office Safety

The OPCW Health and Safety Office will consider the health and safety of all OPCW
personnel in all working environments. This extends from hazardous inspection
locations to administrative offices. The Health and Safety Office will implement a
comprehensive OPCW Building safety plan.

5.4.3 Laboratory Safety

Hazardous chemical operations and storage which are performed in the OPCW
Laboratory will be subject to the OPCW Health and Safety Regulations. When
operating in other national laboratories, the provisions of para. 3.3 above will apply.
Regarding the OPCW Laboratory, due regard must be given to safe design features,
access control, and good laboratory practice.

5.5 HEALTH AND SAFETY PRINCIPLES DURING INSPECTIONS
5.5.1 Inspection Team Members

To ensure the health and safety of inspection team members and of the inspected site
without impairing confidentiality during all inspections, particularly challenge
inspections, and subject to the provisions of the Convention, the following procedures
shall apply whenever the inspected State Party deems appropriate:

(a) the use of any safety equipment shall be subject to agreement before the
inspection begins. The agreement (e.g. facility agreement, managed access
rules) shall be subject to the need to meet site-specific safety and
confidentiality considerations in accordance with site safety rules and
regulations, particularly when pertaining to sensitive areas of an inspected site;
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(b) after reaching agreement on the use of health and safety equipment the
inspected State Party will provide the health and safety equipment, including,
inter alia, personal monitors, protective clothing and masks, provided the
equipment meets OPCW standards and Regulations, as applicable; and

(©) at the end of an inspection, if the inspected State Party so requests, any piece
of health and safety equipment involved in the inspection activities will be left
on the site of the inspected State Party in order to comply with Health and
Safety Regulations and/or in order to prevent the disclosure of confidential
information. Where this provision is invoked, the inspected State Party shall
make arrangements for the immediate replacement of the OPCW equipment.
In the particular case of a challenge inspection, any replacement of health and
safety equipment could be subject to the provisions of Article IX, para. 23.

5.5.2 Health and Safety Considerations for Observers

(a) Due to the unique situation of the observer participating in a challenge
inspection, including the lack of control over health and safety background and
training, neither the OPCW nor the inspected State Party can take full
responsibility for the observer's health and safety. However, where reasonable
and practical, the OPCW and the inspected State Party will provide the
observer with medical care, assistance and information to ensure compliance
with the OPCW health and safety plan for the inspection and any relevant
national or site-specific regulations, as the inspected State Party deems
appropriate. Costs so incurred shall be borne by the requesting State Party.

(b) The requesting State Party shall take all necessary measures prior to departure to
prepare the observer within the area of health and safety, according to the identified or
anticipated level of risk to be encountered during the challenge inspection.
Documentation of such preparation (e.g. medical and training records, etc.) in the
format specified in the OPCW Health and Safety Regulations shall be provided by the
observer to the inspected State Party prior to the commencement of inspection
activities. The inspected State Party shall provide the observer with, as appropriate,
the same health and safety information as provided to the inspection team.

(c) The observer, with the guidance of the inspection team leader, shall at all
times comply with the relevant provisions of the OPCW health and safety
plan, as well as with any national or site-specific regulations. The observer
cannot take any independent actions during inspections.

6. TRAINING
6.1 Training is the single most important tool available to the OPCW to enable

individuals to take responsibility for their own health and safety and to make optimum
use of the equipment and procedures provided by the OPCW.
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6.2  The Director-General of the OPCW is responsible for ensuring that health and safety
protection issues are adequately covered in training programmes, and that re-
training/update courses occur on a regular and adequate basis. Standards of training in
safety-related subjects must be monitored by the Health and Safety Office of the
OPCW, wherever such training may occur. The Director-General is responsible for
the safety of training methods used by the OPCW, which must be approved by the
Director-General or his designated representative on the advice of the Head of the
Health and Safety Office.

6.3 Training in all safety-related procedures must be practically oriented, with an adequate
theoretical background. For those personnel that need certification for the use of
protective clothing and equipment, training must include test exposures to a challenge
agent (using 2-Chlorobenzal malanonitrile [CS] or other suitable training agents).
There must be emphasis on the development of equipment familiarity and confidence.

6.4  The OPCW shall provide specialist training modules for the training and qualification
of OPCW health and safety personnel.

6.5 Safety-related training must be followed by assessment and qualification of personnel.

6.6 It is essential that minimum proficiency standards for key safety-related activities are
specified, achieved, and maintained. The range of activities for which an individual
will be expected to maintain proficiency will depend on the duties assigned, and will
be specified in the relevant post description. The Head of the Health and Safety
Office will be responsible for ensuring that proficiency standards are met and
maintained.

7. WAIVERS

7.1 A fundamental principle of the OPCW is strict adherence to its Health and Safety
Policy and Regulations and the Health and Safety Guidelines, and the avoidance of
all waivers.

7.2  In situations where it is necessary to deviate from strict compliance with the OPCW
Health and Safety Regulations in order fully to meet the object and purpose of the
Convention, a team leader may seek a temporary release from the Regulations. Any
such release would have to be fully evaluated and justified in a formal request for the
granting of a waiver by the Director-General on the advice of the Head of the Health
and Safety Office.

7.3 Waivers may be granted only by the Director-General of the OPCW, who:

(a) will ensure the existence of compelling operational reasons for the granting of
a waiver;

(b) will ensure that adequate compensatory or complementary measures are in
effect, when applicable; and
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(c) will take note of an inspected State Party's right to protect sensitive
installations, and to prevent the disclosure of confidential information and
data, not related to the Convention.

7.4  The Director-General may delegate waiver authority to a designated representative if
he believes it to be necessary for operational reasons or to meet specific provisions of
the Convention.

8. AMENDMENTS

8.1 Proposed amendments to the OPCW Health and Safety Policy shall be submitted by
the Director-General to the Conference of States Parties for formal approval.

8.2  Proposed amendments to the OPCW Health and Safety Regulations shall be submitted
to the Executive Council for approval pending confirmation by the next meeting of
the Conference of State Parties.

83 Amendments to OPCW Health and Safety Guidelines, in line with the approved
Policy and Regulations, shall be approved and implemented by the Director-General.

8.4  Once approved, amendments shall be implemented by the Director-General as soon as
practicable, or in any case within 30 days.
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Introduction

(a) The OPCW Health and Safety Regulations, hereinafter referred to as "OPCW
Regulations", set out the means by which the OPCW Health and Safety Policy,
hereinafter referred to as "OPCW Policy", is implemented. The OPCW
Regulations form a consistent basis for the development of the OPCW Health
and Safety Technical Guidelines, hereinafter referred to as "OPCW
Guidelines".

(b) Risk Assessment and Risk Management principles will contribute to ensure
the health and safety of OPCW personnel in their activities.

Risk Assessment and Risk Management

A risk is characterised by the probability of an occurrence of an event and the level of
expected damage associated with this event should it occur.

Introduction

(a) This section contains a purely technical description of the risk assessment and
risk management processes. These processes shall not be interpreted as a
requirement for the Inspected State Party (ISP) to provide more information

than is required under the terms of the Convention.

(b) The general principles of risk assessment and risk management are based on
the following methodological process:

(1) taking into account the potential hazards relevant to health and safety;
(i1) assessment of the risks associated with such significant hazards (level
of damage, probability of occurrence) and a decision on the

acceptability of such risks;

(iii)) management of the risks by using technical and organisational
measures of prevention and protection;

(iv)  recording the assessment and deciding upon the frequency of review.
(c) Adequate training of personnel will greatly contribute to minimising risks.
Risk Assessment
(a) Risk assessment provides a tool for estimating the risks, both initial and after
considering the existing or proposed measures aimed at minimising those

risks. The potential for and the consequences of hazards have to be carefully
considered on the basis of available data before undertaking any activity.
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(b) In cases where, by the nature of the operation, occurrence of a hazard is
expected (such as in emergency destruction, training, or certain preventive
maintenance operations), its consequences are to be determined and hence the
measures defined, in order to ensure that personnel, objects, and the
environment are either protected or not subject to exposure.

(©) Risk assessment will be based upon available data on hazards. If the
probability of occurrence of a hazard or its associated level of damage cannot
be appropriately assessed, the risk assessment may have to consider the most
credible worst-case scenario.

23 Risk Management

(a) Risk management consists of applying technical, medical, organisational and
administrative procedures to safeguard health and safety. It is aimed at
reducing the risks to acceptable levels. The number of individuals exposed to
risks, and the exposure period, shall be minimised.

(b) If the risk involved with a specific activity is considered to be unacceptable,
the activity shall be modified until the risk falls within acceptable limits or, if
that is not possible, the activity shall not be performed,

(c) Risk management measures to be taken as a result of the risk assessment can
be divided into two different categories:

@) preventive measures;
(i)  protective measures.

(d) Technical, medical, organisational and administrative measures may be
applied in combination or separately. Potential interaction between such
measures, and combinations of their effect on the situation, must be
considered.

(e) Action should continuously be undertaken to ensure that the residual risks are
contained within acceptable limits. If, for any reason, the risk exceeds
acceptable limits, corrective measures must be undertaken to bring the risk
back within its acceptable limits.

) Preventive and/or protective measures shall be adjusted according to the
evolution of the risk.
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3. Health and Safety Within the OPCW Premises
3.1 Health and Safety Plan
(a) The Health and Safety Office will prepare a health and safety plan for each
building. While preparing and implementing this plan the principles of the
risk assessment and risk management processes will be implemented. This
plan will cover the following topics:

(1) Nomination of staff responsible for implementation and monitoring of
the plan. This will involve the appointment of area/divisional
representatives;

(i)  Requirements for compliance with host state, national and/or local
regulations, rules and guidelines. To this purpose workplace standards
are important and must include as a minimum:

(aa)  work at visual display units;

(bb)  manual handling of loads (lifting practices);
(cc)  environmental comfort;

(dd) lighting standards;

(ee) electricity supplies, fittings and cables; and

(ff)  maintenance of the building and equipment.

(ii1))  Induction and maintenance training of OPCW personnel regarding the
health and safety aspects of office work;

(iv)  Provisions for fire prevention, first aid and emergency procedures;
(v) Safety of visitors and contractors; and
(vi)  Consideration of special hazards.

(b) The health and safety plan will be distributed to and acknowledged by all
employees and contractors.

() The Health and Safety Office will carry out a full health and safety inspection
at least annually, sending a report to the Director-General.

(d) The Health and Safety Plan must be regularly updated according to results of
inspections and changing requirements.
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3.2  Emergency Provisions

(a) Plans must be established to deal with emergency situations.

(b) The requirements of local and national fire regulations must be met.
3.3  OPCW Premises

(a) In OPCW buildings the Occupational Hygienist will be responsible for
conducting the necessary environmental monitoring. The Senior Medical
Officer will be responsible for conducting the biological monitoring, if any.

(b) The Occupational Hygienist will be responsible for overseeing the cleaning,
daily maintenance and periodical upkeep of the equipment to be used for office
detection and monitoring purposes.

(c) If inspection equipment brought back to OPCW premises from inspection sites
is contaminated, contamination control procedures are essential. Detailed
procedures regarding decontamination of equipment, and safe disposal of toxic
chemicals, contaminated clothing and equipment are described in the OPCW
Guidelines.

(d) Laboratory activities will be in accordance with ISO Guide 25 and will also be
based on Good Laboratory Practices, if applicable.

() The application of the Dutch Law and OPCW Regulations to health and safety
within the OPCW Premises shall be in accordance with the provisions of the
OPCW Headquarters Agreement.
® Safety regarding laboratory activities not covered by the provisions of [SO
Guide 25, Good Laboratory Practices or applicable Dutch Law are detailed in
the OPCW Guidelines.
34  Health and Safety Audits

(a) The Health and Safety Plan must be audited on a regular basis. The auditing
procedures are detailed in the OPCW Guidelines.

(b) Audits must assess the organisational and the technical elements of the health
and safety plan and its application by OPCW personnel.

4. Health and Safety Principles during Inspections
4.1 Basic Principles

Inspectors shall comply with the ISP national and site-specific health and safety policy
and regulations, and OPCW Policy and Regulations.
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(a) Activities during inspections shall be performed in accordance with para. 43 of
Part II of the Verification Annex.

(b) Some variation from the strict implementation of the OPCW Regulations may
be necessary to comply with specific requirements under provision of
para. 43 of Part Il of the Verification Annex or of the Confidentiality Annex.

(c) Such variations do not constitute a waiver situation since they are consistent
with the OPCW Policy. Any such variations shall be reported in writing.

(d) In accordance with the OPCW Policy, the inspection team should aim to
maintain the health and safety procedures to be applied as close as possible to
the procedures as detailed in the OPCW Guidelines.

(e) No activity should involve a health and safety risk unacceptable to the
inspection team or the ISP.

) In the context of the implementation at an inspection site of the Risk
Assessment and Risk Management principles described in section 2, the
specific measures taken subject to the consent of and in close co-ordination
with the ISP, shall not prejudice the relevant provisions of the Convention.
However, Risk Management provides for flexibility for accommodating all
relevant requirements.

4.2 Detection and Monitoring

Should the inspection team consider detection and monitoring a necessity for health
and safety purposes, it will consult with the ISP on that necessity. If the ISP gives its
consent to such detection and monitoring, it will generally perform these activities.
The ISP may also suggest that these activities are carried out by the inspection team.
If agreement is reached, the following may be involved, singly or in combination, to
satisfy the concerns of the inspection team.

(a) Provision of data by the State Party.

(b) Detection and monitoring performed by the State Party, using its own
equipment.

(c) Detection and monitoring performed by the inspection team in the least
intrusive manner, €.g. using equipment on alarm mode.
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43

5.1

Modification of Inspection Activities for Health and/or Safety Reasons

(a) The inspection team leader, after consultation with the ISP, may consider that
a particular activity cannot be carried out or completed in the planned way for
health and safety reasons, or for reasons related to the implementation of
paragraph 43 of part 1l of the Verification Annex. In such a case an alternative
inspection procedure should be adopted in consultation with the ISP in order to
accomplish the inspection goals. A higher level of protection, or alternative
preventive and corrective measures may be used for this purpose. It is the
responsibility of the inspection team leader, only afier the agreement of the
ISP, to decide whether or not to change the inspection procedure after having
reviewed the alternative inspection scenarios.

(b) The causes of an accident must be determined, and, where necessary, the risk
assessment, health and safety procedures and inspection activities must be
reviewed before the affected inspection activities resume. Such review, and
possible changes to inspection procedures, should be agreed with the ISP.

Medical Requirements
Fitness for Work

(a) All OPCW job descriptions shall include a section which sets out the physical
and mental requirements of the position.

(b)  All personnel must undergo a medical examination prior to commencing
employment with the OPCW. Criteria for establishing the fitness of all
inspectors and the OPCW requirements for initial and periodic medical
examinations are contained in the OPCW Guidelines. The examination will
normally be performed in a candidate's country of recruitment by an OPCW
approved Physician. The results of the examination will be reviewed by the
Senior Medical Officer of the OPCW, or a delegated medical officer, to
determine a candidate's fitness to work with the OPCW.

© Withholding of medical information required for the pre-employment medical
examination could result in an employee's subsequent dismissal from the
OPCW.

(d) Staff members will have periodic medical examinations in order to ensure that
their fitness to work is maintained, and as a preventative health measure. The
frequency of such medical examinations depends on the staff member’s job
and his age. Inspectors, particularly those with the potential to be exposed to
hazardous chemicals, will undergo additional specific periodical examinations.
Details appear in the OPCW Guidelines.
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(e) Where a staff member becomes permanently unfit to perform his duties as a
result of injury or illness, it will be attempted to further employ him/her in an
alternative post. If this is not possible, the Head of the Health and Safety
Office may recommend to the Director-General that the staff member's
contract be terminated on medical grounds.

® If in accordance with paragraph 43 of Part 1l of the Verification Annex, the
ISP requests specific medical information in regard to the health and safety
regulations on-site related to the fitness of an inspector, the inspection team
leader will consult with ISP representatives on the ways to obtain such
information. In case of divergences between the ISP and the inspection team,
this shall be resolved in accordance with paragraph 3.3.3 (c) of the OPCW
Policy.

Medical Treatment

() The OPCW has the responsibility to provide, or to oversee medical treatment
relating to occupational illness and injury. Staff members must obtain medical
treatment for non-occupational illness or injury via their family doctor, or
other local medical service. Details of the provisions of medical treatment,
including that during travel, are contained in the OPCW Guidelines.

(b) Wherever possible, religious and cultural considerations will be taken into
account in the provision of medical treatment.

Medical Treatment during Official Travel

(a) Obtaining treatment on official travel unrelated to inspection or training
activities will be the responsibility of the OPCW staff member concerned. In
the event of injury or illness abroad, the advice of the Health and Safety Office
can be sought. The Health and Safety Office will provide staff members with
information relevant to health needs when travelling.

(b) Provisions for medical treatment during inspector training will be negotiated
and recorded in an agreement to be concluded between the OPCW and the
involved parties.

() During travel with inspection teams:

(1) Basic first aid will be provided by the Paramedic or Medical Officer on
the team, or, in teams without either, by the team member with
secondary health and safety duties.

(i)  Where inspection teams include medical personnel medical treatment
should only be provided by qualified personnel. In other
circumstances treatment will be sought from local medical officers.
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(iii))  In cases requiring hospitalisation, the OPCW Senior Medical Officer or
his delegate must be promptly notified.

(iv)  Assistance may be requested from the inspected State Party. When
appropriate, such assistance will be provided in accordance with the
facility agreement.

wv) Where medical evacuation of a patient is required, the inspected State
Party will assist, to the extent possible, at all stages, including
transportation of the patient to a departure point. Maximum effort
shall be made to transport a patient to a suitable medical facility as
soon as possible.

(vi)  While it is not normally the policy of the OPCW that its health and
safety personnel should provide treatment for non-OPCW personnel, in
an emergency situation where no local health personnel are present, or
when non-OPCW personnel are injured by an inspection related
activity, emergency first aid will be rendered.

(d) Requests under Article X of the Convention for medical treatment of
suspected chemical casualties will normally be met by medical personnel from
assisting State Parties. Health and safety personnel from inspection teams will
not normally render such treatment, unless instructed otherwise by the
Director-General of the OPCW.

5.4  Medical Records and Accident/Injury Reporting

(a) The Health and Safety Office will keep records of all employees' known
exposures to hazardous substances, reflecting any relevant clinical, laboratory,
or monitoring results, as well as records of pre-employment or periodic
medical examinations. Such records will be kept indefinitely. Relevant
aspects of these records will be summarised in a standardised format and shall
be brought onto the inspected site for each inspector. Records of general
medical conditions occurring during duty travel, or occupational illness or
injury, must be maintained in the facility where the employee is treated, and
transmitted to the OPCW in summarised form. All medical records are
confidential.

(b) All incidents causing, or nearly causing, injuries or death during duty in all
places will be reported to the Senior Safety Officer. An investigation will be
carried out by the Senior Safety Officer and supervisor of the personnel
concerned. Reporting and investigating details can be found in the OPCW
Guidelines.
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55 Clean Air Policy

All employees have the right to a smoke-free workplace. The OPCW recognises the
hazard to health of active and passive smoking and discourages staff members from
smoking. The OPCW will establish a clean air policy to be developed in co-operation
with staff.

5.6 Medical Aspects of Staff Regulations

(a) Medical disability pensions shall be established by the OPCW only in cases
where damage to health of a staff member has been causally linked to
activities undertaken for and on behalf of the OPCW. The extent of disability
shall be determined by examination in suitable OPCW approved medical
institutions.  Injuries sustained in the course of OPCW missions shall be
compensated by the OPCW.

(b) The OPCW shall provide medical insurance for inspectors for the period of
their training, and shall agree with a State Party providing training and an
insurance company of that country or an international insurance company on
the procedures for medical assistance in cases of serious illness or injury.

(c) Negligence or misconduct of Health and Safety Office staff in implementing
the provisions of the OPCW Policy and Regulations shall be deemed as
professional inadequacy and could result in termination of employment.

6. Health and Safety Training

6.1  Introduction
Adequate attention to the training and education of individuals in Risk
Assessment/Management in relation to their work enables them to take personal
responsibility for their safety.

6.2  Responsibilities

In addition to the responsibilities for health and safety training set out in paragraph 6.2
of the OPCW Policy, the following apply.

(a) The Senior Safety Officer must identify and update on the basis of experience
general and specialist safety training needs in consultation with employees'
immediate supervisors who will advise the Head of the Health and Safety
Office of any such requirement.

(b) The appropriate training authority will be responsible for arranging and
recording all necessary safety training,.
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6.3  New Employees
All new staff will receive basic safety instruction by the Health and Safety Office

6.4  Health and Safety Training Content
Syllabuses of all Health and Safety training courses will be developed, evaluated, and
updated by the appropriate training authority in conjunction with the Health and
Safety Office, and are detailed in the OPCW Guidelines.

7. Waivers and Exemptions

(a) The goal of the OPCW is the avoidance of all waivers and exemptions from
and strict adherence to OPCW Policy and Regulations.

(b) Variations from standard OPCW Regulations and Guidelines made in order to
comply with paragraph 43 of Part Il of the Verification Annex, do not

constitute waiver situations since they are consistent with the OPCW Policy.

(c) On the rare occasion that a waiver may be required, the procedure is contained
in the OPCW Guidelines.

7.1 Requests for Waivers
When compliance with the OPCW Policy and Regulations cannot be achieved, a
request for waiver should be submitted through the Head of the Health and Safety
Office to the Director-General or an Authorised Official.
7.2 Granting of Waivers
(a) Waivers may be granted by the Director-General or an Authorised Official.
(b) A request for amendment will be initiated when factors or circumstances
requiring a change to the original waiver are identified and must also be
granted by the Director-General or an Authorised Official.

7.3 Exemptions

Requests for exemptions will be submitted to the Director-General.
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Understanding contained in paragraph 3.2 of PC-XIII/B/WP.2

"The Group understood that subparagraph 4.2 of the Draft OPCW Health and Safety
Regulations does not prejudice the obligation of inspected States Parties to provide
available data based on detection and monitoring, to an agreed extent necessary to
satisfy concerns that may exist regarding the health and safety of the inspection team.
In cases where detection and monitoring, as referred to in subparagraph 5.2.2 of the
Draft OPCW Health and Safety Policy (PC-IX/B/WP.5) cannot be carried out,
alternative risk assessment data or information will be provided by the inspected State
Party, as provided for in subparagraph 5.1.1 of the Draft OPCW Health and Safety
Policy."

LI |
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%‘@ OPCW Conference of the States Parties

First Session C-I/DEC.13/Rev.1
Agenda item 39 2 February 2006
Original: ENGLISH

DECISION'

. GUIDELINES FOR PROCEDURES ON THE RELEASE OF CLASSIFIED
INFORMATION BY THE OPCW, IN ACCORDANCE WITH
SUBPARAGRAPH 2(C)(lll) OF THE CONFIDENTIALITY ANNEX

. A CLASSIFICATION SYSTEM FOR LEVELS OF SENSITIVITY OF
CONFIDENTIAL DATA AND DOCUMENTS, TAKING INTO ACCOUNT
RELEVANT WORK UNDERTAKEN IN THE PREPARATION OF THE
CONVENTION, IN ACCORDANCE WITH SUBPARAGRAPH 2(D) OF THE
CONFIDENTIALITY ANNEX

v RECOMMENDATIONS FOR PROCEDURES TO BE FOLLOWED IN CASE
OF BREACHES OR ALLEGED BREACHES OF CONFIDENTIALITY, IN
ACCORDANCE WITH PARAGRAPH 18 OF THE CONFIDENTIALITY
ANNEX
(PARIS RESOLUTION, SUBPARAGRAPHS 12(U), (V), AND (W))

The Conference of the States Parties,

Recalling that the Preparatory Commission developed a draft OPCW Policy on
Confidentiality (OPOC) that includes the above-mentioned issues as well as rules governing
the composition and operating procedures of the Commission for the Settlement of Disputes
Related to Confidentiality (hereinafter “the Confidentiality Commission™) as required by
paragraph 23 of the Confidentiality Annex to the Chemical Weapons Convention (hereinafter
“the Confidentiality Annex”), in a combined manner;

Recalling also that the Preparatory Commission adopted the draft OPOC, as annexed to
PC-X1/B/WP.8, dated 23 June 1995, and as amended by Working Group B, and decided to
apply the provisions of this draft OPOC, mutatis mutandis, to the work of the Preparatory
Commission (paragraph 7.7 of PC-XI/17, dated 27 July 1995; Corr.1, dated 14 August 1995;
and Corr.2, dated 12 September 1995);

The revised version of the OPCW Policy on Confidentiality annexed hereto contains two sets of
changes—those that were made in C-1/Dec.13/Corr.1, dated 20 March 2000, which removed references
to the draft OPOC submitted by the Preparatory Commission, and those from C-10/Dec.9, dated
10 November 2005, which contains amendments to the OPCW Policy on Confidentiality.

CS-2005-4611(E) distributed 13/02/2006 OO OO0 O
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Recalling further that the Preparatory Commission decided to correct the clerical error in
the second-to-last line of paragraph 6.2 of Part VI of the draft OPOC by replacing the word
“should” with “shall”( paragraph 8.7 of PC-XII/17, dated 14 December 1995);

Bearing in mind that the Preparatory Commission recommended, in paragraph 45.4 of its

final report (PC-XVI/37, dated 15 April 1997), that the Conference of the States Parties
(hereinafter “the Conference”) adopt the above-mentioned OPOC, as corrected.

Hereby:
Adopts the above-mentioned OPOC, which is annexed hereto, as corrected.

Annex: OPCW Policy on Confidentiality
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THE ORGANISATION
FOR THE PROHIBITION OF CHEMICAL WEAPONS

OPCW POLICY ON CONFIDENTIALITY

The Hague

May 1997
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OPCW Policy on Confidentiality?

The original version of the OPOC was prefaced by the following note:

“The Draft OPCW Policy on Confidentiality was developed by the
Expert Group on Confidentiality (Annex to PC-XI/B/WP.8) and
was adopted as amended by the Preparatory Commission at its
Eleventh Session (PC-XI/17, subparagraph 7.7 and PC-XI/B/12,
subparagraph 7.2). The Draft OPCW Media and Public Affairs
Policy was developed by the Formal Consultations on OPCW
Media and Public Affairs Policy (Attachment to PC-X/A/WP.5)
and was provisionally approved as amended by the Preparatory
Commission at its Tenth Session (PC-X/23, subparagraph 6.11 and
PC-X/A/3, subparagraph 6.4), pending the adoption of other
relevant documents including the Draft OPCW Policy on
Confidentiality.

The Preparatory Commission also decided that the Draft OPCW
Policy on Confidentiality and the Draft OPCW Media and Public
Affairs Policy would apply, mutatis mutandis, to the work of the
Preparatory Commission (PC-XI/17, subparagraph 7.7 and
PC-X/23, subparagraph 6.12 respectively).

Tan R. Kenyon
Executive Secretary”

Annex
page iii
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PART I
INTRODUCTION
1. This document sets out the basis of the Organisation's policy for protecting

confidentiality throughout activities related to the implementation of the Convention,
for classifying and handling confidential information, and for dealing with breaches
of confidentiality.

2. A policy for confidential information is essential to the work of the Organisation
because of the intrusive verification measures which are aimed at promoting
confidence in compliance with the Convention while respecting States Parties'
legitimate concerns about the possible disclosure of sensitive information. Credible
verification entails receptiveness on the part of States Parties and a level of
intrusiveness in verification activities. The need for disclosure of appropriate
information to demonstrate compliance with the Convention should be matched by
credible reassurances for States Parties that proper measures are taken to prevent
disclosure of information not relevant to the Convention and that any confidential
information, once disclosed, will be appropriately protected.

3. Consequently, in defining States Parties' rights and obligations, the Convention
embodies a balance between that disclosure necessary to enhance confidence in
compliance with the Convention, and the prevention of disclosure of information not
relevant to the Convention, in order to protect national security and proprietary rights,
taking into account constitutional obligations. These two objectives are not
necessarily in conflict; on the contrary, a credible and effective process of verification
can be achieved which actively and integrally protects confidentiality. The
Convention text provides practical assurances that all confidential information will be
appropriately protected; and that verification procedures will seck to prevent the
disclosure of information not related to verification of compliance with the
Convention.

OPCW POLICY ON CONFIDENTIALITY
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PART II
GENERAL POLICY
1. Paragraph 5 of Article VIII of the Convention provides the basis of the obligations of

the Organisation to respect confidentiality:

"The Organisation shall conduct its verification activities provided for under this
Convention in the least intrusive manner possible consistent with the timely and
efficient accomplishment of their objectives. It shall request only information and
data necessary to fulfil its responsibilities under this Convention. It shall take every
precaution to protect the confidentiality of information on civil and military activities
and facilities coming to its knowledge in the implementation of this Convention and,
in particular, shall abide by the provisions set forth in the Confidentiality Annex."

2. Paragraph 6 of Article VII of the Convention establishes the obligation on each State
Party to:

"treat as confidential and afford special handling to information and data that it
receives in confidence from the Organisation in connection with the implementation
of this Convention. It shall treat such information and data exclusively in connection
with its rights and obligations under this Convention and in accordance with the
provisions set forth in the Confidentiality Annex."

3. These basic requirements are elaborated in a number of other provisions of the
Convention, especially in the Confidentiality Annex and in the provisions detailing
verification procedures (e.g. paragraph 10 of Article VI; paragraphs 56 and 62, Part 11
of the Verification Annex and paragraph 48, Part X of the Verification Annex). From
this basis, the fundamental elements of the OPOC are:

(a) only that information necessary for the timely and efficient carrying out of its
responsibilities under the Convention shall be sought and required; and
requirements for information to which the Organisation shall be given access
by a State Party shall be specified as precisely as possible;

(b) verification activities shall be designed, planned and carried out so as to avoid
unnecessary disclosure of confidential information and so as to seek to prevent
disclosure of such information not related to compliance with the Convention,
consistent with effective and timely discharge of verification obligations under
the Convention;

OPCW POLICY ON CONFIDENTIALITY
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(c) confidential information not relevant to the Convention shall not be sought,
recorded or retained in the course of verification or other activities, without
prejudice to an inspected State Party's right to request such a disclosure in
accordance with the Convention. Once disclosed, it shall be protected, shall
not be further disseminated, and shall be appropriately disposed of;

(d) systematic procedures for limiting the dissemination of and access to
information after information is collected and classified as confidential shall
be established, monitored, and adhered to;

(e) information obtained in connection with the implementation of the Convention
shall not be published or otherwise released unless with explicit authority and
in accordance with the release procedures outlined in Part VII of this policy;
and

(H staff selection and training, and staffing policy and regulations, shall take into
account the need to ensure that all staff members of the Secretariat meet the
highest standards of efficiency, competence and integrity.

OPCW POLICY ON CONFIDENTIALITY
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PART III
INFORMATION AND CONFIDENTIALITY
1. This Part sets out guidelines for developing a practical understanding of the scope of
the terms 'information', 'confidential information' and 'confidentiality'. The

Convention sets out no definitive account of how these terms are to be applied, and it
is clear that they are to be determined in an operational context consistent with the
implementation of the Organisation's and States Parties' various responsibilities under
the Convention.

2. The Organisation will carry out its responsibilities greatly depending on the
information obtained through its verification activities and provided by States Parties.
Thus, information will be coming into the Organisation's possession or to a staff
member of the Organisation in a continuous input-output pattern of acquiring,
processing and producing further necessary information.

3. In view of the integral role of confidentiality in all the Organisation's activities,
information can generally be considered in operational terms, covering its
characteristics, its means of acquisition and storage, and media for its processing and
transmission.

Scope of 'information'

4. The term 'information' must be understood in a very broad sense. Information is
recognised by its capacity or potential to provide, either directly or indirectly, data or
any knowledge, regardless of its physical or intangible character or make-up.

5. It further applies to any means of acquiring, transmitting or retaining knowledge or
data which may be perceived, acquired, derived or retained by any individual or by
the Organisation including by its personnel or equipment in the implementation of the
Convention.

6. The term 'data' appears in several contexts in the Convention. Generally, 'data’
carries the implication of information in a particular structure or format, such as the
information embodied in a national declaration. However, in construing the text from
the point of view of confidentiality, there is no substantial distinction between
'information’ and 'data." Hence, for the purposes of this policy, the term 'information’
will be considered to subsume any references to 'data.’ 'Information' or 'data’ may
include information which is incorrect, false or inaccurate.

7. To illustrate the scope of its application, 'information' includes, but is not limited to:

- documents with graphic, schematic, numerical, symbolic, pictorial, digital,
analogue, photographic or written information;

OPCW POLICY ON CONFIDENTIALITY
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- the products of photography, imagery, inspection, observation, data
processing, sampling and analysis;

- data stored or displayed on electronic, magnetic or any other physical
medium;

- information expressed in relative or absolute terms; and

- samples and other bodies of chemicals including chemicals carried by earth,
dust, filters and sampling, and equipment including sampling, analysis and
safety equipment. Samples contain information, and through sample analysis
can provide further information.

Information can be acquired or transmitted through any medium of communications
or human sense. Information can be obtained and transmitted due to the mere
presence of persons on site or through access granted to them. Thus, equipment,
objects, clothes and other personal belongings could become sources of information.

Operational definitions of some forms of information

8. The following operational definitions, which cover only some forms of information,
apply for the purpose of guidelines for handling and protection of information under
this Policy. It is to be understood that the following definitions are flexible enough to
ensure that handling guidelines can be applied effectively and practically:

- 'Document' could extend to a variety of physical items displaying information
or data;

- 'Computer material' includes any computer storage and processing medium,
such as disks, tapes and diskettes. This term also covers portable computers,
which may be used to record information during an on-site inspection;

- 'Audio-visual material' includes audio and video tapes, developed and
undeveloped photographic films including the negatives of still photographs
and the positives. (Positive prints of still photographs may be considered also
as documents); and

- 'Sample' includes a sample's collection medium and any further information
acquired or derived from analysis.

In the application of general operating guidelines to particular items of information
falling under these definitions, there may be overlapping reference (for instance, a
transparency for overhead projection may be handled as a document or as audio-
visual material, and a computer printout may be handled as a document or as
computer material).

OPCW POLICY ON CONFIDENTIALITY
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Confidentiality of information under the Convention

9. A basic principle on confidentiality, set down in subparagraph 2(c) of the
Confidentiality Annex, is that no information obtained by the Organisation in
connection with the implementation of the Convention shall be published or otherwise
released, except as specifically provided for.

10. Specific procedural guidelines in subparagraph 2(a) of the Confidentiality Annex
provide that information shall be considered confidential if:

(a) it is so designated by the State Party from which the information was obtained
and to which the information refers; or

(b) in the judgement of the Director-General, its unauthorised disclosure could
reasonably be expected to cause damage to the State Party to which it refers or
to the mechanisms for implementation of the Convention.

11.  The following factors shall be weighed and carefully balanced by the Director-
General or his* delegate in determining confidentiality of information:

- the potential of its disclosure causing damage to a State Party, any other body
of a State Party, including a commercial firm, any national of a State Party, or
to the Convention or the Organisation;

- the potential of its disclosure offering particular or selective advantage to an
individual, a State, or any other body, including a commercial firm;

- the basic requirement for effective verification of compliance; and

- benefits stemming from the dissemination of general information regarding
the implementation of the Convention, in order to promote its acceptance and
credibility.

12.  In determining whether the information it is providing to the Organisation contains
confidential information, a State Party could also consider the above factors. The
designation of information as confidential shall not undermine the obligation for a
State Party to demonstrate compliance with the Convention and shall not be used by a
State Party to conceal non-compliance. Furthermore, a State Party cannot prevent the
dissemination of information which in accordance with the Convention shall be
transmitted in a specified manner to States Parties upon request or routinely.

Throughout the English version of this Policy, the personal and possessive pronouns 'he' and 'his' refer
without distinction to both the female and the male genders.
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13. Once information has been determined to contain confidential information, it will be
necessary to specify the level of sensitivity and scope of access to it. This will be
normally done through a system of classification which is set out in Part V of this
Policy.

Relationship of information to the Convention

14. The relationship of information to the purposes of the Convention can have
implications for how confidentiality measures will apply to that information. Three
significant distinctions can be discerned in the implementation of the Convention:

- information pertinent to the Organisation to fulfil its responsibilities under the
Convention or provided by States Parties to fulfil their obligations under the
Convention;

- information not related to the aims of the Convention, to which an inspected
State Party grants access to demonstrate compliance with the Convention, or
which it incidentally discloses in the course of verification activities; and

- information, including sensitive information, which is not related to the aims
of the Convention, and to which an inspected State Party denies access
consistent with its rights and obligations under the Convention.

15. Verification procedures and activities need to be guided by these distinctions.
However, a judgement as to the relationship of information to the purposes of the
Convention could be determined operationally, as the characterisation of information
in this way is greatly dependant on individual contexts and circumstances.
Obligations to protect confidentiality will be set in relation to information described
under each of these distinctions.
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PART IV
BASIC RESPONSIBILITIES ON CONFIDENTIALITY
1. Overall responsibilities of the Organisation

1.1 The OPCW will receive a great deal of confidential information from States Parties
and may be exposed to or acquire more confidential information, often of a more
sensitive nature, in the course of verification activities. = The OPCW's internal
processes will generate further confidential information. This Organisation including
its constituent elements therefore must abide by certain obligations to respect
confidentiality, in particular:

(a) not to publish or otherwise release information obtained in connection with
the implementation of the Convention unless in accordance with the
information release procedures as set out in Part VII of this Policy;

(b) to design, plan and carry out verification activities in the least intrusive
manner possible, so as avoid disclosure of non-relevant information and to
minimise disclosure of confidential information, where this is consistent with
effective and timely verification;

(©) to seek and require only the disclosure of information necessary to serve the
aims of the Convention, and to specify informational requirements as precisely
as possible;

(d)  to minimise accessibility of, to protect, and to prevent further dissemination of
confidential information not relevant to the Convention which may be
incidentally disclosed in the course of verification activities, consistent with
effective and timely verification; and

(e) to establish, follow and monitor systematic procedures for limiting the
dissemination of and access to information classified as confidential.

1.2 Responsibilities of the Director-General

1.2.1 The Director-General is specifically tasked with primary responsibility for the
protection of confidential information. The Director-General must establish the
regime for handling confidential information within the Secretariat in accordance with
the guidelines laid down in the Convention including the Confidentiality Annex and
this Policy.
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1.2.2  The Director-General is responsible for supervising adherence to the confidentiality
regime within the Secretariat, and must report annually on the implementation of the
regime.

1.2.3 The Director-General has a central role in dealing with breaches and alleged breaches
of confidentiality. This includes the establishment of procedures to be followed and
the conduct of investigations in accordance with the Breach Procedures’, and the
imposition of punitive and disciplinary actions in accordance with the Staff Rules and
Regulations. The procedures to be followed should be based on any determinations
by the Conference on this subject.

1.2.4 The Director-General may initiate requests for States Parties to provide "details on the
handling of information provided by the Organisation" (CA, (A)4), and consult with
States Parties on the form and timing of such requests in accordance with any
guidelines set by the Conference. The Director-General could, for instance, request
regular reports from all States Parties on their handing of confidential OPCW
information.

1.3  Responsibilities of the Secretariat

1.3.1 The basic responsibilities of the Secretariat concerning confidentiality derive
essentially from the responsibilities of the Organisation and of the Director-General.
However, in the practical implementation of the Convention, the definition, conduct
and monitoring of the responsibilities of Secretariat staff to safeguard confidentiality
are of crucial importance. Particular obligations apply to staff of the Secretariat
through their involvement in verification activities and their consequent access to
confidential information, both civil and military, which will include information
disclosed by a State Party in pursuance of CWC obligations, as well as sensitive
information not relevant to the aims of the Convention in the event that such sensitive
information is disclosed.

1.3.2 In addition to the broader obligations already outlined, the Secretariat has the
following specific responsibilities:

(a) through the appropriate unit, to evaluate all data and documents it obtains to
determine whether confidential information is included;

(b)  to establish within a formal position description a specification of the scope of
access to confidential information needed for each staff position;

(c) to undertake secrecy agreements with each staff member and to undertake
secrecy agreements with authorised bodies outside the Organisation, as
necessary;

3 Set out in Part IX below.

OPCW POLICY ON CONFIDENTIALITY



Strana 676 Sbirka mezinirodnich smluv & 36 / 2012 Castka 19

C-I/DEC.13/Rev.1
Annex
page 10

(d) to maintain a continuing programme of training and awareness for all staff on
confidentiality issues, and to monitor each employee's record on protecting
confidential information as an explicit element of performance evaluation;

(e) to advise a State Party of a proposed clearance of an employee for access to
confidential information that refers to activities on the territory or in any other
place under the jurisdiction and control of that State Party, not less than
thirty days before access is granted; and

(H) to handle and store confidential information in a form that precludes direct
identification with the facility it refers to, as far as this can be done consistent

with effective verification.

1.3.3 The responsibilities of individual staff members are further defined by a secrecy
agreement which must be executed by each employee.

1.4  Responsibilities of the inspection team
1.4.1 Particular responsibilities of members of an inspection team stem from the following:
(a) inspectors on site may have access to confidential information;

(b)  the inspection team must negotiate with the inspected State Party on certain
matters related to confidentiality that require agreement;* and

(c) the inspection team is guided by its mandate, draws up an inspection plan, and
must decide on specific measures to be employed during the inspection.

1.4.2 Inspection teams shall therefore:

(a) conduct inspections in the least intrusive manner possible consistent with the
effective and timely accomplishment of their mission;

(b)  plan the inspection and take into consideration proposals which may be made
by the State Party receiving an inspection, at whatever stage of the inspection,
to ensure that sensitive equipment or information, not related to chemical
weapons, is protected;

(c) fully respect the procedures designed to protect sensitive installations and to
prevent the unauthorised disclosure of confidential data;

(d) request only the information and data which are necessary to fulfil the
inspection mandate;

For instance in accordance with paragraph 46 of Part X of the Verification Annex and with
paragraph 14 of the Confidentiality Annex.
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(e) prepare an inspection report which only contains facts relevant to compliance
with the Convention;

® protect and prevent further dissemination of confidential information not
relevant to the Convention to which inspection teams have access in the
course of on-site inspections; and

(2) respect an inspected State Party's denial of access to sensitive information
consistent with the State Party's rights and obligations.

2.1  Responsibilities of the States Parties

2.1.1 States Parties must treat information received from the Organisation in accordance
with its level of sensitivity as expressed in its classification category. The way this
obligation is carried out will naturally differ between States Parties, but as a rule this
information should be given at least the same level of protection as that afforded to
information with comparable national classification or comparable confidentiality
under national legal systems. States Parties shall establish or adapt suitable means of
handling and protection of OPCW confidential information in a manner consistent
with the principles set out in Part VI of this Policy.

2.1.2 Each State Party must provide on request details on the handling of information
provided to it by the Organisation. This procedure is aimed at promoting general
reassurance among States Parties that confidentiality is effectively safeguarded. The
responses of States Parties to such requests should at least confirm that standards for
handling information are in accordance with subparagraph 2.1.1 above.

2.1.3 In safeguarding confidentiality of information, States Parties must adhere to the
essential obligation to demonstrate compliance with the Convention in accordance
with its verification provisions.

2.1.4 Each State Party must cooperate with and support, to the extent possible, the
Director-General in investigating breaches or alleged breaches of confidentiality, and
in taking appropriate action in accordance with the elaborated breach procedures
should an investigation determine that a breach has occurred. This obligation may
include provision of details on the handling of information provided to the State Party
by the Organisation and, if necessary, the State Party's participation as one of the
disputing parties before the "Commission for the settlement of disputes related to
confidentiality" in the event of the breach going before that body.
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2.2 Responsibility of observers

2.2.1 When, in the course of a challenge inspection, the inspected State Party agrees to
grant access to an observer in accordance with paragraph 55 of Part X of the
Verification Annex, the observer may have access to some confidential information
and will accordingly incur particular responsibilities in relation to its handling and
protection. Thus the handling and protection of confidential information by the
observer must be fully consistent with all relevant provisions of the Convention,
including the Confidentiality Annex, and with this Policy, particularly the detailed
handling provisions of Part VI of this Policy. As Article IX, subparagraph 12(a) of
the Convention indicates that the observer is a "representative" of the requesting State
Party, such information is also subject to the provisions of Article VII, paragraph 6, in
respect of both the requesting State Party and the observer as its representative in
particular, and hence shall be treated as confidential and afforded special handling.

2.2.2 Hence the requesting State Party shall be fully responsible for and shall take all
necessary measures to ensure that the observer complies with and is individually
bound by all relevant provisions of this Policy, as well as to ensure that effective legal
remedies and penalties are available in the event of the observer breaching
confidentiality, comparable to the measures taken in the event of an official of that
State Party breaching confidentiality. Once any confidential information is disclosed
to or acquired by the observer, in addition to and without diminishing the observer's
own individual responsibility, the requesting State Party also becomes responsible for
the handling and protection of that information in accordance with the Convention
and with this Policy. For his part, the observer is to adhere to and be bound by all
provisions of this Policy relating to the protection of confidential information, and
shall not take any unauthorised action in this regard.
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PART V
OPCW CLASSIFICATION SYSTEM FOR CONFIDENTIAL
INFORMATION
1. Categories of confidential information

1.1 All information acquired or produced by the Organisation and its constituent elements
which is determined to be confidential must be given a classification, based on
established categories which correspond to the level of sensitivity of confidential
information. In its application, the classification system will not impair the
requirement for effective verification of compliance with the Convention, and it
should be capable of providing, as necessary, for the release of general information, in
adequately desensitised form, regarding the implementation of the Convention, in
order to promote its acceptance and credibility.

1.2 The essential factors to be considered in determining the level of sensitivity of an item
of information are as follows:

(a) the degree of potential damage which its disclosure could cause to a State
Party, any other body of a State Party, including a commercial firm, or to any
national of a State Party, or to the Convention or the Organisation; and

(b)  the degree of potential particular or selective advantage its disclosure could
offer to an individual, a State, or any other body, including a commercial firm.

These factors correspond to the factors used in determining the confidentiality of
information.

1.3 Based on these guiding factors, and the specific classification criteria set out below,
confidential information shall be classified according to the following categories, in
increasing order of sensitivity:

- OPCW RESTRICTED
- OPCW PROTECTED
- OPCW HIGHLY PROTECTED

The prefix 'opcw' in the names of these categories is used purely to facilitate
handling of classified material, in clearly identifying classifications as being those
applied by the Organisation and in avoiding any conflict or misunderstanding with
distinct national classification systems. The use of this prefix does not imply any
particular scope of dissemination.

1.4  There is a distinction between a classification category (which is based on the
sensitivity of information) and the scope of dissemination of information (which is
based, for instance, on the subject matter, the need-to-know principle, and the
particular purpose for which the information is to be used). Level of classification
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will not prevent the dissemination of information as specifically required by the
Convention, including under subparagraph 2(b) of the Confidentiality Annex.

1.5 Information not falling into any of the above-mentioned categories shall be
considered not classified and may be marked appropriately. Information which is not
classified will be subject to appropriate protection from release by the Organisation
and by States Parties, unless specifically cleared for release in accordance with the
separately defined release procedures.

1.6  The level of protection afforded to confidential information shall be linked to the level
of sensitivity as indicated by its classification category. Each State Party and the
Organisation shall protect OPCW classified information originating both from within
the Organisation and from States Parties in accordance with its level of sensitivity as
expressed by its classification category.

Classification category: OPCW RESTRICTED
CRITERION:

1.7 This category comprises information of which the unauthorised disclosure would be
prejudicial to the effectiveness or credibility of the Convention, or prejudicial to the
interests of a State Party or of a commercial or governmental body or of a national of
a State Party.

EXAMPLES:

1.8 Unless specified otherwise, due to the greater or lesser sensitivity of the data in
question, the following forms of information might be classified OPCW RESTRICTED
when they are acquired or generated by any means by the Organisation:

(a) the initial and annual reports and declarations provided by States Parties under
Articles III, IV, V and VI and in accordance with the Verification Annex,
where these documents are considered by originating States Parties as being of
this level of sensitivity;

(b) general reports on the results and effectiveness of verification activities; and

©) information to be supplied to all States Parties in accordance with other
provisions of the Convention.

1.9  Other information to be classified and handled as OPCW RESTRICTED may include:
routine confidential correspondence between States Parties and the Secretariat, and
internal working documents of the Organisation which are not of particular
sensitivity. This may also include information relating to the internal processes and
decision-making of the Secretariat, and other managerial or administrative
information, where open disclosure of the information might hamper the
Organisation's effectiveness in implementing the Convention.
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DISSEMINATION:

1.10  oPCcw RESTRICTED information that must be routinely provided to States Parties in
accordance with subparagraph 2(b) of the Confidentiality Annex shall be
disseminated accordingly.

Classification category OPCW PROTECTED
CRITERION:

1.11  This category comprises information of which the unauthorised disclosure may cause
substantial damage to the effectiveness or credibility of the Convention, or to the
interests of a State Party or of a commercial or governmental body or of a national of
a State Party.

EXAMPLES:

1.12  Unless specified otherwise in accordance with greater or lesser sensitivity, the
following forms of information might be classified as OPCW PROTECTED when they
are acquired or generated by any means by the Organisation:

(a) the initial and annual reports and declarations provided by States Parties under
Articles III, TV, V and VI and in accordance with the Verification Annex,
where these documents are considered by the originating States Parties as
being of this level of sensitivity;

(b) unpublished technological information about production processes and
facilities, and technical information about industrial products;

() less sensitive or more general information related to commercial transactions
and the cost factors of industrial processes and production;

(d) detailed initial reporting on an inspection, including information on anomalies
or incidents at facilities, and inspection reports;

(e) data and information regarding inspection planning of the Secretariat and the
inspection goals for a specific facility;

H facility agreements and any attachments thereto; and

(g) information regarding the validation and evaluation of information contained
in declarations, facility agreements and inspection reports.

Where such information is not considered relevant to verification of compliance, it
will normally be treated initially as OPCW HIGHLY PROTECTED, even before any
formal classification is determined, as specified in subparagraph 1.17 of this Part.

OPCW POLICY ON CONFIDENTIALITY



Strana 682 Sbirka mezinirodnich smluv & 36 / 2012 Castka 19

C-I/DEC.13/Rev.1
Annex
page 16

DISSEMINATION:

1.13  opcw PROTECTED information that must be routinely provided to States Parties in
accordance with subparagraph 2(b) of the Confidentiality Annex shall be
disseminated accordingly.

Classification category OPCW HIGHLY PROTECTED
CRITERION:

1.14  This category comprises sensitive confidential information of which the unauthorised
disclosure would cause serious damage to the effectiveness or credibility of the
Convention, or its aims and purpose, or cause serious damage from the point of view
of national security or commercial secrecy to the interests of a State Party or of a
commercial or governmental body or national of a State Party.

EXAMPLES:

1.15  Unless specified otherwise in accordance with lesser sensitivity, the following forms
of information might be classified as OPCW HIGHLY PROTECTED when they are
acquired or generated by any means by the Organisation:

(a) the initial and annual reports and declarations provided by States Parties under
Articles III, IV, V and VI and in accordance with the Verification Annex,
where these documents are considered by originating States Parties as being of
this level of sensitivity;

(b) samples taken from inspected sites and returned samples from designated
laboratories, and results from analysis of samples;

(©) especially sensitive confidential information especially provided by a State

Party; and

(d) confidential information for which access is normally only required, or
voluntarily or incidentally provided, during the actual conduct of an on-site
inspection, such as:

- process flow diagrams;
- photographs, plans and diagrams of the site;
- specific data related to technological processes and their parameters;

- analytical data of samples taken on site and analysed on site;
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- commercially sensitive market information, such as a detailed list of
customers, and individual quantities sold to them; and

- other detailed, highly specific technical, commercial or national
security information.

Where such information is not considered relevant to the verification of compliance, it
will normally be treated initially as OPCW HIGHLY PROTECTED, even before any
formal classification is determined, as specified in subparagraph 1.17 below.

1.16 In most inspection scenarios, the highly sensitive information specified in
subparagraph 1.15(d) above, that may or may not have a national confidential
classification, may be kept at the inspected facility and shall only be made available
for on-site use during the inspection. When such information is not taken off site and
access to it is limited, there will accordingly be no application of the OPCW
classification process within the Secretariat. Even so, during inspection activities the
inspection team will give this information at least the level of protection afforded to
information as OPCW HIGHLY PROTECTED. The classification category of such
information should be specified to the extent possible in facility agreements.

1.17  Sensitive confidential information not related to the verification of compliance which
is incidentally revealed or collected by any member of an inspection team shall not be
recorded in any form, and shall not be further disseminated. When access is afforded
to such sensitive information during inspection activities, any member of the
inspection team must give it at least the level of protection afforded to information
classified as OPCW HIGHLY PROTECTED, until or unless the inspected State Party
specifies particular handling or level of sensitivity. In such a case the inspected State
Party may designate (as provided in subparagraph 2.5 of this Part) an initial
classification of such information during the inspection process or in a facility
agreement. In the event that such sensitive information is taken to the Secretariat
inadvertently or by agreement with the inspected State Party, it shall be classified as
OPCW HIGHLY PROTECTED, and protected accordingly, unless the inspected State
Party specifies otherwise.

DISSEMINATION:
1.18 oPCW HIGHLY PROTECTED information that must be routinely provided to States

Parties in accordance with subparagraph 2(b) of the Confidentiality Annex shall be
disseminated accordingly.
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2. Classification authority

2.1  For information which has been determined to be classified and which is transmitted
to or generated by the Secretariat, it is mandatory for a classification regime to be
applied in accordance with the above categories and guidelines under the direct
authority of the Director-General. This regime will include an internal procedure for
maintaining consistency of classification for documents generated within the
Secretariat, and for consulting on and, if necessary, authorising such classification.

2.2 The classification of such information is to be established by the following
authorities:

(a) in the case of confidential information provided by a State Party, that State
Party has the authority to designate its initial classification category;

- if a State Party provides information which appears to be confidential
without indicating a level of sensitivity, the Director-General or his
delegate will be responsible for applying a provisional classification
category and treat the information accordingly. He will have the
responsibility for consulting promptly with the originating State Party
in order to confirm, amend or remove this provisional classification;
and

(b) in the case of confidential information generated by the Secretariat, the
originator of the information shall be responsible for assigning a provisional
classification. The Director-General or his delegate has the authority and
responsibility to apply a definitive classification to the information.

2.3 Any document being generated within the Organisation which contains confidential
information should provisionally be classified by its originator. In establishing a
classification category for a new document that is being generated within the
Organisation, due regard should be paid by the originator to the level of sensitivity
already established for documents and/or information held by the Organisation and
which is pertinent to this new document.

2.4 States Parties, in designating a classification category for confidential information,
should take into account its level of sensitivity and the corresponding criteria
established for each category described in subparagraphs 1.7, 1.11 and 1.14 above.
The illustrative indications, set out above, of the forms of information which may be
classified under each category do not prejudice the primary authority of a State Party
to establish the classification of confidential information it provides.
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Classification authority in the course of inspections

2.5  During the course of an inspection, or in the formulation of a facility agreement, an
inspected State Party may designate an initial classification for confidential
information, taking into account the level of sensitivity and the corresponding
classification criteria. This initial classification will have immediate effect during the
conduct of an inspection and in the transmission of confidential information to the
Secretariat on completion of the inspection. In cases when the inspected State Party
discloses to any member of the inspection team sensitive confidential information
without establishing a formal classification for it, or when such information is
revealed to any member of the inspection team, this member will bear the
responsibility of treating this information as OPCW HIGHLY PROTECTED, unless the
inspected State Party specifies otherwise.

3. Duration of classification

3.1 As a rule, the classification determined for a particular item of information will
continue to apply until it is specifically altered or removed in accordance with the
guidelines established for reclassification and declassification. When providing
confidential information, a State Party may indicate the duration of classification that
is to apply to the information. If no indication is given, the duration will be assumed
to be unlimited.

32 To maintain viable and effective protection of confidential information, to enhance
effective verification of compliance and understanding of the whole verification
system, and to reduce the archival holdings of formerly sensitive material, States
Parties, the Director-General and other originators of such documents within the
Organisation may need, inter alia, to keep under review the designation of
confidentiality, and the continuing application of classification categories, with a view
to either declassification, reduction of classification, or release.

3.3 Classification of information and its duration may be reviewed in particular in the
context of a programme for the disposal of records of the Organisation. In carrying
out such a programme, the Director-General may from time to time seek the written
consent of the originating States Parties in the declassification of records in
accordance with agreed procedures. For confidential information generated by the
Secretariat, the Director-General shall from time to time review the assigned
classifications for holdings of confidential information. If the information refers to
any State Party, that State Party will need to provide its written consent before the
termination of the duration of the classification. In this respect, an internal review
procedure will be established.
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4. Change of classification category
Reclassification of confidential information

4.1 The authority to change the classification of an item of confidential information will
be the same as that specified in subparagraphs 2.2(a) and 2.2(b) of this Part for
determination of the original classification of that information. In particular, an item
of information supplied by a State Party shall not be reclassified without the written
consent of that State Party. This rule will also apply to such items of information
contained in documents which had originated within the Organisation.

4.2  States Parties which have originated or received an item of OPCW classified
information, and senior Secretariat staff (Branch Heads and above) making use of an
item of such information, may request a change in the classification category for that
item. Such a request should be based on a clear operational need, and should be acted
upon in accordance with the following provisions.

43 When the State Party which originated an item of OPCW classified information
requests a change of classification, that request will be carried out. Before confirming
the change, the Director-General may consult with that State Party on the
consequences of the proposed change.

44  When there is a request, in accordance with subparagraph 4.2 above, for a change in
the classification category of confidential information which was generated by the
Secretariat, the Director-General or his delegate shall, in making a determination,
abide by the criteria established for the application of classification categories with
reference to the stated operational need.

4.5 Reclassification of Secretariat-generated information may be required when the
information is amended, supplemented or revised so as to create a substantial
difference in sensitivity. For instance, a draft report on compliance may have greater
sensitivity than the final version, or sensitive material may be omitted in a revised
version of an inspection report intended for wider distribution. The principles set out
above will be applied in undertaking reclassification, unless the Convention specifies
otherwise.

Declassification of confidential information

4.6  The provisions specified above for reclassification of confidential information shall
also apply to its declassification. In particular, an item of information supplied by a
State Party shall not be declassified without the written consent of that State Party.
The following guidelines shall additionally be followed in deciding on the
declassification of confidential information:
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(a) if declassification is proposed for confidential information originating in the
Secretariat and referring to a State Party in a way that influenced its original
classification, the Director-General shall obtain the express written consent of
the State Party for the declassification; and

(b) for confidential information generated by the Secretariat, the Director-General
(or his delegate) shall consider at least the same aspects that he took into
account when he designated the information as confidential.

4.7  The declassification of confidential information does not imply that it is, ipso facto,
available for public release. Release beyond the Organisation of any information,
including formerly confidential information which has been declassified, will require
a separate process of consultation and approval in accordance with Part VII of this
Policy. This will also apply to information provided to States Parties by the
Organisation under an OPCW classification.
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PART VI

GENERAL PRINCIPLES FOR HANDLING AND PROTECTION OF
CONFIDENTIAL INFORMATION

1. Introduction

1.1 This Part sets out the principles governing the Organisation's provision of access to
and regular dissemination of information determined to be confidential, and
governing the associated procedures for handling and protection of confidential
information. This covers the transmission of confidential information within the
Organisation (including its constituent elements), and the transmission of confidential
information to authorised representatives of States Parties. Guidelines for public or
other release of information beyond the Organisation and States Parties are set out in
Part VII.

1.2 These principles are to be applied in the detailed elaboration of all procedures relating
to the handling of confidential information, including in the OPCW Inspection
Manual, the Declaration Handbook, and the Manual of Confidentiality Procedure
(MCP). Further practical procedures shall be set out on the basis of these principles
in administrative directives issued by the Director-General. The principles contained
in this Part shall apply to all operations of the Organisation, within the Secretariat and
other organs of the Organisation, as well as in their dealings with States Parties.
States Parties which receive confidential information from the Organisation are
required to protect it in accordance with obligations under paragraph 6 of Article VII
and paragraph 4 of the Confidentiality Annex. States Parties should therefore
establish or adapt suitable means of handling and protection for OPCW confidential
information in a manner consistent with these principles.

1.3 The Confidentiality Annex (CA) sets out the two principles governing access to and
the dissemination of confidential information within the Organisation:

- access to confidential information shall be regulated in accordance with its
classification; and

- the dissemination of confidential information within the Organisation shall be
strictly on a need-to-know basis (CA, subparagraph 2(h)).

1.4 It follows from these fundamental principles firstly that the level of sensitivity of
confidential information will govern the procedures by which it is made available to
its recipients and the means employed to protect it; and secondly that the authorised
recipients of confidential information will be determined in accordance with their
demonstrated need, related to the purposes of the Convention. An important
consideration in managing the dissemination of confidential information is the scope
of access afforded to States Parties: in this context, a primary and unconditional need
to know is established by the requirement for data to be provided to all States Parties
for them to be assured of continued compliance with the Convention by other States
Parties (CA, subparagraph 2(b)). Access to the relevant confidential information
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defined by this provision must therefore be provided to serve the vital aim of due
transparency and enhanced mutual confidence between States Parties.

1.5  The actual scope of access associated with a certain item of confidential information
shall be specifically determined, rather than implicitly assumed, and specific practical
steps shall be undertaken in order to protect it against illegitimate or unauthorised
access. The rigour of the determination of scope of authorised access and the required
level and intensity of protection against unauthorised access shall be regulated in
accordance with the classification of that confidential information. However, level of
classification does not in itself determine the scope of access to classified information,
but simply the manner in which it is to be handled and protected against unauthorised
disclosure.

2. Access, dissemination and protection

2.1 The scope of access to confidential information is the full set of possible recipients
authorised to acquire or retain that information; dissemination is the process of
actively passing that information to its authorised recipients. Accordingly, the notion
of 'access' to information entails permitting an individual to acquire or retain that
information. Dissemination of confidential information is made possible by the
application of protection measures applied in accordance with the level of sensitivity
of information, so that it is disseminated to the extent required for the implementation
of the Convention without unnecessary or unauthorised disclosure. Accordingly,
dissemination of confidential information to all authorised recipients within the
Organisation must take place, irrespective of level of classification, with the
appropriate protection measures being taken. In this connection, it is notable that
States Parties have an obligation under Article VII, paragraph 6, to apply special
handling to confidential information received in accordance with the Convention.

2.2 Detailed protection procedures and measures are therefore to be elaborated to permit
access to confidential information by an individual Secretariat staff member or by a
State Party in accordance with a functional need to know or a specific provision of the
Convention, while impeding all other access with a rigour and level of effort linked to
the sensitivity of the information as established by its classification. The provision of
confidential information to the Conference and to the Executive Council shall be
based on the general principles for the dissemination of confidential information.

Need-to-know principle

2.3 The need-to-know principle is the governing principle for determination of the scope
of access and the recipients of dissemination of information. There is no absolute
right within the Organisation to receive confidential information: no individual staff
member of the Secretariat and no member of any organ of the Organisation is entitled
by virtue of status or level alone to have access to any items of OPCW confidential
information.
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2.4 Access to confidential information shall normally be granted both on a case-by-case
basis and in accordance with the determination of the functional need to know. There
is, however, an unconditional requirement for access to certain information by States
Parties in accordance with subparagraph 2(b) of the Confidentiality Annex, and this
and related provisions should be viewed as establishing an unquestionable need to
know for each State Party, so as to be ensured of the continued compliance of other
States Parties with the Convention.

2.5 Within the Secretariat, the specific function or tasks defined for a staff member shall,
within practical bounds, be the principal determinant of that individual's need to know
and of the consequent scope of authorised access to confidential information.

2.6 The Director-General has the primary responsibility for ensuring the protection of
confidential information (CA, paragraph 2). Hence, subject to the provisions of the
Convention, the Director-General shall be the final arbiter in the determination of the
need to know in relation to any particular items of confidential information.

Administration of dissemination and handling procedures

2.7  The Office of Confidentiality and Security (OCS) shall be charged by the
Director-General with the overall supervision of the administration of confidentiality
provisions. The Director-General may decide to delegate specific issues related to
confidentiality to the Head of the OCS. Ultimate responsibility for confidentiality
remains with the Director General.

2.8 Once the scope of authorised access to confidential information has been determined
on the basis of the need-to-know principle, access shall be granted by means of
detailed handling procedures established for the Organisation, to ensure that the
manner of access and the level of protection provided are linked to the classification
which applies. Each access by a staff member of the Secretariat to a physical medium
holding confidential information shall be controlled on a need-to-know basis and shall
be recorded, and this record shall be retained. In the event that such access is through
an electronic data system, a log-on and log-out procedure shall be established and
followed by authorised staff members to ensure that no individual can gain access in
the name of another staff member. The OCS will supervise the routine operation of
these handling procedures.

Determination of scope of access and dissemination of confidential information
to States Parties

2.9  There are various circumstances when the Secretariat will need to determine
authorised scope of access and consequently to disseminate confidential information
to States Parties. In all cases, the governing principle is that established in
subparagraph 2(b) of the Confidentiality Annex, and procedures shall be established
to ensure that the requirements of this provision are met. Hence, data required by
States Parties to be assured of the continued compliance with this Convention by
other States Parties shall be routinely provided to them. In particular, information
management and clearance procedures shall be followed to ensure that the
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information which must be provided to all States Parties, in accordance with
subparagraph 2(b) of the Confidentiality Annex, is duly provided without further need
for consultation and approval within the Secretariat.

2.10  In the case of the provision of certain confidential information to a State Party for a
particular purpose, when it is not the application of a specific requirement under the
Convention for dissemination, but is related to a more specific need to know (such as
in the course of clarifications under Article IX, paragraphs 3 - 7, or in the settlement
of disputes under Article XIV), the general rule is that the Director-General or a
single senior official to whom this authority is specifically delegated under the
primary responsibility of the Director-General shall be consulted and shall give
specific clearance for the proposed access, after confirming the need to know, with
the agreement of any State Party to which the information refers and/or which has
provided the information. The Director-General shall at all times be kept informed of
any exercise of such authority.

2.11 The method of provision of confidential information to a State Party by the
Organisation shall be based on the need for continuity of protection, at a level linked
to the sensitivity of the information. The receiving State Party is obliged in turn to
afford such confidential information the special handling appropriate to its level of
sensitivity, and shall provide, upon request, details on the handling of information
provided to it by the Organisation.

Granting of access to other authorised recipients associated with the
Organisation

2.12 It may be necessary to disseminate OPCW confidential information to certain
authorised entities or individuals that are outside the Secretariat but are integral to the
Organisation's implementation of particular functions specified in the Convention.
The Director-General shall establish a stringent regime to govern such access and, in
accordance with the Confidentiality Annex, paragraph 2, will retain primary
responsibility for any access approved under this regime. Any such proposed access
must be specifically authorised by the Director-General or the single senior official
specifically delegated this authority under the regime and under the direct
responsibility of the Director-General, and then only after a functional need to know
has been clearly established for the proposed recipient. The Director-General shall at
all times be kept informed of any exercise of such authority.

- The Secretariat shall notify a State Party of any such access of those
authorised entities or individuals to confidential information in relation to the
territory of the State Party or any other place under the jurisdiction or control
of the State Party. A specific secrecy agreement providing for protection of
confidentiality shall be required as a condition for such access, and this
agreement shall be binding on each individual it designates as an authorised
recipient. An assessment of the level of protection provided to confidential
information by the proposed recipient may be undertaken as a preliminary
measure.
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- The above principle applies to the transfer of samples to designated
laboratories under the regime established under paragraph 56 of Part II of the
Verification Annex. It may also apply, inter alia, to any access to OPCW
confidential information required by an authorised expert (such as may be
appointed under subparagraph 4(¢) of Article IX or paragraph 8 of Part XI of
the Verification Annex) in order to discharge an official function.

- In case of access to confidential information by authorised entities and
individuals outside the Secretariat, such access shall be strictly limited to the
minimum necessary for carrying out functions integral to the Convention's
implementation.

2.13 Each person who has been granted access to OPCW confidential information in
accordance with this provision shall be responsible for ensuring that any individual
beyond the Secretariat to whom he subsequently discloses such information has a
functional need to know and also has written authorisation from the Director-General
or the delegate (as specified in subparagraph 2.12 above) granting the necessary
access.

Determination of scope of access to confidential information within the
Secretariat

2.14  Access to OPCW confidential information within the Secretariat shall be granted only
to those for whom such access is necessary for the fulfilment of designated
professional duties. In determining need to know within the Secretariat, close
attention shall be paid to a staff member's formal position description and specified
scope of access to confidential information. An explicit reference to a staff member's
particular professional functions is required in permitting access to OPCW PROTECTED
and OPCW HIGHLY PROTECTED information. The authorised scope of access to
confidential information classified OPCW HIGHLY PROTECTED shall be expressed in
writing on a case-by-case basis.

2.15 A register shall be kept of those staff members whose professional duties entail
regular access to confidential information relating to each State Party. The Secretariat
shall inform a State Party of proposals to accord to an individual staff member access
to confidential information in relation to the territory of that State Party or any other
place under its jurisdiction or control. The State Party concerned shall be informed
not less than thirty days before access is confirmed. Any staffing appointments or
changes in personnel structure or functions that will lead to access to confidential
information relating to States Parties must be advised to the States Parties concerned
not less than thirty days in advance.

2.16  Only certain senior executive staff members shall be authorised to grant access to
confidential information to other staff members under their supervision. An
administrative directive shall be established by the Director-General which
determines the respective criteria according to strict need to know. The granting of
access is in each case contingent on a determination that the subject matter is of direct
relevance to the proposed recipient's specified duties, with such access always subject
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to review by the Director-General. In cases of uncertainty about the functional or
task-specific need-to-know status of a proposed recipient, a senior staff member with
a supervisory responsibility over the recipient must be consulted.

3. Principles for handling and dissemination
Dissemination of confidential information

3.1 The dissemination of confidential information needs to be distinguished from the
process of release of information by the Organisation. In general terms, the
dissemination of confidential information refers to the authorised disclosure of such
information within the Organisation including all its organs and to the governments of
States Parties, including governmental organisations and authorised entities or
individuals within States Parties concerned with the operation of the Convention,
when this disclosure is essential for specific professional tasks or is in accord with the
provisions of the Convention for the furnishing of information to States Parties. With
regard to the "release” of information by the Organisation’, this process, and its
precise scope of application, are defined in Part VII of this Policy.

Acquisition, collection and generation of confidential information

32 Specific handling and protective procedures shall be applied on a continuous basis
from the first acquisition, collection or generation of confidential information by the
Organisation, and to all subsequent activities during its dissemination. Information®
that may be confidential is acquired, collected and generated by the Organisation in
several ways:

(a) information is provided to the Organisation by States Parties:

- in conformity with their declaration obligations and reporting
requirements specified under the Convention;

- in the course of a formal procedure established under the Convention,
such as those included in Article IX; and

- in passing on other information pertinent to implementation of the
Convention;

5 "Release" of information refers to the approved disclosure of information beyond the Organisation
itself (including all its constituent clements) and beyond the governments of States Parties
(specifically, beyond governmental organisations and authorised entities or individuals within States
Parties concerned with the operation of the Convention (subparagraph 1.1 of Part VII of this Policy)).

6 As defined in Part I1I of this Policy
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(b) other information pertinent to implementation of the Convention in a State
Party may be passed to the Secretariat by that State Party;

() information may be passed to the Secretariat or any other organ of the
Organisation by a representative of a State Party in the course of a formal
procedure established under the Convention, such as those included in
Article IX;

(d) information is acquired or collected by an inspection team in the course of an
on-site inspection;

(e) information is generated by Secretariat staff members through the synthesis or
other processing of other information, for instance in the course of analysing
samples or compiling inspection reports. Generated information may draw on
or duplicate information initially provided by States Parties, or may only use
information from within the Secretariat. The synthesis of information or the
conduct of analysis may produce confidential information which is of a higher
level of sensitivity than its original sources.

3.3 When information is received by the Organisation from any of these sources, specific
obligations are incurred to protect and handle it appropriately. In particular, the initial
recipient or the originator of the information is obliged to ensure that the
confidentiality content is clearly determined, and that the correct classification has
been applied, in consultation where necessary with the OCS.  Confidential
information which is compiled or synthesised by Secretariat staff members, and which
draws on confidential information originating from States Parties shall, as a rule, bear
at a minimum the classification designated by the State Party, unless the level of the
sensitivity of the information has been reduced with the consent of the originating
State Party, or the level of sensitivity is determined to be higher. Any deviation from
this rule shall be authorised by the Director-General or by a member of staff
authorised by him to do so. The Director-General has authorised the Head of the OCS
to do so.

34  Information generated within the Secretariat (such as analytical or other reports,
policy papers, profiles, letters, memoranda) which contains confidential information
shall be initially classified and so labelled by its originator in accordance with its
sensitivity, at a level at least as high as the most sensitive classification of the source
material from which it was derived or which was used in the synthesis. Where the
level of sensitivity has consequently increased above that of the original source
material, a higher level of classification shall be applied.

3.5  Information, including that designated as confidential, which is passed to the
Organisation by a State Party must be provided by an official representative of that
State Party. The Secretariat will establish and follow a registry process to record the
receipt and the official source of such material.
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3.6  The classification of information provided by a State Party to the Secretariat would in
most cases have already been specified by that State Party, in view of its primary
authority for classification. In doing so, the State Party should take into account the
level of sensitivity and the corresponding criteria established for each classification
category in Part V of this Policy. If a State Party provides the Secretariat with
information which appears to be confidential, but without indicating a level of
sensitivity, a provisional classification category shall be implemented as provided
under subparagraph 2.2 of Part V of this Policy.

3.7  The overall obligation to protect and appropriately handle information upon first
disclosure to the Organisation is especially important when information is collected
during the course of on-site inspections, such as the collection of site-specific
observations or the taking of samples. Particular principles for the handling and
protection of confidential information during inspections are accordingly set out in
paragraph 6 of this Part.

Handling procedures for the protection of confidential information
General guidelines on handling and protection

3.8  Individuals shall not discuss or disclose confidential matters in any circumstances
when they do not have control over the security of the information and its
environment. The Director-General shall establish in an administrative directive
specific procedures to prevent unauthorised access and disclosure in conversation or
through telecommunication media, with the level of physical or other protective
measures linked to the level of sensitivity of the information as expressed in its
classification. Actual recourse to the approved use of telecommunications for
transmission of confidential information shall be limited to cases of clear operational
necessity.

3.9 Subject to the obligation to preclude unauthorised access, Secretariat staff members
may disclose confidential information to, or discuss it with:

(a) authorised Secretariat staff members with an established need to know;

(b)  persons, who are not staff members and to whom access has been granted
under the provisions of subparagraphs 2.12 and 2.13 of this Part, such as
authorised experts or authorised personnel of a designated laboratory who are
individually bound by secrecy agreements; in such a case the amount of
information disclosed shall be kept to a minimum and any such information
shall be provided on a need-to-know basis, yet should be sufficient to facilitate
the task for which the access was granted; and

(c) authorised representatives of a State Party to which the information pertains,
which has the clear entitlement to such disclosure as explicitly established by
a provision of the Convention, or for which any other authorisation and need
to know have been established.
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3.10  The Director-General shall issue, and the OCS shall supervise the implementation of,
administrative directives setting out detailed practical handling procedures for the
following categories of physical media, to ensure the protection of confidential
information each such medium carries during all handling and storage operations:

- documents, including papers and paper files;
- computer material;

- audio-visual material; and

- samples.

These administrative directives shall aim at establishing practical mechanisms for
ensuring that all the principles established in this document are met.

3.11 For confidential information which relates specifically to inspected or declared
facilities, a coding system and associated storage shall be applied to preclude direct
identification of any facility to which it pertains, to the greatest extent consistent with
effective verification.

4. Specific handling procedures for confidential information
Marking of confidential information

4.1 In order to ensure the proper handling of OPCW confidential information, all
documents and media for information storage shall be clearly marked in accordance
with the marking instructions set out in an administrative directive issued by the
Director-General and supervised by the OCS. The basis of the markings will be the
three classification categories, one of which should be clearly applied to any medium
carrying information determined to be confidential:

- OPCW RESTRICTED
- OPCW PROTECTED
- OPCW HIGHLY PROTECTED

42  Each individual document must be clearly marked according to the highest level of
sensitivity of the material it contains. Where this may facilitate subsequent release or
dissemination of less sensitive portions of a document, the principle of portion
(paragraph) marking may be applied so that classification indications are given of the
particular levels of sensitivity of sections within a document, the overall document
being clearly marked as bearing the highest level of sensitivity. Alternatively, all
confidential information may be contained in a confidential annex to an otherwise
unclassified document, the overall document to be clearly marked as bearing the
highest level of sensitivity.

43 The Confidentiality Annex stipulates that all data and documents obtained by the
Secretariat shall first be evaluated for confidentiality content (subparagraph 2(b)) and
that, if confidential, such data and documents shall then be classified
(subparagraph 2(d)); this process shall accord with the right of any State Party to
designate information it provides as confidential. The unit of the Secretariat that
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receives a given document will be the appropriate unit for this task and, when it
deems it necessary, will therefore implement procedures, with assistance of the OCS,
to ensure that all information with possible confidentiality content which has been
acquired from outside the Secretariat is evaluated and any necessary classification is
clearly marked. The determination of the classification to be applied and the
authority to classify must be in accordance with the OPCW Classification System. In
cases where information appears to be confidential but is initially not clearly marked
by the originator, appropriate marking shall be carried out by the unit, with the
determination of a provisional classification category if necessary. Any provisional
classification so applied should be promptly confirmed, amended or removed
following consultations with the originator of the information.

4.4  All confidential information generated in the Secretariat is required to be clearly
marked by its originator in accordance with a provisional classification category
relevant to its sensitivity. The level of this classification must be determined in
accordance with the OPCW Classification System. Branch heads must supervise the
proper marking of internally generated confidential material, under the overall
coordination and authority of the OCS.

4.5  Information generated by inspectors on the basis of information provided by an
inspected State Party, such as inspection reports or parts thereof, shall be marked with
the classification which accords with the level of sensitivity indicated by the State
Party. In cases where the level of sensitivity of such information is unclear, the
information shall be treated as OPCW HIGHLY PROTECTED until the level of sensitivity
has been clarified through consultations with the inspected State Party.

Filing and record-keeping

4.6  Filing and record-keeping procedures to ensure that the internal routing and filing of
confidential information are registered shall be established by the Secretariat in
accordance with an administrative directive issued by the Director-General and
supervised by the OCS. These procedures shall record the provision of any such
confidential information to any individual, agency or body within and beyond the
Secretariat, including to representatives of States Parties.

4.7  All confidential information should be stored and internally distributed in a manner
that records each staff member who has had access to it, and the date and time of
access. The Secretariat shall also establish additional record-keeping procedures to
ensure the continuous monitoring of OPCW HIGHLY PROTECTED information, and to
determine who has had or currently has such information in his possession.

Copying of confidential information

4.8  Copying information entails its replication in a way that generates potential or
possible additional access to the information. = When copying confidential
information, the number of copies made should be kept to a minimum and shall be
linked to the approved scope of access and consequent dissemination. The staff
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member responsible for copying the information must ensure that all copies of a
copied document clearly have the appropriate markings.

4.9  Classified information shall be copied only under disciplined and auditable
conditions. OPCW HIGHLY PROTECTED information can be copied only after
obtaining the registered consent of an authorised senior staff member other than the
staff member who will be copying the information, or in terms of a specific standing
order. Such consent may specify that the copying must be done under the supervision
of another staff member. The number of copies taken must be recorded, and each
copy numbered. Copies should be distributed to any approved recipients, with this
transmission recorded. Any surplus copies, or copies no longer in use shall be
returned to the filing clerk, who shall either file or destroy them, recording this action.

4.10 Information to be provided to States Parties in accordance with subparagraph 2(b) of
the Confidentiality Annex, but which is confidential, shall be copied and disseminated
routinely in accordance with the requests of States Parties and in accordance with an
administrative directive issued by the Director-General. In the case of OPCW
PROTECTED and OPCW HIGHLY PROTECTED information, a record should be kept of
the number of copies taken and the recipient(s) of each of the copies.

Disposal and destruction of confidential information

4.11 An administrative directive issued by the Director-General shall establish handling
procedures for the Secretariat to ensure the secure disposal and destruction of material
containing confidential information. These procedures shall cover:

- technical methods of destruction or disposal for all categories of media;

- registration of destroyed or disposed material;

- witness procedures during destruction and disposal; and

- reporting requirements for highly classified material provided by States
Parties.

Transmission of confidential information

4.12  Transmission of confidential information, in hard copy and electronic format, to and
from the Secretariat shall occur in conformity with the level of sensitivity of the
information and shall be bound by strict procedures set out in an administrative
directive issued by the Director-General. These procedures shall include:

- guidelines for secure mailing or manual transmission, and the safe-hand
carriage, of confidential information; and

- procedures for secure transmission by telephone, telefacsimile and other
telecommunications systems.
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4.13  These rules must ensure that for each item of confidential information disseminated:

- the item is received at its intended destination;
- only authorised users have access to any transmitted data; and
- the recipient of a message can verify that the sender is an authorised person.

4.14  An administrative directive issued by the Director-General will describe the standards
set down for the secure communications system established for the IMS, and this will
be applied in the inspection manual.

Safeguarding of confidential information

4.15 Staff members, and other personnel authorised in accordance with paragraphs 2.12
and 2.13 above, who are using confidential information or are responsible for its
safe-keeping must take every precaution to prevent deliberate or accidental access to
such information by unauthorised persons. This involves at a minimum following all
the procedures and meeting the standards established within the Organisation for
handling and protecting confidential information, and ensuring the continuity of
protection during dissemination.

4.16 Confidential information must not be used or placed so that it is exposed or made
accessible to individuals not authorised to have access to such information. The
Director-General has designated the OCS to establish procedures to ensure that
confidential information is properly handled by Secretariat staff members, and the
Director-General shall ensure that these procedures are fully carried out, that any
violations are detected and reported, and that appropriate disciplinary sanctions are
imposed in accordance with Part 1X of this Policy.

Physical protection and storage

4.17 The Director-General shall set out, in an administrative directive, physical security
measures for offices, laboratories, information storage areas, computer media and
audio-visual material classified as confidential, as well as standards for physical
storage facilities within the Secretariat, including locks and security of secure areas,
filing cabinets and sealed containers. These measures shall include procedures for
restricting access to OPCW buildings and other sites, and for registering the presence
of visitors and staff members during and after working hours. The procedures shall
include special access arrangements for especially sensitive areas within the OPCW
building(s) and other sites, such as storage areas for confidential information, office
areas working with the processing and validation of declarations and inspection
reports, the operations centre, and the OPCW Laboratory.

4.18 Confidential information shall be stored securely at the premises of the Organisation.
Some data or documents may also be stored with the National Authority of a State
Party. Sensitive information, including, inter alia, photographs, plans and other
documents required only for the inspection of a specific facility may be kept under
lock and key at this facility (CA, subparagraph 2(¢)).
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4.19 To the extent practicable, storage of OPCW confidential information at the National
Authority of a State Party or at an inspected facility should accord with the minimum
standards applied by the Secretariat.

Removal of confidential information from OPCW premises

4.20 Handling procedures shall be established in an administrative directive issued by the
Director-General to cover the carriage of confidential information from the premises
of the Organisation, between inspected sites and the Organisation, and between the
Organisation and representatives of States Parties. Any such removal shall occur only
for purposes related to the implementation of the Convention, and only to the minimal
extent necessary for the performance of authorised professional functions.

Loss of confidential information

421 Procedures shall be set out in an administrative directive issued by the Director-
General to cover the eventuality of a loss or suspected loss of OPCW confidential
information, including loss by an inspector, by a staff member of the Secretariat or by
a representative of a State Party, as well as loss in transit. Such procedures shall
include requirements for reporting, investigations, and consulting with States Parties
concerned.  As the loss or suspected loss indicates a possible breach of
confidentiality, the procedures for dealing with breaches or alleged breaches of
confidentiality must be invoked.

5. Handling procedures for particular information media

5.1 The handling procedures for confidential information set out in paragraph 4 above
apply to all confidential information, regardless of the medium on which it is stored;
the following additional procedures relate to information carried on particular forms
of media.

Audio-visual material

5.2  An administrative directive shall set out procedures for the handling of audio-visual
material containing confidential information, specifying levels of protection in
accordance with classification categories, and following closely the procedures
specified for handling documents containing confidential information.

Confidential information in computers and computer material

53 Access to all sites of the OPCW and key components of the IMS, such as the servers
and mass storage devices, must be controlled. All hardware in the confidential part of
the IMS, and especially workstations, servers and user terminals shall be protected,
not only from theft or criminal damage, but also from unauthorised physical access
and tampering attempts. In addition, maintenance and repair activities on confidential
IMS hardware shall be supervised and recorded. Access to such hardware items as
servers, printers, back-up devices, as well as other output devices, shall be limited to
staff members with appropriate clearances.
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5.4  Procedures for the protection of data stored within the confidential part of the IMS
and any other electronic data-processing system or storage device shall incorporate
the following elements:

- access control measures against unauthorised users or any unauthorised
external access;

- separation of the files and data of the various users; and

- audit on user activities including access to the databases and changes made to
operating system parameters and system files. In particular, any access by
individual staff to computer files containing confidential information shall be
recorded and regular audits conducted of these records.

5.5  The data, document and information computer security procedures shall provide
detailed guidelines for protecting confidentiality while creating, handling, marking,
backing up and destroying all forms of computer files, computer documents and other
documents relevant for tasks such as system administration and computer security
management and operations.

5.6  Computer material (including portable storage media such as diskettes) and
confidential information stored in the OPCW IMS must be handled and protected in
accordance with handling and storage procedures supported by detailed technical
specifications set out in an administrative directive by the Director-General.

Samples from on-site inspections

5.7  Paragraph 55 of Part Il of the Verification Annex provides for the transfer of samples
taken during inspections off-site for analysis at designated laboratories. The process
of sampling is inherently relevant to the verification of compliance with the
Convention, but such samples may also incidentally carry and potentially yield other
information which is itself not directly relevant to verification. For this reason, the
inspection manual shall include procedures for ensuring the protection of the
confidentiality of samples transferred for off-site analysis at designated laboratories.

5.8  Development and implementation of the regime established under paragraph 56 of
Part IT of the Verification Annex for the collection, handling, transport and analysis of
samples shall be founded on the requirement for the protection of confidentiality
during the transfer to and storage by designated laboratories. This regime shall
address the particular concern that further confidential information not related to
compliance might be yielded during the process of compliance-related analysis.
Further confidentiality concerns shall be addressed by the sample accounting
procedures established under paragraph 57 of Part II of the Verification Annex, and
associated procedures for informing the inspected State Party that designated
laboratories have destroyed samples or have returned them to the Secretariat afier the
completion of analysis for appropriate final handling. Designated laboratories shall
be required to enter specific secrecy agreements confirming obligations established
under the regime governing the sampling and analysis process.
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6. Handling and protection of confidential information during on-site verification
activities

Inspection procedures

6.1 The Confidentiality Annex and earlier sections of this Policy establish fundamental
principles for the handling and protection of confidential information during
inspections, both the information acquired or collected during the verification of
compliance, and other information not relevant to the aims of the Convention which
may be disclosed in the course of inspection activities. The OPCW inspection manual
is to establish detailed procedures founded on these principles, including the
necessary procedures for the use, protection and scope of access of data, documents
and files during the conduct of inspections, consistent with the requirements of the
Confidentiality Annex and the functional requirements for inspectors in the field.
These must take into account functional requirements for the protection of data stored
in portable devices, and the general procedures established for the carriage and
storage of confidential information.

6.2  The key practical elements for the protection of confidential information in the course
of inspections are the inspection procedures, the use of equipment, and the process of
consultation within the inspection team and with representatives of the inspected State
Party. Inspection procedures shall stipulate a clear hierarchical line of
communication within the inspection team to allow consultations on issues that arise
in relation to confidentiality, and the use to be made of confidential information. In
accordance with this structure, there shall be consultations during facility agreement
negotiations, pre-inspection briefings, and during the conduct of initial and
subsequent inspections, between representatives of the inspected State Party, the
inspected facility and the inspection team, to establish clearly the level of access to be
granted to each inspection team member and the treatment to be afforded to
confidential information disclosed or collected. In the case of a challenge inspection,
an observer is obliged to respect fully the confidentiality of any information to which
access is provided in accordance with the Convention's challenge inspection
provisions, and shall treat such information accordingly.

Evaluation and classification of confidential information

6.3 The classification procedure set out in subparagraph 2.5 of Part V of this Policy shall
be applied to information collected during the course of inspection. In accordance
with this procedure, such information shall be promptly evaluated for confidentiality,
and shall thereupon be given an initial classification and due protection in accordance
with its sensitivity, with close reference to any facility agreement and in agreement
with representatives of the inspected State Party. Where there is no relevant
agreement in place prior to the inspection, the inspected State Party should be
encouraged by the inspection team to nominate whenever possible the classification
category of any confidential information disclosed during the course of inspection. In
the event that sensitive confidential information is disclosed or revealed to any
member of the inspection team without any indication of its classification category,
the classification system requires that it be handled and protected as OPCW HIGHLY
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PROTECTED unless the inspected State Party provides otherwise. In general, where
there is doubt or uncertainty, handling and protection afforded to confidential
information should be at the most stringent level applicable, and consultations on
further disclosure and dissemination even within the inspection team must fully heed
the need-to-know principle for determining scope of access. If collected information
includes confidential information not relevant to the Convention, it will require
particular handling as discussed in the relevant paragraph below.

On-site verification: protection of non-relevant confidential information

6.4  This Policy sets out clear principles governing the protection of confidential
information not relevant to compliance with the Convention, and the particular
responsibilities in this regard.” Hence verification activities must be designed,
planned and carried out so as to avoid unnecessary disclosure of confidential
information and so as to seck to prevent disclosure of such information not related to
compliance with the Convention in the terms of any inspection mandate, consistent
with effective and timely discharge of verification obligations. These principles also
require that confidential information not relevant to compliance with the Convention
shall not be sought, recorded or retained: in the course of any inspection, it is a basic
responsibility of each member of the inspection team, and especially of its leader, to
ensure that this does not occur. However, it is recognised that in the course of
inspection activities, it might occur that other confidential information which is itself
not relevant to the purpose of the inspection is collected or recorded in various forms
(as are set out in the definition of "information" in Part III of this Policy)8, by means
of items such as approved inspection equipment, inspectors' clothing, and personal
articles. In the event that such information is disclosed in the course of inspection
activities, it shall not be further disseminated in any form, even within the inspection
team, and shall be returned to the inspected State Party or destroyed under its
supervision.

6.5 In the course of inspection activities, the Confidentiality Annex specifies that States
Parties "may take such measures as they deem necessary to protect confidentiality,
provided that they fulfil their obligations to demonstrate compliance in accordance
with the relevant Articles and the Verification Annex"®. Inspection teams are obliged,
among other things, "to take into consideration proposals which may be made by the
State Party receiving the inspection, at whatever stage of the inspection, to ensure that
sensitive equipment or information, not related to chemical weapons, is protected”. 10
"Inspection teams shall strictly abide by the provisions set forth in the relevant
Articles and Annexes governing the conduct of inspections. They shall fully respect
the procedures designed to protect sensitive installations and to prevent the disclosure
of confidential data."!!

7 Set out in Part IV, subparagraph 1.4 of this Policy.
8 Set out in Part III of this Policy, under the heading "Scope of information".
9 Confidentiality Annex, paragraph 13.

Confidentiality Annex, paragraph 14.
Confidentiality Annex, paragraph 15.
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6.6 Subject to a full consultation process with the inspected State Party both during and
after an inspection (such as is established for challenge inspections in subparagraph
61 of Part X of the Verification Annex), the Organisation is responsible for
confirming to the inspected State Party that information gathered in accordance with
the provisions of the Convention in the course of inspection activities is relevant to
compliance with the Convention in the terms of the inspection mandate. The
inspection team must protect any information gathered during the inspection in
accordance with the classification level which the inspected State Party prescribes for
it. The inspected State Party may not, within the framework of existing obligations in
relation to demonstration of compliance with the Convention, object to inclusion of
information in the preliminary inspection findings, if following full consultations the
inspection team maintains that it is relevant to compliance with the Convention in the
terms of the inspection mandate.

6.7  Any information gathered in the course of inspection but not included in the listed and
copied material provided to the inspected State Party is presumed not to be relevant to
the inspection mandate, and must be treated as specified in subparagraph 6.4 above.
The principle is recognised that limitations on access and dissemination, such as those
agreed as part of managed access in the case of a challenge inspection, shall be
complied with by inspection team members and that no information a State Party
views as confidential but of which it has not received a copy will leave the inspection
site without its consent. Without prejudice to the obligation for a State Party to
demonstrate compliance, procedures to implement the above principles include, inter
alia:

- additional cleaning of inspection equipment;
- changing of clothes before or after a particular inspection activity;

- leaving personal articles behind before entrance to a particular area;

- the transfer of affected equipment under joint seal to the Secretariat for
decontamination under the supervision, if requested, of a representative of the
inspected State Party;

- the retention on site of detachable parts carrying confidential information
unrelated to the Convention; or

- after exploring all other possibilities, including the above, the retention of
equipment on site.

These procedures shall not be abused and shall be implemented, where relevant, in
accordance with a legal framework respecting the immunity established under
subparagraph 11(d) of Part II of the Verification Annex.

6.8  None of the procedures followed in accordance with these principles shall impede or
delay verification activities conducted under the inspection mandate and in
accordance with the provisions of the Convention.
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PART VII

PROCEDURES FOR THE RELEASE
OF INFORMATION BY THE OPCW

1. General

1.1 This Part of this Policy sets out the principles governing the procedures which the
Organisation is to follow concerning the release of any information which it holds in
connection with the implementation of the Convention. 'Release' of information by
the Organisation refers to the approved disclosure of information beyond the
Organisation itself (including all its constituent elements) and beyond the
governments of States Parties (specifically, beyond governmental organisations and
authorised entities or individuals within States Parties concerned with the operation of
the Convention). Accordingly, these principles govern the release of OPCW
information to any other international organisation, to the government of a State not
party to the Convention, to private or governmental organisations unrelated to the
implementation of the Convention, or to any individual who is neither employed or
contracted by the Organisation nor authorised by a State Party in relation to
implementation of the Convention.

1.2 In the course of the implementation of the Convention, there will be cases in which
the Organisation needs to release information in order to comply with its obligations.
The release may be fully public, or may be limited in scope according to particular
circumstances. The need to release information may arise for both unclassified and
classified information. No information obtained or generated by the Organisation in
connection with the implementation of the Convention shall be published or otherwise
released, except in accordance with the following guidelines.

2. Public release of information

2.1 The Director-General may publicly release information that is not designated as
confidential (including formerly confidential information which has been declassified
in accordance with subparagraphs 4.6 and 4.7 of Part V of this Policy) and that falls
into one of the following categories:

(a) general information on the course of the implementation of the Convention
which does not contain material relating specifically to any State Party. This
excludes specific information about inspection activities being conducted in or
planned for a State Party. The types of information which may be released
publicly under this provision will be set out in a list approved by the
Conference; this list could include details of declaration requirements and
forms, generic or model documentation, summary information about the
overall verification programme, and verification technology and methodology
applied in on-site inspections;
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(b) factual organisational information about the Organisation, except for
information that relates to the security of the Organisation, or to personnel
matters and the privacy of staff of the Secretariat; or

(©) information referring to a State Party, which is unclassified and which that
State Party has specifically requested or consented to be publicly released.

2.2 The Director-General shall consider and decide upon individual requests for the
public release of information, provided that it falls within the terms of the preceding
paragraph. Requests going beyond these parameters shall be referred to the Executive
Council or the Conference for decision.

2.3 All contacts between Secretariat staff members and the media shall be subject to this
Policy, in particular, Part VII of this Policy (including these procedures established
for the public release of information) and the OPCW Media and Public Affairs Policy.
The Director-General shall issue an administrative directive governing media policy,
in accordance with these public release policy guidelines.

3. Limited or non-public release of information

3.1 There may be cases where it is necessary!? to release information beyond the
Organisation in a manner that is short of full public release. This may include release
to an international organisation or governmental organisation for official use only,
and subject to certain conditions. Such non-public release may apply to confidential
information bearing an OPCW classification, or to declassified as well as to
unclassified information. Confidential information bearing an OPCW classification
shall be released only if the Director-General confirms that adequate protection and
control can be maintained in the recipient organisation. The Director-General shall
conclude an agreement or agreed arrangements with potential recipient organisations
on the handling and protection of classified information.

3.2  Limited or non-public release of information might take place:

(a) when the Executive Council decides to bring an issue or matter directly to the
attention of the United Nations General Assembly and the United Nations
Security Council in accordance with paragraph 36 of Article VIII;

(b) when the Conference decides to bring an issue to the attention of the United
Nations General Assembly and the United Nations Security Council in
accordance with paragraph 4 of Article XII; or

() when the Conference or the Executive Council decides to request the opinion
of the International Court of Justice with the authorisation of the General
Assembly of the United Nations in accordance with paragraph 5 of
Article XIV.

In accordance with subparagraph 2(c) of the Confidentiality Annex.
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33 The limited or non-public release of information which does not bear an OPCW
classification can be authorised by the Director-General provided that the information
falls within the categories set out in subparagraph 2.1 of this Part. Requests for the
release of information not bearing an OPCW classification but going beyond these
parameters shall be referred to the Executive Council or the Conference for decision.

3.4  When limited or non-public release is proposed for confidential information, the
scope and conditions for such release shall be in strict conformity with the needs of
the implementation of the Convention. The need-to-know principle governing
dissemination of information must still apply.

3.5 If confidential information refers to a particular State Party, and that State Party
expressly requests or consents to its release, then the release may proceed without
further consultation. In all other cases, a decision of the Conference or the Executive
Council is required for the release of confidential information beyond the
Organisation. While a request for a decision on such a release can be put to either
organ, such a request will normally be part of a general policy decision by the
Conference or Executive Council to refer a related issue to an external body in
accordance with the Convention, and so the decision on release would be taken by the
same organ considering the general policy question.

3.6 A decision to approve such a release should be based upon:

(a) an explicit determination that the intended recipient has a clear need to know
in accordance with the recipient's role in the implementation of the
Convention; and

(b) a determination that the intended release conforms with the needs of the
Convention.

3.7 When an apparent need arises for release of confidential information, the
Director-General shall prepare a draft proposal for release for consultation and review
by the parties concerned. The factors for determining confidentiality and the
classification of the information are required to be fully addressed in the formulation
of the proposed release. When applicable, the information proposed for release shall
be processed into less sensitive forms so that disclosure of confidential information
not relevant to the purpose of the release is avoided. In this case the processes for
declassification or reclassification should be applied. If the confidential information
was obtained from or refers to a State Party, the Director-General or a delegate
authorised for this function is required to obtain the written consent of that State Party
for the proposed release. The withholding of such consent shall not be used to avoid a
State Party's obligations under the Convention.
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3.8 In preparing a release proposal, the Director-General may propose specific conditions
or limitations on the scope to be associated with the release, with the aim of ensuring
that the release is focused on its particular purpose connected with the implementation
of the Convention. Some of the limitations of scope or conditions that may apply are:

(a) access to the confidential information only on a temporary basis, such as for
the duration of a meeting or for the duration of a consultancy;

(b) specification that the information is for official use only;

(©) request for particular handling, such as a request to destroy or return the
information after a specified period;

(d) specific controls on some sensitive parts of the confidential information; and

(e) visual display of the confidential information, such as projection during the
course of a meeting.

3.9  After consultation with the parties concerned, the proposal for release will then be put
to the Executive Council or the Conference for decision.
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PART VIII
ADMINISTRATION
The Director-General
1. The Director-General shall establish and supervise the implementation and auditing of

the regime for the protection and handling of confidential information within the
Organisation in accordance with the principles set out in the Confidentiality Annex
and this Policy. To this end, the Director-General shall issue and supervise the
implementation of administrative directives required by this Policy.

2. The Director-General shall have the primary responsibility for the enforcement of this
regime and will charge appropriate units in the Secretariat with particular tasks for the
implementation of the regime in accordance with this Policy. In exceptional cases,
the Director-General may delegate specific authority in relation to implementation of
the confidentiality regime to a limited number of senior Secretariat staff members,
subject to specific limitations set out in this Policy!3. The Director-General shall also
personally supervise the conduct of those units and shall remain personally
responsible for actions taken by his delegates in exercising his authority.

Administration of the confidentiality regime in the Secretariat

3. The confidentiality regime shall apply to the operations of all elements of the
Secretariat. The OCS shall assist the receiving Secretariat units in reviewing data and
documents obtained by the Secretariat, to establish whether they contain confidential
information, applying the guidelines set out in subparagraph 2(a) of the
Confidentiality Annex and paragraph 11 of Part III of this Policy. Auditing of the
operation of the confidentiality regime shall be conducted by the Office of Internal
Oversight in the exercise of its confidentiality-audit function, and shall be kept
functionally distinct from any unit tasked with its implementation.

4. Under the Director-General's supervision, the Secretariat shall ensure that its staff
members are properly advised and reminded about their obligation to protect
confidential information and to abide by the confidentiality regime, as well as about
the principles of this Policy and the procedures required to implement it, the
principles and procedures relating to security, and the possible penalties that they
would incur in the event of unauthorised disclosure of confidential information.
Training requirements shall also be taken into account following any change in the
organisational structure of the Secretariat that affects personnel handling confidential
material. In such cases, these additional training requirements shall be met preferably
within three months, but in any event as soon as possible after the introduction of the
structural change in question.

13 Refer in particular to subparagraphs 2.10 and 2.12 of Part VI of this Policy
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PART IX

BREACH PROCEDURES

IX.1: BREACH INVESTIGATION PROCEDURES

1. Investigations into breaches and alleged breaches of confidentiality and
violations of confidentiality obligations

On the basis of the provisions of the Confidentiality Annex (paragraph 19), this Part
of the Policy outlines the procedure for investigations by the Director-General in
relation to breaches and alleged breaches of confidentiality and violations of related
obligations to protect confidential information.

Step 1: Investigation by the Director-General

Step 2: Interim action

Step 3: Report of investigations

Step 4: Action in response to an investigation report

4a: Disciplinary sanctions against serving Secretariat staff
4b: Sanctions against former Secretariat staff

4c: Action taken in relation to waiver of immunity

4d: Other legal action within national jurisdiction

4e: Action taken when a State Party appears responsible
4f: Action to reform or enhance the confidentiality regime

2. Definitions

A breach of the obligation to protect confidentiality (‘a breach of confidentiality")
includes any unauthorised disclosure of OPCW information to any individual, or
government or private entity, regardless of the intention or the consequences of the
disclosure. A breach of confidentiality can also be associated with misuse of
information to gain a personal advantage or to benefit or damage the interests of a
third party. A violation of obligations concerning the protection of confidential
information is deemed to have taken place if there has been non-compliance with the
specified procedures for the handling, protection, release and dissemination of
confidential information so as to create a clear risk of unauthorised disclosure, with or
without such disclosure actually occurring. In practical terms, there is considerable
overlap between a breach of confidentiality and a violation of obligations to protect
confidential information.
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3. Step 1: Investigation by the Director-General

3.1 As required in the terms of the Confidentiality Annex, the Director-General shall
promptly initiate an investigation:

(a) following 'sufficient indication' that there has been a violation of an obligation
to protect confidential information on the part of a staff member of the
Secretariat, another authorised individual or entity beyond the Secretariat , or
an agent or official of a State Party; or

(b) when a State Party has lodged an allegation concerning a breach of
confidentiality.

3.2 In particular, the Director-General shall initiate an investigation if he becomes aware
that there is a reasonable possibility, or clear risk, of unauthorised disclosure of
confidential information occurring, inter alia, in a manner:

(a) which violates the policy or guidelines of the Organisation established for the
handling, protection, release and dissemination of confidential information; or

(b) which could adversely affect the object and purpose of the Convention or the
interests of the Organisation, a State Party, or a commercial or governmental
body or a national of a State Party, or could offer particular or selective
advantage to an individual, a State, or any other body, including a commercial
firm.

3.3 The Director-General is obliged to investigate any allegation by a State Party that a
breach of confidentiality has occurred. Such an allegation should be made in writing
to the Director-General, and should to the extent possible provide supporting
information. An allegation should, if possible, state the nature of the information
involved, the time and location at which the breach is alleged to have occurred, and
the actual or possible future damage believed to affect relevant interests.

34  When a decision has been taken by the Director-General to proceed with an
investigation, the decision should be made known immediately to any States Parties
and any Secretariat staff member involved in the alleged breach or suspected
violation.

3.5 The aim of the investigation is to establish whether there has been a breach of
confidentiality or a violation of the handling, protection, dissemination or release
procedures for confidential information, and the severity of any breach including the
degree and nature of any damage caused. The investigation should also consider
ways of enhancing the confidentiality regime so as to prevent any recurrence of a
breach or violation of procedures.
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3.6 The Director-General shall be directly responsible for the investigation, and will
direct it personally, but may designate a senior staff member to conduct investigatory
work. The investigation should commence with a preliminary review of the
circumstances surrounding the allegation or indication of a violation, and a
consideration of any evidence or supporting information. The Director-General at
this stage may find that a prima facie case does not exist; if so, he may, at his
discretion, either consult with a State Party that has made an allegation, or he may
conclude the investigation and report a finding that no prima facie case was
established. Following the establishment of a prima facie case of a breach affecting
the interests of a State Party, the Director-General shall notify the Executive Council
that an investigation into a breach is in progress and, with the consent of that State
Party, may present specific information about the investigation, if requested.

3.7  The investigation procedure following the establishment of a prima facie case may
include the following activities:

(a) the collection and examination of evidence within the OPCW or its constituent
organs;

(b)  the examination of further material supplied by States Parties as evidence,
(c) confidential interviews with staff members of the Secretariat;

(d) consultations with States Parties concerned, including with representatives of
industry or private entities concerned nominated by States Parties; and/or

(e) a request for a State Party to provide details on the handling of information
provided to it by the Organisation.

3.8 The proceedings of the investigation will remain confidential, and will be subject to
the strict application of the need-to-know principle. Particular care should be given to
the possible damaging effects of disclosures about such an investigation to Secretariat
staff members as well as to the interests of States Parties. The investigation should be
conducted on the basis of objectivity and due process, and there should be no use of
coercion to elicit information from any individual concerned. Every effort should be
made to conclude the investigation and take appropriate action in response to its
findings as quickly as is possible and consistent with proper procedure.

3.9 All States Parties concerned and all staff members of the Secretariat involved shall
cooperate with and support the investigation to the extent possible. For States Parties,
this may entail providing details of internal investigations conducted, furnishing
evidence, advising on national judicial proceedings in relation to the same matter, and
advising on the degree and nature of damage caused by a breach. Staff members are
required to provide any factual information relating to the aims of the investigation
and their professional responsibilities.
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4. Step 2: Interim action

4.1  If a prima facie case is established which apparently implicates a currently serving
member of the Secretariat:

(a) procedures will be initiated in accordance with the Staff Regulations and
Rules to impose interim restrictive measures for the duration of the
investigation, such as withdrawal from certain functions or denial of access to
certain information, or, if the case appears serious, temporary suspension in
accordance with the OPCW Staff Regulations and Rules;

(b) the Director-General shall consider and may propose immediate action, if
necessary in consultation with the Executive Council, to protect all legitimate
interests which could be prejudiced by the breach or alleged breach of
confidentiality, including the interests of a State Party or of the Organisation;
and

(©) if the investigation is at the request of a State Party, then the Director-General
shall inform this State Party of any such interim action taken.

4.2 An employee suspected of involvement in a breach should be informed by registered
letter of the decision to take such interim action, stating the basis of this action and
advising of any recourse available.

4.3  If the preliminary stage of the investigation discloses prima facie indications that a
State Party may have been responsible for a breach, or may have otherwise been
involved, the Director-General shall consider and may propose immediate action for
decision of the Executive Council, to protect all legitimate interests which could be
prejudiced by the breach of confidentiality, including the interests of any other State
Party or of the Organisation. The Director-General may request that State Party to
provide details on the handling of information provided to it by the Organisation.

4.4  If the preliminary stage of the investigation discloses prima facie indications that a
natural or legal person in a State Party's jurisdiction may have been responsible for a
breach, or may have otherwise been involved, the Director-General may consult with
and request support from that State Party, if necessary following Executive Council
approval, on possible action to protect all legitimate interests which could be
prejudiced by the breach of confidentiality.

5. Step 3: Report of investigations

5.1 The Director-General shall prepare a report of the investigation which will state
whether there has been a breach of confidentiality or a violation of the handling,
protection, dissemination or release procedures for confidential information. The
report will be prepared in two forms, a full form which sets out the facts determined
in detail, and a modified form from which specific confidential material has been
removed to ensure that confidential information connected with a breach is not further
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disclosed beyond its authorised scope of access, and to respect those elements of the
privacy of individual staff members not relevant to the case.

5.2 The full report shall be treated as confidential, to be classified and handled according
to its sensitivity. It should be made available only to all those who are directly
involved in the investigation, including any individual staff members implicated in a
breach or alleged breach, and any State Party making an allegation of a breach. In its
modified form, the report may be made available to any State Party upon request and
it shall be summarised in the annual report of the Director-General to the Conference
concerning confidentiality as required under paragraph 3 of the Confidentiality
Annex. Where possible, the report should, in both forms, contain concrete proposals
for the enhancement of the confidentiality regime. If the Director-General requested
the Executive Council to approve interim action in accordance with subparagraphs
4.1, 4.3 or 4.4 of this Part, then he should report directly to the Executive Council on
the implementation of interim action.

53 When the report finds that there has been a breach of confidentiality, there should be
an account of the degree of severity of the breach, with reference to the following
factors:

(a) whether the breach occurred through deliberate or accidental steps, or through
negligent omission;

(b) whether the breach involved a violation of obligations under this Policy and
associated administrative directives, or of specific agreements such as a staff
secrecy agreement or a facility agreement;

() the degree of actual or potential damage, if any, to the interests of any party
concerned; and

(d)  the degree of any private advantage gained through the unauthorised
disclosure or consequent misuse of information, in particular promoting self-
interest, competitive advantage, the benefit of a third party, or an intention to
damage a third party's interest.

54  If the State Party requesting an investigation is not satisfied with the report issued by
the Director-General following an investigation, and after all reasonable attempts
have been made to resolve the issue through consultations, that State Party has the
right to request that the Confidentiality Commission be convened to consider the case.

5.5 If the investigation has not been completed within three months of the initial decision
to proceed, the Director-General should make an interim progress report to those who
receive the final report. This report should set out the steps taken to that date, and any
obstacles or reasons for delay in completing the investigation. If, after consultations,
it subsequently appears that these obstacles or delays can not be expediently
overcome, the Director-General may conclude the investigation and in his report
request that the Confidentiality Commission be convened to consider the case in
accordance with paragraph 23 of the Confidentiality Annex.

OPCW POLICY ON CONFIDENTIALITY



Castka 19 Sbirka mezinirodnich smluv & 36 / 2012 Strana 715

C-I/DEC.13/Rev.1
Annex
page 49

5.6 If, on conclusion of the investigation, it is determined that a breach or violation has
not occurred, the Director-General's report should include a statement exonerating the
accused Secretariat staff member or State Party.

6. Step 4: Action in response to an investigation report

An investigation and report which finds that there has been a breach or violation may
lead to four broad categories of possible response:

(a) disciplinary actions internal to the Organisation and covering current staff of
the Secretariat, and sanctions covering former staff members;

(b)  legal proceedings conducted under the national jurisdiction of a State Party,
following the waiver, when relevant, of any immunity from jurisdiction;

(c)  reform or enhancement of the OPCW confidentiality regime; and

(d)  other action when a State Party appears responsible.
7. Step 4a: Disciplinary sanctions against serving Secretariat staff

7.1 If, on conclusion of the investigation, it is determined that a breach or violation has
been committed by a Secretariat staff member, the Director-General shall apply
proper disciplinary measures in accordance with the OPCW Staff Regulations and
Rules.

7.2  The severity of the breach and the degree of individual responsibility should be
weighed in determining which measures should apply to a staff member.

7.3 The decision of the Director-General concerning disciplinary action may be subject to
review or appeal, in accordance with procedures established under the OPCW Staff
Regulations and Rules.

8. Step 4b: Sanctions against former Secretariat staff

If a breach or violation is determined within the report to have been committed by a
former member of staff of the Secretariat, the Director-General may decide on the
application of whatever measures may still be applied within the terms of the OPCW
Staff Regulations and Rules. This may include the loss of financial or other
entitlements, such as those related to the OPCW Provident Fund.

9. Step 4¢: Action taken in relation to waiver of immunity

9.1 Separate from these disciplinary measures, the Director-General may decide to waive
immunity from prosecution. This applies both to currently serving Secretariat staff
members of the Secretariat, and to former staff members who may retain immunity
relating to actions taken during their term of service with the Secretariat. Waiver of
immunity is to be considered only in the event of a serious breach, when individual
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responsibility has been established and damage has been suffered as a result thereof,
and should ensue in conjunction with confidential consultations as to the possibilities
of relevant national jurisdiction being applied. The individual secrecy agreement
signed by the staff member should also be reviewed for its possible use in legal
action.

9.2  Any decision to waive immunity may be subject to review or appeal in accordance
with the procedures established under the OPCW Staff Regulations and Rules.

9.3 States Parties shall take appropriate legal action, to the extent possible, in making an
appropriate response to the waiver of immunity. The action to be taken will be in
accordance with Part IX.3 of this Policy below including possible legal proceedings
that may apply to the present or former staff member whose immunity is waived. If
the present or former staff member responsible for a breach is residing or is otherwise
within the jurisdiction of a State not Party to the Convention, the Director-General
may seek the authority of the Executive Council or the Conference to undertake
consultations with the aim of encouraging that State to initiate or facilitate appropriate
action to support legal processes resulting from the breach.

10. Step 4d: Other legal action within national jurisdiction

10.1 If the investigation by the Director-General determines that a natural or legal person
(including a commercial entity) under the jurisdiction of a State Party appears to have
been responsible for a breach of confidentiality, has derived particular advantage from
a breach of confidentiality, or has otherwise been involved in a breach of
confidentiality, that State Party may be required to take appropriate legal action in
accordance with Part [X.3 of this Policy below.

10.2  If a legal or natural person found responsible for a breach is residing or is otherwise
within the jurisdiction of a State not Party to the Convention, the Director-General
may seek the authority of the Executive Council or the Conference to undertake
consultations with the aim of encouraging that State to initiate or facilitate appropriate
action to support legal processes resulting from the breach.

11. Step 4e: Action taken when a State Party appears responsible

11.1  Ifthe investigation by the Director-General determines that a State Party, including an
official of a State Party, appears to have been responsible for a breach of
confidentiality:

(a) that State Party shall assist the Director-General to resolve the matter, to the
extent possible, including providing full details of its handling and protection
of confidential information supplied by the Organisation;

(b)  that State Party shall take appropriate legal action in accordance with Part
IX.3 of this Policy below; and
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(c) the Director-General may raise the matter with the Executive Council and
request further action in response to the investigation report.

11.2 A State Party's possible responsibility is to be assessed in the light of its obligations
under the Convention, particularly paragraph 6 of Article V1l and paragraph 4 of the
Confidentiality Annex.

11.3 If an investigation finds that a State Party appears responsible for a breach, the
Confidentiality Commission may be convened in case of disputes to consider the case
in accordance with paragraph 23 of the Confidentiality Annex and the detailed
procedures established for the Confidentiality Commission.

11.4. Where the investigation discloses a breach of confidentiality involving the interests
and actions of States Parties only, the Director-General shall inform the States Parties
concerned of such an outcome.

12.  Step 4f: Action to reform or enhance the confidentiality regime

12.1  The report of the investigation should contain concrete proposals for the reform or
enhancement of the protection of confidential information within the Organisation,
both specifically to prevent the recurrence of any breach or violation established by
the investigation, and on the basis of other observations about the general protection
of confidentiality which may emerge from the investigation.

12.2  The Director-General should recommend to the Conference for adoption at its next
meeting any proposals for reform or enhancement of this Policy or other basic policy
documents that emerge from the investigation.

12.3 If the investigation demonstrates a need for improved handling and protection
procedures, or any other alteration of the working procedures of the Secretariat, the
Director-General shall issue appropriate administrative directives to implement these
changes without delay.
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PART IX.2: RULES GOVERNING THE COMMISSION FOR THE SETTLEMENT
OF DISPUTES RELATED TO CONFIDENTIALITY (“THE
CONFIDENTIALITY COMMISSION”)

1. Rules governing the composition of the Confidentiality Commission

1.1 The Confidentiality Commission as a whole will be made up of persons appointed in a
personal capacity from a list of nominees put forward by States Parties to the
Convention. Each State Party may nominate one of its citizens who is available and
qualified to serve on the Confidentiality Commission. This list of nominees will be
submitted to the Conference and 20 persons shall be appointed from it to serve on the
Confidentiality Commission for an initial two-year term.

1.2 The 20 appointees are to be determined through a process of consultation with
regional groups under the direction of the Chair of the Conference: these
consultations shall take into account the principle of rotation and the need for a
comprehensive spread of relevant fields of expertise, to result in the designation of
four nominees from each of the five regions defined in paragraph 23 of Article VIII of
the Convention by the States Parties belonging to the respective regions. Due
appointment of these nominees to the Confidentiality Commission shall then be taken
by the Conference as a decision on a matter of substance, in accordance with
Article VIII, paragraph 18 of the Convention.

1.3 Nominees should be proposed by States Parties on the basis of individual
competence, integrity and background in one or more fields relevant to the work of
the Confidentiality Commission, such as dispute resolution of various types; the
confidentiality and verification provisions of the Convention; the chemical industry;
military security; data security; international law; and national legal systems.

1.4 The Confidentiality Commission as a whole shall meet for an inaugural meeting
during the course of the first Conference at which it shall, by consensus, elect its
Chair from amongst its members to serve for an initial term of one year. Thereafter,
the Confidentiality Commission shall hold a regular annual meeting, in conjunction
with the regular annual session of the Conference, during which the Confidentiality
Commission will elect its Chair (‘the Chair’) for the coming year in accordance with
the operating procedures approved by the Conference.

2. Disputes the Confidentiality Commission may deal with

The Confidentiality Commission may be called upon to deal with disputes in the
following circumstances:

(a) when invoked to consider disputes arising from a breach or breaches of
confidentiality involving both a State Party and the Organisation;
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(b) when, in accordance with Article XIV, paragraph 4, of the Convention, the
Conference of the States Parties entrusts it with a dispute relating to
confidentiality other than a dispute such as those identified in
subparagraph 2.(a) above; or

(©) when chosen by two States Parties in dispute over a matter of confidentiality
as a means of resolving their dispute pursuant to Article XIV, paragraph 2 of
the Convention.

3. Rules governing the operating procedures of the Confidentiality Commission

These rules were approved by the Third Session of the Conference and govern the
detailed operating procedures for the Confidentiality Commission.

Commencement of the dispute resolution process

3.1 In the event of the Confidentiality Commission being called upon to deal with a
dispute in the circumstances set out in paragraph 2 above, the matter will immediately
be forwarded to the Chair, who shall in turn immediately inform all members of the
Confidentiality Commission about the case. The Chair shall then consult with all
members of the Confidentiality Commission on the timing and process for resolving
the dispute, including convening meetings as necessary, in accordance with
procedural guidelines in the operating procedures which take into account such
factors as indications of gravity or urgency on the part of a disputing party, the
complexity of substantive issues involved, the scale of alleged loss or damage, and
the need for minimising the scope of further access to confidential information. At
the conclusion of these preliminary steps, the Chair shall obtain the agreement of the
Confidentiality Commission on a proposed timetable and a process for resolution for
the dispute.

Seeking a mutually agreeable resolution

32 The Confidentiality Commission shall initially aim at clarifying the basis of the
dispute and at resolving the dispute in a manner that is acceptable to the disputing
parties and that is consistent with the rights and obligations of States Parties and the
Organisation under the Convention. In making every effort to encourage disputing
parties towards a mutually satisfactory outcome, the Confidentiality Commission
should adopt a means of dispute resolution appropriate to the case, which takes
account of any common preference of the disputing parties: for instance, the initial
means adopted would preferably comprise a mediation process practically geared to
reaching an agreed settlement through negotiation.

33 To this end, the Confidentiality Commission may form an advisory committee to
undertake informal mediation consultations; normally this advisory committee should
be composed of five Confidentiality Commission members, one from each region,
unless the disputing parties agree to request a similar, modified structure which they
believe would serve better to reach a mediated resolution. Any such committee must
report to the Confidentiality Commission on the progress and result of any
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consultations, and any possible mediated resolution derived from this process must be
put to the Confidentiality Commission to be certified.

34 If, by any appropriate means, the Confidentiality Commission reaches a mediated
resolution of the dispute acceptable to the disputing parties, this outcome shall be
certified by the Confidentiality Commission and a factual statement on the outcome
shall be provided to the disputing parties for their agreement to be recorded.

Absence of mutually acceptable resolution

35 If no such outcome can be reached, the Confidentiality Commission shall prepare a
report outlining the basic facts of the dispute, commenting objectively upon the
dispute and recommending further action that might be taken to resolve it, by the
disputing parties themselves, by the Confidentiality Commission, by the Conference,
or by another organ of the Organisation, in accordance with a specific mandate from
the Conference. This report shall be passed by the Confidentiality Commission to the
disputing parties.  The report and recommendations of the Confidentiality
Commission shall not be binding on the disputing parties, but may provide a basis or
rationale for further action on the part of the disputing parties or competent organs of
the Organisation: in particular, the Confidentiality Commission may refer the matter
to the Conference, or to another organ of the Organisation in accordance with a
specific mandate from the Conference and if the disputing parties concur that this is
necessary due to the urgency of the case.

3.6 If two disputing States Parties agree as a condition of referring a dispute to the
Confidentiality Commission, the Confidentiality Commission may, with the explicit
consent of the disputing parties, decide on an arbitrated resolution to the dispute
which is binding on the disputing parties.

3.7 In preparing its reports and recommendations, the Confidentiality Commission shall
take into account the need-to-know principle governing access to confidential
information and the specific procedures adopted by the Confidentiality Commission
to ensure that confidentiality remains protected in the exercise of its functions.
Confidentiality Commission members shall themselves be bound by all obligations
under the Convention and this Policy in relation to handling and protection of
confidential information.

Reporting to the Conference

3.8 The Confidentiality Commission shall remain responsible to the Conference, and
shall report on its activities in the preceding year at every regular session of the
Conference. This report shall include the number of mediated and arbitrated
resolutions reached, the categories of disputes considered, the outcomes reached, and
details of the outcomes consistent with the continuing protection of confidentiality.
The Confidentiality Commission shall also report on its general operations, as well as
on its effectiveness and efficiency, and may make proposals or recommendations for
its improvement.
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Responsibilities of Confidentiality Commission members

39 The Confidentiality Commission, and its members individually, shall act without
interference or direction from either the Secretariat or other organs of the
Organisation, but must follow any mandate of the Conference. The Chair may,
however, seek and receive conference and logistical support and assistance from the
Secretariat in the exercise of his functions. Confidentiality Commission members
with a conflict of interest in relation to a particular dispute shall refrain from dealing
with that dispute; it is the responsibility of individual Confidentiality Commission
members to declare any conflict of interest as soon as any dispute is notified.
Confidentiality Commission members shall neither exercise any other office within
the Organisation or its organs, nor maintain any legal or financial relationship or
interest linked to the Organisation.

Meetings of the Confidentiality Commission

3.10  The Confidentiality Commission shall meet initially and in conjunction with regular
sessions of the Conference in accordance with subparagraph 1.4 of this Part, and shall
also meet as necessary to consider disputes brought before it.

3.11 Atits initial and subsequent annual meetings, the Confidentiality Commission shall:

(a) choose by consensus a Chair to serve for the forthcoming year taking into
account the principle of rotation among the regions designated in paragraph 23
of Article VIII of the Convention;

(b) consider and adopt a report to the Conference as to the outcome of disputes
handled by the Confidentiality Commission during the previous year;

(©) consider and adopt a report to the Conference on the operation, effectiveness
and efficiency of the Confidentiality Commission and consider any
recommendations or proposals made by the Chair in this regard,

(d) as necessary, review and recommend any amendment to its operating
procedures;

(e) issue such guidelines to or make such requests of the Chair as it sees fit; and

(H make such further recommendations or proposals to the Conference as it sees
fit.

Preparation of operating procedures

3.12 The Conference shall approve detailed operating procedures for the Confidentiality
Commission, setting out, inter alia:

(a) by what formal process meetings of the Confidentiality Commission are to be
convened;
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(b) how disputes are to be immediately forwarded to the Chair, and how the Chair
is to inform all Confidentiality Commission members immediately;

() how the Confidentiality Commission is to decide on the timing and process of
dispute resolution in accordance with subparagraph 3.1 of this Part;

(d)  how the Confidentiality Commission is to certify a mutually agreed resolution
of a dispute, and how the agreement of disputing parties to such resolution of a
dispute is to be registered;

(e) procedures for preparation and submission of reports and recommendations by
the Confidentiality Commission to disputing parties and to the Conference or
to another organ of the Organisation in accordance with the Conference's
authority;

(H a procedure to ensure that confidentiality remains protected in the exercise by
the Confidentiality Commission of its functions, consistent with the
Confidentiality Annex, the OPOC and the need-to-know principle governing
access to confidential information;

(2) a procedure for the imposition of time-limits within which Confidentiality
Commission functions must be exercised;

(h) procedures for the election of successive Chairs, for the election of successive
members to the Confidentiality Commission, and for the filling of any casual
vacancies taking into account the principles established in subparagraphs 1.1,
1.2 and 1.3 of this Part;

(1) in respect of those Confidentiality Commission members currently
considering a particular dispute, a mechanism for facilitating continuity of
their service throughout the dispute resolution process, consistent with and
subordinate to the principles of the rules governing composition set out in
paragraph 1 of this Part;

() a procedure by which the Confidentiality Commission's efficiency shall be
monitored; and

&) a procedure for amendment of these operating procedures.
Decision-making procedure

3.13 The Chair shall seek consensus on any decision or recommendation before the
Confidentiality Commission as a whole but, in the event that consensus cannot be

reached on a particular decision, the Confidentiality Commission may resolve the
matter by two-thirds majority of all its members.
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PART IX.3: THE ROLE OF STATES PARTIES IN RELATION TO BREACH
PROCEDURES
1. Introduction: relevant Convention obligations

1.1 Provisions of the Convention which specifically relate to States Parties’ involvement
in the protection of confidentiality include the obligations on individual States Parties
to:

(a) to the extent possible, cooperate with and support the Director-General in
investigating any breach or alleged breach of confidentiality and in taking
appropriate action in case a breach has been established (paragraph 21,
Confidentiality Annex);

(b)  treat as confidential and afford special handling to information and data
received in confidence from the Organisation in connection with the
implementation of the Convention, and to treat such information and data
exclusively in connection with rights and obligations under the Convention,
and in accordance with the provisions of the Confidentiality Annex
(Article VII, 6);

() treat information received from the Organisation in accordance with the level
of confidentiality established for it (Confidentiality Annex, paragraph 4); and

(d)  provide upon request details on the handling of confidential information
provided to them by the Organisation (Confidentiality Annex, paragraph 4).

1.2 In addition, implementation of the provision for waiver of immunity established in
paragraph 20 of the Confidentiality Annex would mean that a relevant national
jurisdiction would need to apply in the event that a Secretariat staff member
committed a serious breach of confidentiality.

1.3 As this Policy deals with the operations of the Organisation itself and its relationship
with States Parties, this Part does not establish or prescribe specific internal State
Party measures that may be undertaken in pursuance of the objectives of the
Convention in relation to confidentiality, or for the implementation of specific States
Parties' responsibilities in this regard such as the application of national jurisdiction or
the provision of compensation in the event of a breach. If necessary or desirable in
particular cases, such specific internal State Party measures or specific responsibilities
of States Parties might also be referred to and further developed in bilateral
agreements or other implementation arrangements between the Organisation and
States Parties.
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2. Possible scenarios

A State Party’s obligations concerning confidentiality could arise in a number of
practical scenarios, in particular in relation to:

(a) an OPCW investigation into a breach or alleged breach of confidentiality;

(b) the waiver of immunity by the OPCW Director-General in the event of a
serious breach of confidentiality;

(c) a breach of confidentiality for which a State Party is directly responsible; or

(d) a breach of confidentiality by a legal or natural person in the jurisdiction of a
State Party.

3. Investigation of breaches of confidentiality

In addition to the general requirement under Article VII, paragraph 7 of the
Convention to provide assistance to the Secretariat, each State Party has a particular
obligation in relation to the investigation by the Director-General of a breach or
alleged breach of confidentiality (as noted in subparagraph 1.1(a) of this Part).
Within the framework of these obligations, the nature of support and cooperation by
States Parties in relation to any particular investigation is to be determined on a case-
by-case basis.

4. Waiver of immunity in the case of a serious breach of confidentiality

4.1 The Convention (Confidentiality Annex, paragraphs 20 and 21) presumes that
jurisdiction should apply in the event of immunity from jurisdiction being waived in
respect of a staff member of the Technical Secretariat who has committed a serious
breach of confidentiality. If the Director-General decides to waive immunity in such
a case, legal proceedings under an applicable jurisdiction of a State Party should be
instituted against such a staff member on the basis of the request of the
Director-General or a State Party affected by the serious breach. States Parties should
take any appropriate administrative and legal measures to ensure that this mechanism
can be effectively implemented.

42 It will remain the primary responsibility of States Parties to determine the
applicability of national jurisdiction on a case-by-case basis. The Conference may
also consider proposals for an arrangement that would ensure a consistent and
comprehensive response to any serious breach of confidentiality obligations by
Secretariat staff members.
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5. Breaches imputed to a State Party

If information provided in confidence by the Organisation to a State Party is disclosed
to unauthorised recipients or if confidentiality is otherwise abused by that State Party,
then this would run contrary to the obligations upon States Parties established under
Article VII, paragraph 6 of the Convention and under the Confidentiality Annex,
paragraph 4. Treatment as confidential of information received in confidence is,
moreover, an essential part of the effective operation of the Convention as a whole.
In such a case, a breach of confidentiality may be imputed to the State Party in
question, as contravening these obligations. This may arise as a finding of an
investigation by the Director-General into a breach or alleged breach!4, in which case
the matter would be subject to the Convention's dispute resolution mechanisms, and in
particular to the Confidentiality Commission!> under the authority of the Conference.

6. Other application of national jurisdiction

As noted in paragraph 5 above, a State Party’s disclosure of information, having been
provided by the Organisation in confidence, in such a way as to breach its
confidentiality would run contrary to the obligations upon States Parties established
under Article VII, paragraph 6 of the Convention and under the Confidentiality
Annex, paragraph 4. States Parties are therefore required to take appropriate
administrative and legal measures they judge to be necessary to ensure that these
obligations are effectively met, including by any agents acting with their authority or
sponsorship.

In accordance with Step 4¢ of the breach investigation procedures in Part [X.1
15 See Part IX. 2
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PART X

ANNUAL REPORT ON THE IMPLEMENTATION OF THE REGIME
GOVERNING THE HANDLING OF CONFIDENTIAL INFORMATION
BY THE SECRETARIAT

1. The Director-General is required to report annually to the Conference on the
implementation of the regime governing the handling of confidential information by
the Secretariat (Confidentiality Annex, paragraph 3). The points identified below
should be covered in the report, but in such a way as to preclude any diminution of
the confidentiality of any confidential information disclosed to, handled by or held in
the Secretariat, and governed by the principles of this Policy

2. The Director-General shall focus in his report on practical details of the handling of
confidential information by staff members of the Secretariat (CA, paragraph 3) in the
preceding year, including:

2.1 resource requirements for implementing the confidentiality regime, including an
estimate of the volume of confidential information handled by the Secretariat;

2.2 important actions taken to implement the confidentiality regime, including significant
changes in procedures or personnel, and staff training and awareness programmes to
ensure compliance of Secretariat staff with the regime;

2.3  breaches or alleged breaches and the actions taken to investigate and redress them:;
and

2.4  problems or policy issues that have arisen with respect to the confidentiality regime.

3. While not limiting the scope of the report, it should in particular cover the following
detailed elements:

3.1 the estimated number of items of confidential information received, generated, stored
and disseminated by the Secretariat;

3.2  the number, recipients and description of release!® of items of confidential
information made during the previous year, and access granted to authorised
recipients associated with the Organisation!’;

16 "Release" of information refers to the approved disclosure of information beyond the Organisation
itself (including all its constituent clements) and beyond the governments of States Parties
(specifically, beyond governmental organisations and authorised entities or individuals within States
Parties concerned with the operation of the Convention (subparagraph 1.1 of Part VII of this Policy)).
In accordance with the principles set out in subparagraph 2.12 of Part VI of this Policy.
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33 the number of clearances granted for access to confidential information in accordance
with paragraph 11 of the Confidentiality Annex, and any changes in senior staff
positions concerned with the implementation of the confidentiality regime;

3.4  resource and operational requirements and general policy issues arising from
confidentiality procedures in the course of verification activities and in the IMS;

3.5 any changes that have been made in administrative directives established to
implement this Policy, including any changes to administrative directives that have
been made necessary by the Conference’s approval of amendments to this Policy;

3.6  any reported loss of confidential information;

3.7  any breaches or alleged breaches involving staff members of the Secretariat, breach
investigations conducted by the Director-General, and consequent actions taken;

3.8 any changes in the IMS which have substantial implications for the security of
confidential information contained in the system;

39  the conduct of staff training and awareness programmes about the obligation to
protect confidential information and to abide by the confidentiality regime, and the
provision of instruction, advice and regular reminders to all staff members of the
Secretariat about the principles of this Policy and the procedures required to
implement it, as well as about the principles and procedures relating to security, and
the possible penalties that staff members would incur in the event of improper
disclosure of confidential information; and

3.10 the number of items of confidential information to which authorised recipients
associated with the Organisation were granted access in accordance with the
principles set out in subparagraph 2.12 of Part VI of this Policy.
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PART XI
AMENDMENT PROCEDURE
1. Any State Party or the Director-General may propose amendments to this Policy.

Any proposed amendments shall be forwarded by the Director-General, through the
Executive Council, to the Conference of the States Parties for its consideration and
approval in accordance with its rules of procedure.

2. The Director-General shall, without delay, issue any changes to administrative
directives that are made necessary by the Conference’s approval of amendments to
this Policy, and shall report on any such changes to the Executive Council and to the
Conference in the annual report on the confidentiality regime. The Director-General
shall ensure that all staff employed by the Organisation are informed of such changes
immediately and receive related training, preferably within three months, but in any
event as soon as possible after their introduction.
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Glossary

‘The Convention’: The Convention on the Prohibition of the Development, Production,
Stockpiling and Use of Chemical Weapons and on their Destruction

‘The Confidentiality Annex’ or ‘CA’: The Annex on the Protection of Confidential
Information, annexed to the Convention

‘The Organisation’ or ‘“The OPCW’: The Organisation for the Prohibition of Chemical
Weapons, established under Article VIII, paragraph 1, of the Convention

‘The Conference’: The Conference of the States Parties established under Article VIII,
paragraph 4 of the Convention

‘The Secretariat’: The Technical Secretariat established under Article VIII, paragraph 4 of
the Convention

“The Confidentiality Commission’: The Commission for the settlement of disputes related to
confidentiality cited in paragraph 23 of the Confidentiality Annex

‘MCP’: Manual of Confidentiality Procedure
‘OCS’: Office of Confidentiality and Security in the Technical Secretariat

‘IMS’: Information Management System

-—-Q---
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PREKLAD

DOHODA MEZI

CESKOU REPUBLIKOU

ORGANIZACI PRO ZAKAZ CHEMICKYCH ZBRANI

O INSPEKCICH NA MISTE

V OBJEKTU PRO OCHRANNE UCELY SEZNAMU 1
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Ceska republika, dale uvadéna jako ,kontrolovany smluvni stat“, a Organizace pro
zékaz chemickych zbrani, dale uvadéna jako ,,Organizace* nebo ,,OPCW*,

s¢ jako smluvni strany dohodly na nasledujicich opatfenich ve vztahu k provadéni
inspekei podle ¢. VI odst. 3 Umluvy o zakazu vyvoje, vyroby, hromadéni zasob a
pouziti chemickych zbrani a o jejich zniGeni, dale uvadéné jako ,,Umluva“,

v objektu pro ochranné udely seznamu 1 umisténém ve VOP-026 Sternberk, s. p., divize
VTUO Brno, TP Vyskov deklarovaném podle &. VI odst. 7 a 8 Umluvy, dale
uvadéném jako ,.objekt™.

Clanek 1

Vseobecna ustanoveni

1. Utelem této dohody je usnadnit provadéni ustanoveni Umluvy ve vztahu
k inspekcim provadénym v objektu podle &l. VI odst. 3 Umluvy a v souladu se
zavazky kontrolovaného smluvniho statu a Organizace podle Umluvy.

2. Nic vtéto dohodé¢ se nebude uplatiiovat ani vykladat zpisobem, ktery je
v rozporu s ustanovenimi Umluvy. V piipadé rozporu mezi touto dohodou a
Umluvou ma piednost Umluva.

3. Smluvni strany se dohodly, Ze pro ucely planovani budou uplatiiovat obecné
faktory, uvedené v ptiloze 1.

4. Cetnost a intenzita inspekci v objektu jsou stanoveny v oddilu B piilohy 1 a
odrazeji hodnoceni ohrozeni provedené Organizaci podle ¢asti VI odst. 30
Kontrolni piilohy Umluvy.

5. Inspekéni tym se sklada nejvyse ze Sesti (6) osob.

6. Jednacim jazykem komunikace mezi inspekénim tymem a kontrolovanym
smluvnim statem je béhem inspekci anglictina.

Clanek 2
Bezpecnost a ochrana zdravi pri praci
1. Otazky bezpe¢nosti a ochrany zdravi pfi praci se fidi Umluvou, Politikou a
predpisy OPCW v oblasti bezpe¢nosti a ochrany zdravi pti praci, pfisluSnymi

vnitrostatnimi a mistnimi ptedpisy v oblasti bezpeénosti a Zivotniho prostiedi ve
vztahu k objektu a vlastnimi predpisy objektu. Konkrétni opatfeni pro provadéni
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prislugnych ustanoveni Umluvy a Politiky OPCW v oblasti bezpe¢nosti a
ochrany zdravi pii praci ve vztahu k inspekcim v objektu jsou uvedena v
ptiloze 2.

2. Vsechny pfislu$né piedpisy v oblasti bezpecnosti a ochrany zdravi pfi praci
dilezité pro provadéni inspekce v objektu jsou uvedeny v ptiloze 2 a zpfistupni
se v objektu pro pouZiti inspekénimu tymu.

3. V priibéhu  predinspekéni informacni porady informuji zéastupci objektu
inspekéni tym
o viech otazkach bezpecnosti a ochrany zdravi pii praci, které jsou zjejich
pohledu pfi provadéni inspekce v objektu dilezité, véetné:

a) opatieni v oblasti bezpe€nosti a ochrany zdravi pfi praci v kontrolovaném
objektu seznamu 1 a moZnych nebezpeci, s nimiZ se mohou setkat v
prubéhu inspekce;

b) vSech dodate¢nych opatfeni nebo predpisti v oblasti bezpecnosti a
ochrany zdravi pfi praci, které je nutné v objektu dodrzovat;

c) postupll, které je nutno dodrzovat v ptipadé nehody nebo v piipadé
jinych mimotédnych udélosti, v&etné informaci o nouzovych signalech,
unikovych cestach a vychodech a o tom, kde se nachazeji shromazdisté a
zatizeni pro mimoradné udalosti; a

d) konkrétnich kontrolnich ¢innosti, které musi byt z diivodd bezpecnosti a
ochrany zdravi pfi praci v n€kterych prostorach objektu, a zvlasté v
objektech seznamu 1 kontrolovanych na zaklad€ inspek&niho mandatu,
omezeny.

Inspekéni tym na pozadani potvrdi, Ze obdrzel takové informace, pokud byly
poskytnuty pisemné.

4. Inspekéni tym se v prib&hu inspekce zdrzi vSech Cinnosti, které by svou
povahou mohly ohrozit bezpecnost tymu, objektu nebo jeho pracovnikii nebo
které by mohly poSkodit Zivotni prostfedi. Pokud kontrolovany smluvni stat
odmitne nékteré¢ kontrolni ¢innosti, vysvétli okolnosti a bezpecnostni faktory,
které ho ktomu vedou, a zajisti nahradni moznosti provedeni kontrolnich
¢innosti.

5. V ptipadé mimotadnych situaci nebo nehod v objektu, vnichz se ocitnou
Clenové inspekéniho tymu, dodrzuje inspekéni tym postupy objektu pro
mimofadné udalosti. Kontrolovany smluvni stat poskytne podle moZnosti
v€asnou a ucinnou lékatskou a jinou pomoc se zietelem na pravidla 1ékaiské
etiky, pokud je 1ékat'skd pomoc vyZzadovana. Informace o l1ékarskych sluzbach a
zatizenich, které mohou byt pro tyto ucely pouZzivany, jsou uvedeny v oddilu D
ptilohy 2. Pokud Organizace provadi jina opatfeni lékaiské podpory clenti
inspekéniho tymu postizenych pfi mimofadnych udalostech &i pfi nehodach,
poskytne pfi takovych opatfenich kontrolovany smluvni stat podle moznosti
pomoc. Za nasledky té€chto opatieni bude odpovidat Organizace.
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6. V souladu s Politikou OPCW v oblasti bezpecnosti a ochrany zdravi pti praci
muze kontrolovany smluvni stat v dohodnutém rozsahu nutném k odstranéni
moznych obav ohledn€¢ zdravi a bezpenosti inspekéniho tymu poskytnout
dostupné udaje ziskané na zakladé detekce a monitorovani.

Clanek 3
Duvérnost

1. Otazky tykajici se diivérnosti se fidi Umluvou, v&etng jeji Divérnostni ptilohy,
Politikou OPCW v oblasti didvérnosti a pravnimi predpisy kontrolovaného
smluvniho statu o ochran€ utajovanych informaci. Konkrétni opatieni pro
provadéni ustanoveni Umluvy, Politiky OPCW v oblasti divémosti a pravnich
predpisit kontrolovaného smluvniho statu ve vztahu kochrang davérnych
informaci v objektu jsou uvedena v pfiloze 3.

2. Utajovan¢ informace jsou inspekénimu tymu pfeddvany v souladu
s ustanovenimi tohoto ¢lanku a v souladu s pravnimi predpisy kontrolovan€¢ho
smluvniho statu. Poskytnuté utajované informace lze pouZivat jen pro ucely
kontrolnich ¢innosti.

Clinek 4
Vztahy s médii a s vefejnosti

Vztahy smédii a s verejnosti se tidi Politikou OPCW v oblasti vztahii s médii a
s vefejnosti. Konkrétni opatfeni pro kontakty inspekéniho tymu s médii nebo
s vefejnosti ve vztahu k inspekcim objektu jsou uvedena v pfiloze 4.

Clanek 5
Inspekéni vybaveni

1. Podle ujednéani mezi kontrolovanym smluvnim statem a Organizaci bude
konkrétné pro inspekci objektu seznamu 1 pouzivano schvéalené vybaveni
uvedené v oddilu A pfilohy 5, podle uvazeni Organizace a v ramci bézného
postupu. Vybaveni bude pouZivano v souladu s Umluvou, s piislunymi
rozhodnutimi pfijatymi Konferenci smluvnich stath a se vSemi postupy
vzijemné dohodnutymi mezi kontrolovanym smluvnim statem a Organizaci
uvedenymi v pitiloze 5.



Strana 734 Sbirka mezinirodnich smluv & 36 / 2012 Castka 19

2. Ustanovenimi vySe uvedené¢ho odstavee 1 neni dotCena Cast IT odst. 27 az 29
Kontrolni pfilohy Umluvy.

3. Polozky vybaveni dostupné na misté a nepattici Organizaci, které kontrolovany
smluvni stat dobrovolné poskytl inspekénimu tymu na jeho zadost k pouZziti na
misté pfi provadéni inspekci spolu se vSemi postupy pouzivani takoveého
vybaveni, pokud se poZaduji, veSkera pozadovand podpora, kterda muize byt
poskytnuta, a podminky poskytnuti takového vybaveni jsou uvedeny v oddilu B
pfilohy 5. Inspekéni tym se miZe pied pouZitim tohoto vybaveni pfesv&dcit, ze
provozni  charakteristiky takového vybaveni odpovidaji  provoznim
charakteristikdm podobného vybaveni schvaleného Organizaci, nebo - pokud jde
o poloZky vybaveni, které nejsou na seznamu vybaveni schvaleného Organizaci
- odpovidaji zamyslenému ucelu pouziti takového vybaveni.

4. Pozadavky inspekéniho tymu, aby kontrolovany smluvni stat zajistil béhem
inspekce vybaveni uvedené vySe vodstavci 3, uplatni opravnény clen
inspekéniho tymu pisemné s pouzitim formulafe, ktery je uveden v pfiloze 5.
Stejny postup se pouZzije i pro jin€ pozadavky inspekéniho tymu v souladu s Casti
11 odst. 30 Kontrolni pfilohy Umluvy.

5. Dohodnuté postupy dekontaminace veSkerého vybaveni jsou uvedeny v oddilu
C prilohy 5.
6. Pro ucel kontroly je v ¢asti D piilohy 5 uveden seznam ptipadnych schvélenych

piistrojii pro monitorovani na misté, jakoz i dohodnuté podminky, postupy
pouZziti, udrzby, opravy, Gpravy a nahrady a ustanoveni o podpofe ze strany
kontrolovaného smluvniho statu, je-li pozadovana, mista instalace a
bezpecnostni opatfeni na ochranu téchto pfistrojii pro monitorovani na misté
proti neopravnénému zasahu.

Clanek 6
Piedinspekéni ¢innosti

1. Zastupci objektu poskytnou inspek¢nimu tymu predinspekéni informacni poradu
podle Casti 11, odst. 37 Kontrolni piilohy Umluvy. Predinspekéni informacni
porada zahrnuje:

a) informace o objektu dle popisu v pfiloze 6;

b) predpisy o bezpecnosti a ochran¢ zdravi pii praci popsané ve vyse
uvedeném ¢lanku 2 a podrobné uvedené v ptiloze 2; a

c) veskeré zmény vySe uvedenych informaci od posledni inspekce.

2. Veskeré informace o objektu, které kontrolovany smluvni stat dobrovolné
poskytl inspekénimu tymu v pribéhu predinspekéni informacéni porady s
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uvedenim, které informace je mozné piedat mimo objekt, jsou uvedeny v oddilu
B ptilohy 6.

Clanek 7
Provedeni inspekce

7.1  Stala opatieni

1. Inspekce se zahdji bezprostiedné po skonceni predinspekeni informacni porady,
pokud neni dohodnuto jinak. Po skonceni predinspekcni informacni porady
muze kontrolovany smluvni stat, na dobrovolném zaklad¢, umoznit inspekénimu
tymu na jeho Zadost prohlidku objektu. Opatfeni pro provedeni prohlidky
objektu jsou uvedena v piiloze 7.

2. Pred zahdjenim kontrolnich c¢innosti informuje vedouci inspekéniho tymu
zéastupce kontrolovan¢ho smluvniho statu o pocateCnich opatienich, ktera je
nutné piijmout k uskuteCnéni planu inspekce. Inspekéni tym bude tento plan
podle okolnosti upravovat po celou dobu priibéhu inspekce, pric¢emz konzultuje
s kontrolovanym smluvnim statem, pokud jde o jeho proveditelnost s ohledem
na &ast 11 odst. 40 Kontrolni piilohy Umluvy.

3. Cinnosti inspekéniho tymu se organizuji tak, aby bylo zabezpeteno véasné a
ucinné plnéni jeho funkci s minimalnimi obtizemi pro kontrolovany smluvni stat
a s minimalnim naruSenim ¢innosti kontrolovaného objektu. Inspekéni tym se
vyvaruje zbytecného naruSovani nebo zdrzovéni ¢innosti objektu a zasahovani
do jeho bezpecnosti. Inspekéni tym zejména neobsluhuje Zadné zatizeni. Jestlize
inspekéni tym povazuje pro splnéni svého mandatu za nezbytné, aby se
v objektu provedly urcité tkony, pozada o jejich provedeni uréeného zastupce
objektu.

4. Inspekéni tym jedna na zadost kontrolovaného smluvniho statu s pracovniky
objektu pouze za pfitomnosti zastupce kontrolovaného smluvniho statu nebo
jeho prostiednictvim.

5. Kontrolovany smluvni stat poskytne inspekénimu tymu na pozadani zajistitelné
pracovisté, véetné odpovidajiciho prostoru pro uloZeni vybaveni. Inspekéni tym
ma pravo své pracovisté zapedetit.

7.2 Pristup do deklarovaného objektu

Predmétem inspekce je deklarovany objekt seznamu 1 uvedeny v piiloze 6. Inspekéni
tym bude mit piistup do vSech ¢asti deklarovaného objektu.
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7.3  Pristup k dokumentaci a ziznamim a jejich kontrola

Schvéleny seznam dokumentace a z4znamdi, které kontrolovany smluvni stat b&zné
zpfistuptivje inspekénimu tymu pro ucely kontroly v prubéhu inspekce, i opatieni
k ochrané¢ divérnych informaci v souvislosti s pfistupem ktémto zaznamim jsou
uvedeny v pfiloze 8. Tato dokumentace a z&znamy budou inspekénimu tymu
poskytovany na pozadani.

7.4 Odbér vzorku a analyza

Aniz je dotéena &ast IT odst. 52 aZ 58 Kontrolni piilohy Umluvy, jsou postupy odbéru
vzorki a jejich analyzy pro ucely kontroly uvedeny v ptiloze 9.

Clanek 8
NavSstévy
1. Tento ¢lanek se pouzije pro navstévy provedené podle ¢asti 11l odst. 15 a 16
Kontrolni piilohy Umluvy.
2. Velikost tymu se pfi takové navstévé omezi na minimalni pocet pracovniki

nezbytnych k provadéni konkrétnich ukold, kviili nimz se navstéva uskutectiuje,
a vzadném piipadé nepiekro¢i velikost inspekéniho tymu uvedenou v ¢l 1
odst. 5.

3. Doba trvani navstévy podle tohoto Clanku se omezi na minimalni dobu
potiebnou pro provedeni konkrétnich ukold, které se vztahuji k monitorovacim
systémim, kviili nimZ se navstéva uskuteciiuje, a v zadném piipad€ neprekroci
predpokladanou dobu inspekce podle oddilu B piilohy 1 této dohody.

4. Pfistup k monitorovacim systémiim b&hem navst€vy se omezi na piistup nutny
k provedeni konkrétnich tkoll, kviili nimZ se navstéva uskutectiuje, pokud neni
dohodnuto s kontrolovanym smluvnim statem jinak.

5. Obecna opatieni pro navstévu a jeji notifikace jsou stejnd jako pro provedeni
inspekce.

Clinek 9

Porada po inspekci a predbézna zjisténi

1. Podle &asti IT odst. 60 Kontrolni piilohy Umluvy se inspekéni tym po dokondeni
inspekce setka se zastupci kontrolovaného smluvniho statu a s pracovniky
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odpovédnymi za inspek&ni misto k posouzeni predb&znych zjisténi inspekéniho
tymu a k objasnéni piipadnych nejasnosti. Inspekéni tym piedlozi zastupcim
kontrolovaného smluvniho statu sva predbézna zjisténi pisemné ve
standardizovaném formatu spolu se seznamem piipadnych vzorkl a s kopiemi
pisemnych informaci a shromé&zdénych Gdaji a dal$ich materialf, které maji byt
z objektu vyvezeny. Tento dokument podepisuje vedouci inspekéniho tymu.
Zastupce kontrolovaného smluvniho statu dokument spolupodepisuje na diikaz
toho, Ze se seznamil sjeho obsahem. Toto setkani musi byt ukonceno
nejpozdEji 24 hodin po dokondeni inspekce.

2. Dokument o ptfedb&éznych zjisténich také kromé jiného obsahuje seznam
vysledk analyzy, pokud byla provedena na misté, zaznamy o plombach,
vysledky kontrol zasob, kopie fotografii, které si ponechava inspekéni tym, a
vysledky uvedenych méfeni. Bude vypracovan ve formatu pro predbézna
zjisténi. Jakékoliv podstatn€é zmény tohoto formatu budou provedeny pouze po
konzultaci s kontrolovanym smluvnim statem.

3. Kontrolovany smluvni stat mize pfed ukoncenim porady po inspekci predlozit
inspekénimu tymu piipominky a podat vysvétleni ke vSem otazkam, které se
vztahuji k provedeni inspekce. Inspekéni tym piredloZi zastupci kontrolovaného
smluvniho statu sva predbé€zna zjisténi pisemné v dostatecném predstihu pied
ukoncenim porady po inspekci, aby umoznil kontrolovanému smluvnimu statu
pfipravit si vSechny ptfipominky a vysvétleni. Pisemné pfipominky a vysvétleni
kontrolovaného smluvniho statu  jsou ptilozeny k dokumentu
o pfedb&znych zjisténich.

Clanek 10
Administrativni opati‘eni

L. Kontrolovany smluvni stat inspekénimu tymu poskytne nebo obstard po celou
dobu trvani inspekce sluzby podrobné uvedené v ptiloze 10. Pokud nebude
dohodnuto jinak, Organizace uhradi kontrolovanému smluvnimu statu naklady,
které vzniknou pfi pobytu inspekéniho tymu.

2. Pozadavky inspekéniho tymu na poskytnuti nebo obstarani sluzeb ptedlozi
opravnény c¢len inspekéniho tymu kontrolovanému smluvnimu statu pisemné na
formuléfi uvedeném v piiloze 10. Pozadavky budou uplatilovany bezprostiedné
po zjisténi potfeby sluzeb. Poskytnuti téchto pozadovanych sluzeb pisemné
potvrdi opravnény clen inspekéniho tymu. Kopie vSech téchto potvrzenych
pozadavka si ponechaji ob¢ strany.

3. Inspekéni tym ma pravo odmitnout sluzby navic, které podle jeho ndzoru nejsou
potiebné k provedeni inspekce.
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Clanek 11

Zavazky

Veskeré naroky kontrolovaného smluvniho statu viici Organizaci nebo Organizace vici
kontrolovanému smluvnimu statu souvisejici s jakoukoli 0dajnou Skodou nebo
zdravotni Ujmou, ktera je nasledkem inspekci v objektu podle této dohody, se fesi, aniz
je dotden odstavec 22 Divérnostni piilohy Umluvy, podle mezinarodniho prava a
v piipadé potieby podle ¢lanku XIV Umluvy.

Clanek 12

Status priloh

Ptilohy tvofi nedilnou ¢ast této dohody. Jakykoliv odkaz na tuto dohodu zahrnuje i
ptilohy. V ptipad¢€ jakéhokoliv rozporu mezi touto dohodou a jakoukoliv ptilohou v§ak
maji ptednost ¢lanky této dohody.

Clinek 13
Zmény a upravy

1. Zmény clankl této dohody mohou navrhnout ob€ strany a odsouhlasi se a
vstoupi v platnost za stejnych podminek, jaké jsou stanoveny v ¢lanku 15.

2. Ptedstavitel Organizace a piedstavitel kontrolovaného smluvniho statu, z nichz
kazdy je vyslovn€ zmocnén k tomuto tkonu, se mohou kdykoli vzijemné
dohodnout na tpravach pftiloh této dohody, kromé ptilohy 1 a oddilu B ptilohy
5. O v8ech téchto upravach informuje generalni feditel Vykonnou radu. Kazda
strana této dohody muize odvolat sviij souhlas s ipravou nejpozdéji do Ctyr tydna
po jejim sjednani. Uprava nabude uginku dnem, kdy kontrolovany smluvni stat
pisemné€ notifikuje Organizaci, Ze byly splnény jeho vnitini poZadavky pro vstup
upravy v platnost; za Zadnych okolnosti se tak nestane pied uplynutim ¢tyt tydni
od dosazeni dohody na této uprave.

3. Kontrolovany smluvni stat bude aktualizovat udaje obsazené v oddilu A ptilohy
1 a oddilu B pfilohy 5, jak to bude nezbytné pro ucinné provadéni inspekci.
Organizace bude aktualizovat udaje obsazen¢ v oddilu B pfilohy 1, jak to bude
nezbytné pro ucinné provadéni inspekci.
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Clanek 14
ReSeni sporii

Veskere spory, které¢ mohou vznikat mezi stranami pii pouzivani nebo pfi vykladu této
dohody, se tesi podle ¢lanku XIV Umluvy.

Clanek 15

Vstup v platnost

Tato dohoda vstoupi v platnost po schvaleni Vykonnou radou a po podpisu obéma
stranami. Kontrolovany smluvni stat pisemné notifikuje Organizaci do data podpisu své
dodatecné vnitini pozadavky. Tato dohoda vstoupi v platnost pocinaje dnem, kdy
kontrolovany smluvni stat pisemné notifikuje Organizaci, Ze byly splnény jeho vnitini
pozadavky pro vstup v platnost.

Clanek 16

Doba platnosti a ukon¢eni

Tato dohoda pozbude platnosti, pokud se podle Vykonn¢ rady pfestanou na objekt
vztahovat ustanoveni ¢l. VI odst. 3 a 8 Umluvy a ¢asti VI Kontrolni ptilohy Umluvy.

Déano v Haagu, Nizozemsko, 15. Cervna 2011 ve dvou vyhotovenich v jazyce
anglickém, z nichZ kazdé ma stejnou platnost.

Za Ceskou republiku: Za Organizaci:
Jaroslav Horak Ahmet Uziimcii
Mimotadny a zplnomocnény velvyslanec Generalni feditel

Ceské republiky v Nizozemském kralovstvi
a staly predstavitel Ceské republiky

pti Organizaci pro zakaz chemickych zbrani
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Ptiloha 1 Obecné faktory pro provadéni inspekci
Ptiloha 2 PoZadavky a postupy v oblasti bezpecnosti a ochrany zdravi pti praci
Ptiloha 3 Konkrétni opatfeni ve vztahu k ochran¢ diivérnych informaci v objektu
Ptiloha 4 Opatieni pro kontakty inspek¢éniho tymu s médii nebo s vetfejnosti
Ptiloha 5 Inspekéni vybaveni
Ptiloha 6 Informace o objektu poskytované v souladu s ¢lankem 6
Ptiloha 7 Opatteni pro prohlidku objektu
Ptiloha 8 Zaznamy bézné zptistuptiované inspekénimu tymu v objektu
Ptiloha 9 Odbér vzorki a analyza pro ucely kontroly

Ptiloha 10

Administrativni opatfeni
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Priloha 1

Obecné faktory pro provadéni inspekci

Oddil A. Udaje, které poskytne a aktualizuje kontrolovany smluvni stat:

a) Pracovni doba v objektu seznamu 1: 07:00 - 15:00 hodin

b) Pracovni dny: pondéli - patek

¢) Svatky ajiné nepracovni dny: 1. ledna, wvelikono¢ni svatky, 1.

kvétna, 8. kvétna, 5. - 6. Cervence,
28. zati, 28. tijna, 17. listopadu,
24. - 26. prosince

d) Inspekéni Einnosti, které 1ze podporovat
mimo pracovni dobu: vyhodnocovani dat

€)  VSechny dalsi faktory, které by mohly
nepfiznivé ovlivnit U¢inné provedeni

inspekce: Zadné
Oddil B. Udaje, které poskytne a aktualizuje Organizace:
a) Maximalni pfedpokladana doba inspekce
(pro ucely planovani): 4 dny
b)  Pfiblizna velikost inspek&niho tymu: Ctyti (4) inspektori

¢)  Pocet podtym1i (sloZenych nejmén€ ze dvou inspektorti na jeden
podtym), kterym je tieba vyjit vstfic: az dva podtymy (tf1, jestlize se
vyZaduje odbér vzorkl a analyza)
d) Ptedpokladany objem a hmotnost vybaveni, které se bude dopravovat na misto,
véetn& ochranného vybaveni jednotlivee: 1 m’, 250 kg (bez analytického
vybaveni);
5m’, 1250 kg (v&etn& analytického
vybaveni)

12
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Priloha 2

PoZzadavky a postupy v oblasti bezpe¢nosti a ochrany zdravi p¥i praci

Oddil A. Zakladni zasady

1.

Platné piedpisy Organizace v oblasti bezpe¢nosti a ochrany zdravi p¥i praci
s piipadnymi schvilenymi odchylkami od presného provadéni:

Pouziji se Politika a ptedpisy OPCW v oblasti bezpecnosti a ochrany zdravi pfi
praci. V piipad€ jakéhokoli rozdilu mezi pfedpisy Organizace a kontrolovaného
smluvniho stitu v oblasti bezpefnosti a ochrany zdravi pifi praci se pouzije
odstavec 3.3.3 Politiky a predpisi OPCW v oblasti bezpe¢nosti a ochrany zdravi
pfi praci.

Piedpisy v oblasti bezpe¢nosti a ochrany zdravi pfi praci platné v objektu:

a) Ptedpisy objektu v oblasti bezpecnosti a ochrany zdravi pii praci
(Laboratorni fad TP VySkov a laboratorni fady jednotlivych laboratofi),
kterymi se ma fidit inspekéni tym, se tymu zpristupni a vysvétli
nejpozdéji pii predinspekeni informacni porad€. Pokud nékteré z téchto
predpisii omezuji kontrolni ¢innost, navrhne kontrolovany smluvni stat
nahradni zplisoby dosazeni cilt inspekce.

b) Jakékoli informace tykajici se otazek bezpecnosti prace, jako jsou noveé
uplatiiovana pravidla a pfedpisy v oblasti bezpecnosti prace (véetné
dodatkli a zmén plivodnich pravidel) a vSechny ostatni zmény, k nimz
doslo v objektu od posledni inspekce, vysvétli zastupce kontrolovaného
smluvniho statu inspekénimu tymu nejpozdéji pifi predinspekéni
informaéni porad€. Inspekéni tym bude dodrZzovat veSkera nové
uplatfiovand pravidla a ptedpisy bezpecnosti prace, veetn¢ dodatkli a
zmén pivodnich pravidel [v souladu s pfedchozim odstavcem 1]. Pokud
tato pravidla a ptedpisy omezuji kontrolni ¢innost, navrhne kontrolovany
smluvni stat nahradni zplisoby dosaZeni cilli inspekce.

c) Podle dohody mezi inspekénim tymem a kontrolovanym smluvnim
staitem se v pfipadé mimotadné udalosti pozastavi kontrolni ¢innost a
vzajemné se projednaji a dohodnou nédhradni zplisoby dosazeni cilt
inspekee.

d) V ptipadé¢ mimotadné situace jednaji inspektofi obecné podle pokyna
zastupci objektu.

€) Aby se zabranilo nehodam, jsou pracovnici objektu vzdy ptitomni
pokazdé, kdyz inspektoii navstivi potencialn€ nebezpecna mista.

Pozadavky a piedpisy v oblasti bezpe¢nosti a ochrany zdravi pfi praci
dohodnuté mezi kontrolovanym smluvnim statem a Organizaci:

Zadné.

13
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Oddil B. Detekce a monitorovani

1.  Piislu$né konkrétni bezpecnostni normy pro mezni hodnoty vystaveni
chemickym litkdm nebo jejich koncentraci na pracovisti, které by mély byt
dodrzovany v prubéhu inspekce:

a) Budou pouzity konkrétni normy pro mezni hodnoty vystaveni na
pracovisti, které jsou uvedeny v pfisluSnych materidlovych bezpecnostnich
listech planu inspekéniho tymu v oblasti bezpe¢nosti a ochrany zdravi pii
praci.

b) Pti predinspekéni informac¢ni porad€ informuje zastupce objektu inspekéni
tym o vSech konkrétnich nebezpelich a o normach, které musi byt
dodrZzeny ve vztahu k meznim hodnotdm vystaveni nebo koncentraci na
pracoviSti. Inspekéni tym se bude vtomto sméru fidit pokyny
kontrolovaného smluvniho statu.

2. Postupy detekce a monitorovani vsouladu s Politikou OPCW v oblasti

bezpecnosti
a ochrany zdravi pii praci, véetné udaju, které ma inspekéni tym shromazdit
nebo které mu maji byt poskytnuty:

a) Inspekéni tym bude v pfipad€ nutnosti pouzivat k monitorovani pracovisté
pro ucely osobni bezpecnosti inspekéniho tymu svoje schvalené prenosné
detektory, komercni detekéni soupravu a monitor vybusnin a kvality
vzduchu. Pfed pouzitim takového vybaveni vedouci inspekéniho tymu
uvédomi vedouciho doprovodného tymu kontrolovaného smluvniho statu.
Zastupci kontrolované¢ho smluvniho statu na pozadani podle moznosti
pomohou inspekénimu tymu pfi provadéni té€chto kontrol.

b) Inspekéni tym kdykoliv upozorni kontrolovany smluvni stat na obavy
tykajici se osobni bezpe¢nosti a ochrany zdravi pfi praci ¢lent inspekéniho
tymu. Kontrolovany smluvni stat proSetii tyto obavy a piijme ptislusna
opatfeni vletn€ veSkerych poZadovanych analyz. Tato Setfeni budou
provadéna co mozna nejdiive a inspekéni tym bude neprodlené informovan
o veSkerém ohrozeni zdravi a bezpe€nosti jeho Clend, které bylo Setfenim
zjisténo.

) Kancelar inspektord je umisténa mimo jakoukoliv nebezpecnou oblast a
nevyzaduje zddné monitorovani.

d) Pred zahgjenim jakékoliv kontrolni Cinnosti v oblasti, kde se naklada
s toxickymi chemickymi latkami nebo kde jsou tyto latky uskladnény, bude
inspekéni tym pouzivat, bude-li to povaZzovat za nutné, vlastni monitor
chemickych latek.

€) Kontrolovany smluvni stat informuje inspekéni tym nejpozd&ji pfi
pifedinspekéni informadni porad€ o jakémkoliv dal§im konkrétnim nebezpeci
a o normach, které musi byt spln€ny ve vztahu k meznim hodnotam
vystaveni nebo koncentraci na pracovisti. Inspekéni tym miZe od
kontrolovaného smluvniho stitu pozadovat pomoc pii zvladani tohoto
nebezpedi a pfi plnéni t€chto norem, a tidi se vtomto ohledu pokyny
kontrolovaného smluvniho statu.

14
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Oddil C. Ochrana

1. Ochranné vybaveni, které poskytne Organizace, a schvilené postupy
certifikace vybaveni a jeho pouziti:

Inspekéni tym ma podle ustanoveni &asti I Kontrolni ptilohy Umluvy pravo vzit
si do objektu jakékoliv osobni ochranné vybaveni schvalené Organizaci. Inspekéni
tym pouZije takové vybaveni v souladu s ustanovenimi odstavce 3.3.3. Politiky a
pfedpisi OPCW v oblasti bezpe¢nosti a ochrany zdravi pii praci. Kazda polozka
tohoto vybaveni, ktera se pfi kontrolni ¢innosti kontaminuje nebo u niz je divodné
podezieni na kontaminaci, se dekontaminuje nebo se zlikviduje, jak je stanoveno v
oddile C ptilohy 5.

2. Ochranné vybaveni, které poskytne kontrolovany smluvni stat, a schvalené
postupy, odborna priprava pracovniki a pozadované kvalifika¢ni zkousky
pracovniki
a certifikace; a schvalené postupy pouzivani vybaveni:

a) V ptipadech, kdy se kvili predpisim objektu v oblasti bezpecnosti a
ochrany zdravi pfi praci v objektu nepouZiva ochranné vybaveni
Organizace, poskytne objekt potfebné vybaveni a odbornou piipravu.
Vsechny takto vzniklé naklady ponese kontrolovany smluvni stat.

b) Pred pouzitim jakéhokoli ochranného vybaveni poskytnutého objektem
si inspekéni tym vyzada souhlas Organizace, jak to stanovi Politika a
predpisy OPCW v oblasti bezpecnosti a ochrany zdravi pii praci.

Oddil D. Zdravotni pozadavky

1.  Piislu$né zdravotni poZzadavky kontrolovaného smluvniho stitu a zejména
kontrolovaného objektu:

Zadné.
2. Postupy lékaiského vySetieni ¢lent inspekéniho tymu:

a) Po inspektorech nebude pozadovano, aby podstoupili 1€kai'ské vySetieni
za predpokladu, Ze predlozi platné aktudlni osvédCeni o zdravotni
zpusobilosti z odboru bezpecnosti a ochrany zdravi pti praci Organizace.

b) Za ucelem zjisténi hladiny cholinesterazy budou po ptijezdu provedeny
odbéry krve. Odbér krve na zavér inspekce se provede pouze v piipadé
skuteéného vystaveni nebo podezfeni na vystaveni organickym
slouceninam fosforu. Podezieni na vystaveni musi byt nejprve podlozeno
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jinymi prostfedky, bud’ pfi nehod€ (Gnik chemické latky, nehoda pfi
dekontaminaci apod.) nebo je prokdZe monitorovaci vybaveni. Po
inspekci mohou ¢lenové inspekéniho tymu dobrovolné podstoupit odbér
krve. Zjisténa hodnota hladiny plati jeden rok.

3.  Schvalena lékaFska pomoc, kterou poskytne kontrolovany smluvni stat:

a) Odpovédnost kontrolovan¢ho smluvniho statu v oblasti zdravotnictvi
zahruje prvni pomoc, opatfeni pro pievoz zdravotnickou zachrannou
sluzbou a spojeni s pfislusnou mistni nemocnici a evakuace do ni. Pokud
néktery Clen inspekéniho tymu onemocni nebo se zrani, bude I€kaiské
oSetfeni provedeno vsouladu spokyny zastupcli kontrolovaného
smluvniho statu. Naklady spojené s lékarskym oSetfenim clend
inspekéniho tymu zpétn€ uhradi Organizace z ptislusného zdravotniho
pojisténi. Clenové inspekéniho tymu maji pravo odmitnout jakékoli
doporucené lékarské oSetfeni, nesou vSak odpovédnost za nasledky
odmitnuti oSetteni.

b) Pfi zasazeni chemickymi latkami zajisti objekt opatieni pro mimotadné
udalosti vCetné¢ dekontaminace a prvni pomoci pied piijezdem
specializované 1€katské pomoci.

4.  Postupy pii nouzové evakuaci ze zdravotnich davodii:
a) Bezodkladné lékaiské sluzby poskytne v piipad€ nutnosti Nemocnice

Brmo (vzdalenost od objektu: 45 km) nebo Nemocnice Vyskov
(vzdalenost od objektu: 10 km).

b) Konkrétni postupy evakuace ze zdravotnich divodi se inspekénimu
tymu zpftistupni béhem piedinspekeni informacni porady.

5.  Dalsi schvalena zdravotnicka opatieni, ktera piijme inspek¢ni tym:
Zadna.

6. Postupy nouzovych opatieni pii zasaZeni inspekéniho tymu chemickymi
latkami:

V souladu s Laboratornim fddem TP Vyskov.

Oddil E. Uprava kontrolnich ¢innosti z diivodii bezpecnosti a ochrany zdravi pri
praci a schvalené nahradni zplisoby dosazeni cilii inspekce:

Pokud maji byt inspekéni Cinnosti z diivodii bezpecnosti a ochrany zdravi pii praci

pozastaveny, projednaji se a vzajemné dohodnou néhradni zplisoby dosazeni cili
inspekce.
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Priloha 3

Konkrétni opatieni ve vztahu k ochrané duvérnych informaci
v objektu

1. Oznacdeni kategorie dokumentii kontrolovaného smluvniho stitu
poskytovanych inspekénimu tymu:

Veskeré dokumenty poskytované inspekénimu tymu v souvislosti s objektem
jsou zpravidla klasifikovany jako "HIGHLY PROTECTED", pokud neni
uvedeno jinak. Informace Kklasifikované Organizaci jako ,,HIGHLY
PROTECTED" budou kontrolovanym smluvnim stitem oznaceny jako
-VYHRAZENE®,

2. Konkrétni postupy pro piistup inspekéniho tymu do utajovanych prostor
nebo k divérnym materialiim:

Inspekéni tym ma v pritbéhu inspekee piistup do vSech utajovanych prostor
kontrolovaného objektu pouze v doprovodu zastupce objektu. Soucasné po celou
dobu inspekce jsou mu zpfistupnény k pirezkoumani veSkeré informace
souvisejici s provadénim inspekce. V piipadech, kdy jsou poskytnuty kopie
dokumentti, zptistupni se inspekénimu tymu na pozadani originaly, pokud
existuji.

3. Postupy tykajici se potvrzeni prijeti jakychkoli dokumenti poskytnutych
inspekénimu tymu kontrolovanym objektem:

Opravnény Clen inspekéniho tymu podepiSe piijeti kazdého dokumentu, ktery
byl tymu piedan k pfezkoumani. Pti vraceni t€chto dokumentli podepiSe pfijeti
vedouci doprovodného tymu kontrolovaného smluvniho statu.

4, UloZeni davérnych dokumentu v kontrolovaném objektu (véetné postupu
tykajicich se pouziti kontejneru s dvojim ovlidinim na misté):

a) V pribéhu inspekce se veSkeré dokumenty (jiné neZ vracené
kontrolovanému smluvnimu statu) pfes noc, nebo jsou-li bez dozoru,
uchovavaji v zapeCeténém kontejneru v kancelafi inspekéniho tymu.
Pristup k témto dokumentiim maji pouze ¢lenove inspekéniho tymu.

b) Kontrolovany smluvni stat zajisti bezpecnostni schranku pro uloZeni
dokument(, které se maji uchovavat na mist€. Dokumenty se vlozi do
obalky nebo jiné prvotni schranky, kterou zapeceti vedouci narodniho
doprovodného tymu kontrolovaného smluvniho statu i vedouci
inspekéniho tymu. Zapeceténd obalka nebo schranka se spolu se
soupisem dokumenti vlozi do uzamykatelné sekundarni schranky
v kontrolovaném  objektu, kterou zapeCeti vedouci nérodniho
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doprovodného tymu kontrolovaného smluvniho statu i vedouci
inspekéniho tymu. Tato sekundarni schranka se uzamkne a vedouci
inspekéniho tymu zapeleti obalku S klicem
a ponechd tuto obalku v Gschové u vedouciho narodniho doprovodného
tymu kontrolovaného smluvniho statu do dalsi inspekce. Obdlka se jasné
oznadi, aby byla zfejma povaha jejiho obsahu a postupy, kterymi je nutné
se tidit v piipad€, Ze musi byt oteviena.

c) Kontrolovany smluvni stat vynaloZzi veSkerou priméfenou pédi k zajisténi
toho, aby nebyl mozny zadny neopravnény piistup k takto uloZenym
informacim. Pokud neni mezi kontrolovanym smluvnim statem a
Organizaci pisemné dohodnuto jinak, otevie se spolené zapeceténd
schranka pouze v pfitomnosti vedouciho nérodniho doprovodného tymu
kontrolovaného smluvniho statu i vedouciho inspekéniho tymu po
prijezdu nasledujiciho inspekéniho tymu do objektu.

5. Postupy vyvezeni jakychkoli pisemnych informaci, idaji a jinych materialu
shromazdénych inspekénim tymem mimo objekt:

a) Na konci inspekce se viechny klasifikované dokumenty zpravidla vrati
kontrolovanému smluvnimu statu nebo se vlozi do spolecné zapecCeténé
bezpecnostni schranky, kterou v objektu poskytne kontrolovany smluvni
stat.

b) Divémé informace jsou vyvazeny zobjektu pouze v minimélnim
mnoZstvi, nezbytném pro bezpecné a UCinné provadéni kontrolnich
ustanoveni Umluvy. Inspekéni tym piihlédne k navrham kontrolovaného
smluvniho statu, aby se zajistila ochrana citlivého vybaveni a informaci.
Kontrolovany smluvni stat midze ptfijmout takova opatieni, ktera
povaZuje za nezbytna k ochrané ditv€rnosti, za ptedpokladu, Ze splni své
zavazky podle ptisluinych ¢&lanki  Kontrolni ptilohy Umluvy.
Dokumenty, které se maji vyvézt mimo objekt, zastupce objektu pii
jejich pfedavani inspekénimu tymu podepiSe. Dokumenty se jasné
oznaci, aby bylo zfejmé, Ze sméji byt vyvezeny mimo objekt, a aby byl
patmy stupeii ochrany, kterd ma byt dokumentim poskytnuta.

c) Informace, poskytnuté kontrolovanym smluvnim statem, které jsou
klasifikovany jako ,,VYHRAZENE®, klasifikuje Organizace rovnocenné
jako ,,HIGHLY PROTECTED".

d) Kontrolovany smluvni stat neprodlené pisemné notifikuje Organizaci
kazdou zménu nebo zruSeni stupné utajeni u poskytnuté utajované
informace. Organizace v souladu s touto notifikaci upravi nebo zrusi
stuperi utajeni.

e) Jakékoli poruseni ochrany poskytnuté utajované informace se neprodlené
notifikuje kontrolovanému smluvnimu statu, véetné veskerych informaci
o incidentu, jeho dusledcich a opatfenich pfijatych za G¢elem omezeni
téchto disledkl a znemoznéni jeho opakovani.
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6. Postupy poskytovani kopii pisemnych informaci, udaji z podcitaci
inspektori a jiného materialu shromazdéného inspekénim tymem
zastupcim kontrolovaného smluvniho statu:

Po skonceni inspekce, po doruceni predbé€znych zjisténi inspekéniho tymu
kontrolovanému smluvnimu statu, obdrzi kontrolovany smluvni stat na svoji
zédost kopie pisemnych informaci a udaji z pocitaci inspektorii a jin¢ho
materidlu o tomto objektu, ktery inspekéni tym shromézdil v pribéhu inspekce.
Inspekéni tym vyhotovi kopie v pfitomnosti ¢lena narodniho doprovodného
tymu kontrolovaného smluvniho statu.

7. Jind opatreni:

a) Inspekénimu tymu nebude dovoleno pouZzivat na mist€¢ kopirovaci
piistroje. Veskeré dokumenty budou kopirovat clenové narodniho
doprovodného tymu kontrolovaného smluvniho stitu za piitomnosti
inspekéniho tymu.

b) Veskeré odesilani neutajovanych dokumentd z objektu telefaxem bude
provadéno v pfitomnosti ¢lena narodniho doprovodného tymu
kontrolovaného smluvniho statu.

c) Clenové inspekéniho tymu budou vzdy doprovazeni ¢lenem narodniho
doprovodného tymu (vyjma v jejich pracovni mistnosti).
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Piiloha 4
Opatieni pro kontakty inspekéniho tymu s médii nebo s vei-ejnosti

Vedouci narodniho doprovodného tymu kontrolovaného smluvniho statu bude
odpovidat za planovani a fizeni pfistupu médii béhem inspekci Organizace. Pokud
média pozadaji, aby bylo ¢lentim inspekéniho tymu mozno polozit dotazy, bude vedouci
narodniho doprovodného tymu kontrolovaného smluvniho statu koordinovat Zadost
s vedoucim inspekéniho tymu. Zadosti se budou vyiizovat jednotlivé. Ugast
inspek¢niho tymu na akci s médii bude na uvazeni Organizace, v souladu s Politikou
OPCW v oblasti medii, po schvéleni ze strany kontrolovaného smluvniho statu.
VSechny vysledné tiskové zpravy se budou vydavat pouze se schvéalenim
kontrolovaného smluvniho stétu.
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Piiloha §

Inspekéni vybaveni

.

Oddil A. Udaje o inspekénim vybaveni, které sdéluje Organizace:

Technicky sekretariat si vyhrazuje pravo zvolit, aniZ jsou dot¢ena prava kontrolovaného
smluvniho stadtu podle Kontrolni piilohy Umluvy, &asti I, odst. 29, vzit do
kontrolovaného objektu kteroukoli polozku ze schvaleného seznamu inspekéniho
vybaveni, kterou urci jako nezbytnou pro splnéni inspekénich poZadavki.

Oddil B.
stat:

Udaje o vybaveni, které dobrovolné poskytuje kontrolovany smluvni

Polozka vybaveni Postupy pouziti Podpora, ktera ma byt Pripadné podminky,
poskytnuta, pokud bude doba, naklady
pozadovana
HPTLC Normalizované Zptistupnéno, pokud je
[provozni postupy provozuschopné; zpétné
(SOP) objektu hrazeno Organizaci
HPLC Normalizované Zptistupnéno, pokud je
[provozni postupy provozuschopné; zpétné
(SOP) objektu hrazeno Organizaci
GC-MS Normalizované Zptistupnéno, pokud je
[provozni postupy provozuschopné; zpétné
(SOP) objektu hrazeno Organizaci
GC-FTIR Normalizované Zptistupnéno, pokud je
provozni postupy provozuschopné; zpétné
(SOP) objektu hrazeno Organizaci
(UV-VIS Normalizované Zptistupnéno, pokud je
provozni postupy provozuschopné; zpétne
(SOP) objektu hrazeno Organizaci

Seznam referencnich vzorkli a normalizované provozni postupy, které budou pouzity u
vybaveni poskytnutého kontrolovanym smluvnim stitem, budou dodany laboratofi
Organizace k pfezkoumani, aby se zjistilo, do jaké miry je mozné pouZit normalizované
postupy misto vybaveni, norem a postupil uplatiiovanych v ptipadech, kdy se pouziva
vybaveni schvalené Organizaci.

QOddil C. Postupy dekontaminace vybaveni:

1. Jakakoliv polozka ptinesend do objektu, ktera béhem inspekce pfisla do styku
s toxickymi latkami nebo u niz existuje ditvodné podezieni, Ze s nimi mohla
ptijit do styku, se v ptipad€ nutnosti dekontaminuje podle pokynli Organizace
a predpisti objektu, které se vztahuji na takové ¢innosti. Narodni doprovodny
tym kontrolovaného smluvniho statu
takovou dekontaminaci dokonéili v¢as.

a inspekéni tym spolupracuji, aby
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2. Pokud to pted vyvezenim inspekéniho vybaveni z objektu povazuje vedouci
inspekéniho tymu za nutné, pisemné potvrdi, Ze polozky vybaveni uvedené
vyse vodstavci 1 byly dekontaminovéany a kontrolovany smluvni stat toto
prohldSeni o dekontaminaci spolupodepiSe. Pokud o to inspekéni tym po
dodrzeni schvéalenych dekontaminacnich postupd na zakladé¢ potvrzené
zbytkové kontaminace nebo na zaklad€ pozadavk ¢i ptedpist o nebezpecnych
odpadech pozada, bude kazda takova polozka vybaveni pouZita pii kontrolnich
¢innostech ponechana na konci inspekce v objektu. Toto vybaveni bude
zlikvidovano na naklady Organizace pfedtim, nez inspek¢ni tym opusti misto
inspekcee.

3. V ptipadech, kdy kontrolovany smluvni stat pozaduje, aby bylo vybaveni
ponechéno v objektu, uhradi Organizaci plné ptimé reprodukéni naklady
nejpozdeéji 30 dnt ode dne odjezdu inspekéniho tymu z mista vstupu. Nebo
jinak miiZe, je-li to moZné, dekontaminovat vybaveni pro pfepravu Organizaci
nejpozdéji 60 dnii po odjezdu, nebo poslat ndhradu nejpozd€ji 30 dnit po
odjezdu.

4. Vyse uvedeny odstavec se nepouzije, pokud diivodem kontaminace vybaveni
bylo jeho chybné pouziti ze strany inspekéniho tymu a kontrolovany smluvni
stat m& obavy o bezpecnost pti prfepravé kvili zbytkové kontaminaci po
dekontaminaci. Kontrolovany smluvni stat se v§ak pokusi toto vybaveni dale
dekontaminovat pro bezpe¢nou piepravu Organizaci.

5. Polozkové ndklady na dekontaminaci, které¢ skutecn¢ vznikly objektu, se
ptedlozi  Organizaci k thradé¢  prostfednictvim  narodniho  organu
kontrolovaného smluvniho statu a budou proplaceny nejpozdéji 30 dnl ode
dne, kdy Organizace obdrzi poZadavek na uhradu.

Oddil D. Schvalené pristroje pro monitorovini na misté
Zadné.

ZADOST O VYBAVENI, KTERE JE ZPRISTUPNENO NA MISTE A KTERE
BUDE POSKYTNUTO V SOULADU S CL. 5 ODST. 3, A POTVRZENI O JEHO
POSKYTNUTI

Datum:

Objekt:

Cislo inspekce:

Jméno opravnéného ¢lena inspek&niho tymu:

Typ a pocet poloZzek pozadovaného vybaveni:
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Souhlas kontrolovaného smluvniho statu se zadosti:

Poznamky kontrolovaného smluvniho statu k zadosti:

Uvedeni piipadnych nakladii na pouziti pozadovaného/nabidnutého vybaveni:

Potvrzeni zmocnéného ¢lena inspekéniho tymu, Ze pozadovana(¢) polozka(y) vybaveni
byla(y) poskytnuta(y):

Ptipadné poznamky zmocnéného ¢lena inspekéniho tymu ohledné€ poskytnutého
vybaventi:

Jméno a podpis zmocnéného ¢lena inspekcniho tymu:

Jméno a podpis zastupce kontrolovaného smluvniho statu:
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Piiloha 6
Informace o objektu poskytované v souladu s ¢lankem 6

Oddil A. Témata informaci pro prredinspekéni informaéni poradu:

Organizac¢ni tabulky objektu.

2. Zemépisny obrys objektu a vymezeni hranic objektu, véetné podrobné mapy
objektu.

Predpisy v oblasti bezpe¢nosti a ochrany zdravi pfi praci.

4. PoZzadavky na ochranu diivérnosti.

5. B&Zn4 Cinnost provadéna v objektu, véetné mista uskladnéni chemickych latek a
prekurzorti seznamu 1 a registracni postupy.

6. Informace o postupech v ptipadé mimotadnych situaci.

7. Vsechny zmény, knimz doSlo vobjektu od posledni inspekce, a veSkeré

nasledné navrhy na zmény v dohodé€ o objektu.
Administrativni a logistické opatieni (doprava, strava, pracovni mistnost atd.).
9. Prohlidka objektu.

Oddil B. VSechny informace o objektu, které dobrovolné nabidne
kontrolovany smluvni stit inspekénimu tymu pii piedinspekéni
informacni poradé, s uvedenim informaci, které je mozné piedat
mimo objekt:

1. Prezentace VOP-026 §temberk, S. p., divize VTUO Brno.
2. Technicky piehled deklarovaného objektu.

vr s

0ddil C. Uvedeni prvkii tvoricich objekt, véetné jejich fyzického umisténi:

1. Mistnosti pouzivané k vyrobé€, baleni, analyze chemickych latek seznamu I,
k uskladnéni chemickych latek zapsanych v seznamech, k odpadovému
hospodatstvi umisténé v ptizemi Laboratofe pro zv1astni Gcely.

2. Mistnost pouzivand pro systém filtrace vzduchu umisténa v prvnim patie
Laboratote pro zvlastni ucely.
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Piiloha 7
Opati‘eni pro prohlidku objektu
Kontrolovany smluvni stdt mlize na zadost inspek¢niho tymu poskytnout prohlidku

objektu. Kontrolovany smluvni stat miiZe pti prohlidce objektu poskytnout inspekénimu
tymu vysvétleni.
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Priloha 8

Ziznamy bézné zptistupiiované inspekénimu tymu v objektu

1. Plan mista.
2. Predpisy objektu v oblasti bezpecnosti a ochrany zdravi pii praci.

Soupis chemickych latek seznamu 1, zdznamy o vyrobé&, spotiebé a pieprave
chemickych latek seznamu 1.

4. Vyrobni postupy chemickych latek seznamu 1.
Soupis chemickych prekurzori seznamu 1.

6. Analytické zaznamy.
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Priloha 9

Odbér vzorki a analyza pro icely kontroly

Oddil A. Schvilena mista odbéru vzorkii vybrana s patiiénym posouzenim
stavajicich mist odbéru vzorki, ktera pouziva obsluha objektu:

Béhem inspekce vybere inspekéni tym mista odbéru vzorkil a vedouci narodniho
doprovodného tymu kontrolovaného smluvniho stitu je jednotliv€ schvali. Pokud
kontrolovany smluvni stat nesouhlasi s né¢jakym mistem odbéru vzorku, které vybral
inspekéni tym, poskytne inspekénimu tymu pisemné vysvétleni a navrhne nahradni
mista.

Oddil B. Postupy odbéru vzorki:

1. Vzorky budou odebirat pracovnici objektu podle normalizovanych provoznich
postupti objektu za pritomnosti ¢lend inspekéniho tymu.

2. Odebere se jeden vzorek, jehoz mnozstvi bude dostatecné k rozdéleni na osm (8)
alikvotnich ¢asti.

QOddil C. Postupy zachazeni se vzorkem a déleni vzorku:

1. Se vzorkem budou zachazet a budou jej rozdé€lovat pracovnici objektu podle
postupiit Organizace a za pritomnosti ¢lena nebo ¢lenti inspekéniho tymu. Pokud
to bude inspekéni tym pozadovat, bude se vzorkem zachazet a bude jej
rozdélovat inspekéni tym pomoci vybaveni a postupli schvalenych Organizaci
podle piisluinych ustanoveni Umluvy za piitomnosti zastupce kontrolovaného
smluvniho statu.

2. Kazdy vzorek bude na zadost inspekéniho tymu nebo kontrolovaného smluvniho
statu rozdélen na osm (8) alikvotnich Casti.

3. Téchto osm (8) alikvotnich ¢asti vzorku se ptidéli takto:
a) dva (2) pro analyzu na mist¢
b) jeden (1) pro tischovu pro kontrolovany smluvni stat

C) pét (5) pro analyzu provadénou mimo objekt, pokud to inspekéni tym
bude povazovat za nutné.

4. Kontrolovany smluvni stat poskytne inspekénimu tymu k pouZiti zajistitelné
zafizeni pro uloZeni, aby se zabranilo poSkozeni vzorki odebranych b&hem
inspekce.

5. Vsechny nepouzité vzorky se vrati objektu.
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6. Jakékoliv ¢ast vzorku ponechand na misté miiZe byt kdykoliv zniena na zaklad¢
rozhodnuti Organizace, nejpozd¢ji v§ak 60 dni po jeho odebrani.

Oddil D. Postupy pFipadné analyzy vzorkii na misté:

Pokud je to mozné, provede se analyza vzorkd na mist€. Inspekéni tym mé pravo
analyzovat vzorky na misté za piitomnosti zastupcii kontrolovaného smluvniho statu.
Tato analyza se bude provadét pomoci vybaveni schvaleného Organizaci a podle
normalizovanych provoznich postupii Organizace, které se poskytnou kontrolovanému
smluvnimu statu. Vedouci narodniho doprovodného tymu miize pozadovat, aby
inspekéni tym pouzival analytick€é vybaveni Organizace ve slepém modu. Timto neni
dotéeno pravo inspek¢éniho tymu na piepravu vzorkil k analyze mimo objekt.

Oddil E. Postupy ptipadné analyzy mimo objekt:

Inspekéni tym piepravi, pokud to bude povaZzovat za nutné, vzorky k analyze mimo
objekt do laboratofi uréenych Organizaci.

Oddil F. Opatieni tykajici se uhrady nakladi spojenych s likvidaci nebo
odstranénim nebezpeéného odpadu, ktery vznikl béhem odbéru
vzorkii a analyzy na mist¢ béhem inspekce, kontrolovanym
smluvnim stitem:

Objekt zlikviduje v souladu s mistnimi a statnimi normami v oblasti ochrany Zivotniho
prostiedi veSkery odpad, ktery vznikl pii postupu odb€ru vzorkli a analyz na miste.
Odstranéni kapalnych odpadii do jednoho litru nebo pevnych odpadi do jednoho
kilogramu bude pro Organizaci bez naklada.
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Oddil A.

6.

7.

Mezinarodni a mistni 0fedni komunikace véetné hovorid/faxi mezi mistem

Piiloha 10

Administrativni opatieni

Sluzby, které jsou rozepsany nize, poskytne kontrolovany smluvni
stat inspekénimu tymu s podminkou dhrady jak je uvedeno v oddile

B nize:

inspekce
a sidlem Organizace: telefon, fax, e-mail.

Vozidla: 1 osobni vozidlo a 1 dodavkové vozidlo od kontrolovaného smluvniho

statu a na miste.

Pracovni mistnost vcetn€ odpovidajiciho prostoru pro uloZeni vybaveni:
kancelaf, sklad analytického vybaveni.

Ubytovani: hotely ve VySkove.

Stravovani: ve formé cateringu na TP Vyskov, hotely ve VySkove.

Lékarska péce: 1 1¢kar z personalu Nemocnice Brno, oSetfovna v objektu.

Tlumocnické sluzby:

Pocet tlumo¢niki:

Ptedpokladana doba tlumoceni:

2

7,00 - 15,00 hodin

Jazyky: Cestina - anglictina/anglictina - ¢eStina

Oddil B. Rozdéleni niakladi na sluZby poskytované kontrolovanym smluvnim
staitem (zaSkrtnéte jednu z moZnosti u kazdé poskytované sluzby)
Odstavce Uhradi ptimo Uhradi inspekéni tym | Uhradi kontrolovany
laz7v Organizace po  |jménem Organizace béhem smluvni stat a
oddilu A inspekei doby pobytu v zemi nasledné proplati
vyse Organizace

1 X

2 X

3 X

4 X

5 X

6 X

7 X
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ZADOST O SLUZBY, KTERE MAJI BYT POSKYTNUTY NEBO ZAJISTENY,
A JEJICH POTVRZENI

Datum:

Objekt:

Cislo inspekee:

Kategorie pozadovanych sluZeb:

Popis pozadovanych sluZeb:

Schvaleni pozadavku kontrolovanym smluvnim statem:

Ptipominky kontrolovaného smluvniho statu k pozadavku:

Uvedeni ndkladi na pozadované sluzby:

Potvrzeni opravnéného ¢lena inspekéniho tymu, Ze pozadované sluzby byly poskytnuty:

Pfipominky opravnéného ¢lena inspek&niho tymu ohledné kvality poskytnutych sluzeb:

Jméno a podpis opravnéného ¢lena inspekéniho tymu:

Jméno a podpis zastupce kontrolovaného smluvniho statu:
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PRILOZENE DOKUMENTY (s moZnosti zm&n):
Dokument 1  Politika OPCW v oblasti vztahli s médii a s vefejnosti
Dokument 2 Politika OPCW v oblasti bezpe¢nosti a ochrany zdravi pii praci

Dokument 3 Politika OPCW v oblasti diveérnosti
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OoOPrPCw Konference smluvnich statu
Prvni zasedani C-I/DEC.55
Bod programu 40 16. kvétna 1997

Original: ANGLICKY

ROZHODNUTI

POLITIKA OPCW V OBLASTI VZTAHU S MEDII A S VEREJNOSTI

Konference,

pripominajic, ze Komise v dokumentu PC-X/23 odstavci 6.11 prozatimné schvalila
navrh Politikky OPCW v oblasti vztahli smédii a s vefejnosti pfipojeny k dokumentu
PC-X/A/WP.5 ve znéni zmén provedenych Pracovni skupinou A v dokumentu PC-X/A/3
odstavci 6.2, véetné ,,Orientacniho seznamu oblasti, v nichz mize OPCW béZzn¢ poskytovat
informace sd€lovacim prostfedkiim a Siroké vefejnosti," ptipojenému k piiloze dokumentu
PC-X/A/WP.5, do piijeti jinych pfislusnych dokumentli vCetn€ navrhu Divémnostni politiky
OPCW,

pripominajic dale, ze Komise v dokumentu PC-XI/17 odstavci 7.7 pfijala navrh
Duiivérnostni  politiky OPCW pfipojeny k dokumentu PC-XI/B/WP.§ ve znéni zmén
provedenych Pracovni skupinou B v dokumentu PC-X1/B/12 odstavci 7.2,

majic na paméti, Ze Komise doporucila v odstavci 46.4 své zavéreéné zpravy, aby
Konference pfijala vySe uvedeny navrh Politiky OPCW v oblasti vztahti s médii a s vefejnosti
veetné ,,Orientacniho seznamu oblasti, v nichz mize OPCW béZné poskytovat informace
sdélovacim prostiedkiim a Siroké vetejnosti®,

timto:

prijima Politiku OPCW v oblasti vztahil s médii a s vetejnosti OPCW vé&etné ,.Orientacniho

seznamu oblasti, vnichZz mize OPCW b&zn€ poskytovat informace sdélovacim
prosttedkim a Siroké vetrejnosti®, ktera je ptilohou tohoto dokumentu.

Ptiloha

CS-1997-154
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C-I/DEC.55
Medialni politika
strana 3

Priloha
POLITIKA OPCW V OBLASTI VZTAHU S MEDII A S VEREJNOSTI

1. Uvod

Tento dokument, ktery stanovi Politikku OPCW v oblasti vztahli smédii
a s verejnosti (dale uvadénou jen jako ,,Medidlni politika®) pro v8echny organy
OPCW, pracovniky OPCW a jejich Cinnosti, bude platit pro kontakty se
sdé€lovacimi prostfedky nebo s jednotlivei, ktefi nejsou zamé&stnani v Organizaci
ani pro ni nepracuji na zakladé¢ smlouvy ani nejsou zmocnéni smluvnim statem
ve vztahu k provadéni Umluvy. Bude zahrnovat ustni, pisemna, elektronickéa
nebo jakakoliv jina sdéleni.

Provadéni Medidlni politiky bude v souladu s Dlivérnostni politikou OPCW.

2. Zasady a cile

Provadéni Medialni politiky napomaha sdé€lovacim prostfedklim a Siroké vetejnosti
chéapat ukoly a Cinnosti Organizace do té miry, kterd je potiebnd pro usnadnéni
dosazeni cile a uéelu Umluvy. Podporuje obraz OPCW jako pistupné mezinarodni
organizace, kterd poskytuje vyvazené, v€asné a objektivni informace. Nebude pfilis
propagacni a aktivni, ale vyhne se tomu, aby byla schopna pouze pasivné reagovat.

3. Povinnosti

Generalni teditel odpovida za zajisténi provadéni Medialni politiky na vSech
urovnich Organizace. Generélni teditel vyda ptisluSné administrativni smérnice
a pfijme dal§i potiebna opatfeni pro fadné¢ provadéni této politiky pracovniky
OPCW.

4. Kontakty OPCW
4.1 Otevi‘enost

OPCW bude usilovat o to, aby byla pfi poskytovani konkrétnich informaci o svych
¢innostech co mozné nejvice oteviena a pfistupnd, a bude provadét ucinny program
vztahli s vetejnosti vzhledem ke sd€lovacim prostfedkiim a k Siroké vetejnosti.
Orientacni seznam oblasti, v nichz mlize Organizace béZn¢ poskytovat informace pro
tyto ulely, je uveden v ptiloze této Medidlni politiky. Takové informace se nevztahuji
k uréitému smluvnimu statu nebo mistu.
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C-I/DEC.55
Medidlni politika
strana 4

4.2

43

43.1

4.3.2

Cinnosti usti‘edi

a) Generalni teditel a {pfisluSny utvar odpovédny za vykon Politiky OPCW
v oblasti vztahi smédii a s vefejnosti}' jemu odpovédny
a jednajici na zdkladé konzultaci s ptislusnymi utvary Technického
sekretariastu  OPCW jsou zmocnéni vyfizovat bé€Zn€ vSechny styky
Technického sekretariastu OPCW se sdé€lovacimi prosttedky a Sirokou
vefejnosti.

b) Generalni fteditel muize uvolnit sdélovacim prostfedkim nebo Siroké
vetejnosti informace, které se konkrétn€ vztahuji k n€kterému smluvnimu
statu, pouze na zaklad¢ zadosti nebo s vyslovnym souhlasem smluvniho
statu, jehoZ se tyto informace tykaji.

Kontrolni ¢innosti
Inspekéni tymy

a) Vedouci inspekéniho tymu odpovidéd za zajisténi toho, aby vSichni ¢lenové
inspekéniho  tymu vletn€é kvalifikovanych odbornikli jmenovanych
generalnim feditelem podle ¢asti XI odst. 7 Kontrolni ptilohy Umluvy, pokud
jsou pritomni, prisn¢ dodrzovali Medialni politiku. Clenové inspekéniho
tymu jsou plné obezndmeni smedidlni politikou a s ptisluSnymi
administrativnimi smérnicemi generalniho feditele.

b) Clenové inspekéniho tymu ani neiniciuji kontakty tykajici se jakychkoliv
aspektli konkrétni kontrolni <Cinnosti ve smluvnim statu v zajmu
sdélovacich prostfedkli nebo S§iroké wvetejnosti, ani takové aspekty
nekomentuji. Vedouci inspekéniho tymu mize na pozadani, aniz je
dotéeno ustanoveni odst. 2 pism. c) bodu (ii) Davérnostni ptilohy, po
piedchozim zmocnéni generalnim feditelem ¢init prohldSeni pro sdélovaci
prostiedky nebo Sirokou vetejnost. Jakékoliv takové prohlaSeni by mélo
byt vsouladu se standardnimi pokyny pro tisk o obecném programu
kontroly, které vypracuje Organizace. Pfed stykem se sdélovacimi
prostiedky se konzultuje s kontrolovanym smluvnim statem prospé&3nost
navazani takovych kontaktli a vydavani takovych prohlaseni.

Pozorovatel

Zadajici smluvni stat je pln& odpovédny za zajisténi toho, Ze pozorovatel dodrzuje
vSechna pfisluina ustanoveni Medidlni politiky, a pfijme k tomu vSechna nezbytna
opatfeni. Pozorovatel se ma proto drzet tychz ustanoveni Medialni politiky, ktera plati
pro Cleny inspekéniho tymu, a ma byt jimi vazan a nemd v tomto ohledu podnikat
74dné samostatné opatieni.

Zavorky {} oznaduji, ze text uvedeny v zavorkach bude nahrazen nazvem pfisluiného utvaru Technického sekretariatu OPCW,

az bude rozhodnuto o kone¢né struktuic TS.
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4.3.3 Kontrolovany smluvni stit
a) Kontrolovany smluvni stat zajisti, aby inspekéni tym nebyl vystaven

pozornosti ze strany sd€lovacich prostfedkli takového druhu, jeZ by mohla
poskozovat ¢innosti inspek&niho tymu po dobu pobytu ve staté.

b) KdyZ kontrolovany smluvni stat povazuje za zadouci pro leps$i pochopeni
pozadi kontrolnich Cinnosti vefejnosti zorganizovat kontakty se sd€lovacimi
prostiedky za ucasti vedouciho inspekéniho tymu, zéastupce kontrolovaného
smluvniho statu a vedouci inspek&niho tymu toto konzultuji pfed kontaktem se
sdélovacimi prostfedky v souladu s ustanovenimi bodu 4.3.1. pism. b) vyse.
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Priloha

Orientaéni seznam oblasti, v nichZ muze OPCW bézné poskytovat informace
sdélovacim prostiedkiim a Siroké veiejnosti

1. Obecné informace o:

a) struktufe OPCW, jejich uradech, rozpoltu, technické podpore
a personalni politice a struktufe;

b) ¢innostech OPCW v¢etné spoluprace se smluvnimi staty;

c) spolupraci OPCW s Organizaci spojenych narodd a s jinymi
mezivladnimi organizacemi;

d) kontaktech s védeckymi a vyzkumnymi institucemi a o podpofe ptijimané
od jinych instituci za u¢elem Umluvy;

e) chemickém primyslu, o podpofe obchodu s chemickym a piibuznym
zatizenim a o védeckém a technickém vyvoji v oblasti chemie;

) narodnich subjektech, kterych se tyka provadéni Umluvy, véetné narodnich
organd, sdruzeni chemického primyslu atd.;

2) postupu niceni chemickych zbrani, starych chemickych zbrani a zanechanych
chemickych zbranich; a

h) kontrolnich ¢innostech vcetné¢ technologic a metodologie pouZivané pfi
inspekcich na misté.

2. Jiné materialy zaloZené na:

a) obsahu Umluvy a postupii jejiho provadéni, napt. formulafe deklarace,
vzorové dohody a kontrolni postupy;

b) zpravach nebo <&astech zprav Organizace, které nejsou davérné,
o provadéni Umluvy, uvedenych v &l. VIII odst. 38 pism. b) Umluvy,
s uvazenim moznych rozhodnuti Konference, Vykonné rady nebo generalniho
feditele nezvefejtiovat takove zpravy nebo jejich urcité Casti; a

) vefejné dostupnych materialech poskytnutych smluvnimi staty tykajicich se
jejich vlastni politiky souvisejici s provadénim Umluvy.
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OoOPCW Konference smluvnich statu
Prvni zasedani C-I/DEC.8
Bod programu 26 14. kvétna 1997

Original: ANGLICKY

ROZHODNUTI

POSTUPY TYKAJICI SE PROVADENI POZADAVKU V OBLASTI BEZPECNOSTI
PRO CINNOSTI INSPEKTORU A INSPEKCNICH ASISTENTU V SOULADU
S CASTI I, ODSTAVCEM 43, KONTROLNI{ PRILOHY UMLUVY

Konference,

pripominajic, Ze Komise schvilila pfepracovany navrh Politiky v oblasti bezpe¢nosti a
ochrany zdravi pfi préci, ptiloha 1 dokumentu predsedy PC-VI/B/WP.10, s doplnénim
nésledujici véty do odstavee 3.3.3 (¢): ,,Timto nejsou doteny povinnosti smluvniho statu
zajistit pfistup do kontrolovaného objektu za Ucelem provadéni kontrolnich Cinnosti
v souladu s Umluvou* (PC-VI/22, odstavec 6.7);

piipominajic, ze Komise ve svém PC-XIII/18 odstavci 7.2 posoudila a pfijala navrh
Predpisit OPCW v oblasti bezpecnosti a ochrany zdravi pfi praci pfipojeny k PC-XIII/B/WP.2;

pripominajic, Ze Pracovni skupina B ve svém PC-XIII/B/6 odstavci 2.2 posoudila navrh
Predpisi OPCW v oblasti bezpe¢nosti a ochrany zdravi pfi praci pfipojeny k PC-
XII/B/WP.2, vzala na védomi dohodu zapsanou v odstavci 3.2 PC-XIII/B/WP.2,
doporucdila, aby Komise tyto Piedpisy pfijala;

majic na paméti, Ze¢ Komise doporucila v odstavci 40.5 své zavérecné zpravy, aby
Konference pfijala vySe uvedeny ndvrh Politiky OPCW v oblasti bezpe¢nosti a ochrany
zdravi pfi praci a navrh Piedpisit OPCW v oblasti bezpeénosti a ochrany zdravi pfi praci,

timto:

1. prijima Politiku OPCW v oblasti bezpecnosti a ochrany zdravi pfi praci a
Piedpisy OPCW v oblasti bezpecnosti a ochrany zdravi pti praci a bere na
védomi dohodu zapsanou v odstavci 3.2 dokumentu PC-XIII/B/WP.2 ptipojeného
k témto Piedpistim.

Priloha

CS-1997-105
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POLITIKA OPCW V OBLASTI BEZPECNOSTI A OCHRANY ZDRAVi PRI PRACI!

ODBSAN ..o e 1-2
1 Prohlaseni o Politice v oblasti bezpecnosti a ochrany zdravi pii praci...................... 3
2 UIVOU e 4
3 OdPOVEANOSLL......eoiiiiiiiiiiecie ettt 4
3.1 OPCW et 4
32 Inspekéni tymy OPCW ..o 5
33 Kontrolované SmIUuvni StALY .............ocveeieiiiiiiiieiecccee e 5
4. OFZANIZACE @ SPIAVA ......oieviiiiiiiiieie ettt ettt ettt ettt ae ettt ssetseseeeeesens 7
5. ODECNE ZASAAY........ooviieiiiiiiiie ettt ettt ae et 7
5.1 POSUZOVANT T1ZIKA ..ot 7
5.1.1  Obecna hlediska posuzovani rizika.................ccccovvveriieeciinieiieens 7
5.12  Udaje o chemickém Nebezpedi............ooovvvvvvoeeeeecreeeeeereeen. 7
5.1.3  Jindnez chemickd nebezpeti ...........cccoviiiiiiiiiiiieiieeeeee 8
52 RIZENT THZIKA........oooooooeoee oo 8
52.1  Obecna hlediska fizeni rizika ..........cccoovernrennercercecn, 8
522  Detekce a MONItOTOVANT ........oocovviiriiiiiiiiie e e 8
523 OCHIANA .....cooiiiiiciee e 8
524  Kontrola Kontaminace ...........ccocooeviriiieneneicese e 9
525 VYDAVENT ..ot 9
5.3 Pozadavky v oblasti bezpecnosti a ochrany zdravi pii praci..................... 10
53.1  Normy OPCW e, 10
5.3.2  Narodni normy v oblasti bezpe¢nosti a ochrany zdravi
PILPTACT ...t 10
5.3.3  Mistni hlediska bezpecnosti a ochrany zdravi
PILPIACL .. 10
5.3.4 Balenia preprava nebezpecnych chemickych latek............... 11

"Obsazeno v ptiloze 1 dokumentu PC-VI/B/WP.10, ve znéni PC-VI/22, bod 6.7.
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54  Bezpecnost a ochrana zdravi pfi praci v ramci OPCW................. 11

541  Lékatské zabezpeceni
542  Obecna bezpetnost v budoveé

a v kancelatich OPCW
543  Bezpecnost v laboratofich

5.5 Zasady bezpecnosti a ochrany zdravi pii praci béhem
inspekci

55.1  Clenové inspekéniho tymu
5.5.2  Hlediska bezpenosti a ochrany zdravi pii praci

pozorovateli

6. Odborna priprava
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1. PROHLAél;Ni O POLITICE V OBLASTI BEZPECNOSTI A OCHRANY
ZDRAVI PRI PRACI

OPCW ptisuzuje bezpecnosti a ochrané zdravi pfi praci velkou dilleZitost. Bezpec¢nost a
ochrana zdravi pfi praci vSech pracovniki, ktefi se mohou Gcastnit jejich ¢innosti nebo
mohou byt jimi poSkozeni, je prvofada. Veskeré Cinnosti, jichZ se u€astni pracovnici
OPCW, budou provadény zplisobem, ktery snizuje vystaveni na co nejmensi moznou
miru, poskytuje pracovnikim pifiméfenou bezpecnost, snizuje provozni riziko na
nejmensi moznou miru a podporuje dobry zdravotni stav. Generdlni feditel OPCW
zajisti, aby byla politika v oblasti bezpe€nosti a ochrany zdravi pfi praci provedena na
v8ech drovnich Organizace. Generalni feditel bude tuto politiku a dopliujici
dokumenty v oblasti bezpecnosti a ochrany zdravi pfi praci pravidelné prezkoumavat a
v ptipadé nutnosti pfijme ptislusna opatteni k jejich zméné.

[Jméno]
Generalni feditel
OPCW

[Datum]
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2. UVOD

Tento dokument stanovi politiku OPCW v oblasti bezpeénosti a ochrany zdravi
pti praci pro vSechny pracovniky OPCW, jeji Cinnosti vcetné inspekci a pro
prostory OPCW. Prosttedky, kterymi se bude tato politika provadét, jsou uvedeny
v dokumentu Piedpisy OPCW v oblasti bezpe¢nosti a ochrany zdravi pti praci.
Navod pro provadéni je obsazen v dokumentu Pokyny OPCW v oblasti bezpecnosti a
ochrany zdravi pii praci. Obecné zasady v oblasti bezpe¢nosti a ochrany zdravi pii
praci stanovené v tomto dokumentu jsou zavazné.

3. ODPOVEDNOSTI

3.1 OPCW

3.1.1 Generalni feditel odpovidd za bezpecnost a ochranu zdravi pfi praci pracovnikil
OPCW. Generalni feditel zfidi v ramci Organizace Utad pro bezpetnost a ochranu
zdravi pti praci, vjehoz Cele budou stat a jehoz pracovniky budou pfislusné
kvalifikovani pracovnici, aby se =zajistilo, Ze Politika a Predpisy v oblasti
bezpecnosti a ochrany zdravi pii praci schvalené Konferenci smluvnich stati se
piisn€ dodrzuji. Generdlni feditel vyda a udrzuje Pokyny OPCW v oblasti
bezpecnosti a ochrany zdravi pii praci.

3.12 Pozaduje se, aby vSichni pracovnici OPCW dodrzovali Politiku OPCW v oblasti
bezpecnosti a ochrany zdravi pfi préaci a s ni spojené Predpisy. Jsou také povinni
ptiméfenym zplisobem dbat na ochranu svého zdravi a na bezpecnost pii praci, jakoz
ina zdravi a bezpecnost jinych osob, které by mohly byt poskozeny jejich jednanim.

3.1.3  Vedouci Utadu pro bezpeénost a ochranu zdravi pii praci:

(a) vypracuje pokyny a stanovi postupy v souladu se schvalenou Politikou
OPCW v oblasti bezpe¢nosti a ochrany zdravi pfi praci scilem zajistit
bezpeénost a ochranu zdravi pracovnikt OPCW pfi praci;

(b) zavede postupy vybirani, pfijimani, odborné ptipravy, -certifikace a
opakovaného hodnoceni pracovniki OPCW, jak je zapotiebi v oblasti
bezpecnosti a ochrany zdravi pii praci;

(© ma pravomoc delegovat funkce tykajici se bezpe€nosti a ochrany zdravi pfi
praci na vhodn¢ kvalifikované ¢leny inspekénich tymi ¢i jinych skupin, jak
to vyzaduje konkrétni situace;

(d) v ptipadé€ potieby pozaduje dalsi vhodné kvalifikované pracovniky tam,
kde ptevladaji neobvykle nebezpecné podminky;

(e sleduje provadéni Politiky a Predpisi v oblasti bezpe€nosti a ochrany zdravi
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pti praci v celé OPCW a vSechny mimotadné udalosti nebo selhani, pravidelné
podava zpravu generalnimu tediteli a v pripad€ nutnosti doporucuje napravna
opatient;

€3] pozaduje spolupraci smluvnich statd, jejich pomoc a technické informace o
problematice bezpecnosti a ochrany zdravi pfi praci; a

(g)  poskytuje rady pii potizovani vybaveni v oblasti bezpecnosti a ochrany zdravi
pfi praci pro OPCW.

32  INSPEKCNI TYMY OPCW

32.1 Vedouci inspekéniho tymu odpovida za zdravi a bezpecénost pracovnikl tymu,
kdyZ se ucastni inspekce. Vedoucimu tymu pomaha a radi vhodné kvalifikovani
pracovnici v oblasti bezpe€nosti a ochrany zdravi pti praci, jak je nezbytné
k zajiSténi fadného provadéni Politiky a Ptedpisi OPCW v oblasti bezpecnosti a
ochrany zdravi pfi préaci sohledem na pievladajici podminky s cilem snizit
zdravotni a bezpeCnostni rizika na nejmensi moznou miru. VSichni pracovnici
inspek¢niho tymu musi byt pln€ obeznameni se viemi pozadavky OPCW v oblasti
bezpe€nosti a ochrany zdravi pii praci. Inspekénim tymim budou podle potieby
poskytnuti bezpecnostni a I€kai'$ti pracovnici.

322 Aniz je dotéena potieba dodrzovat také Predpisy OPCW v oblasti bezpeCnosti a
ochrany zdravi pfi praci, dodrzuji inspektoti a inspekéni asistenti pfi provadéni svych
¢innosti bezpecnostni predpisy zavedené na inspekénim mist¢ véetn¢ predpisi o
ochran€ kontrolovaného prostfedi v ramci objektu a ptedpisti o osobni bezpecnosti.

323 Pokud nékdy inspekéni tym nemlZze dodrzet Piedpisy OPCW, zastavi
kontrolni ¢innosti, dokud neni zpro$tén povinnosti jejich dodrZzovéani v souladu
s odstavcem 7 nize. V ptipad¢ potizi se pouZiji ustanoveni odstavce 3.3.3 niZe.

3.2.4 Také pracovnici inspekéniho tymu jsou odpovédni za svou vlastni bezpecnost a
zdravi a vzdy dodrzuji doporueni piedstaviteli OPCW pro oblast bezpecnosti a
ochrany zdravi pfi praci. Na nebezpeénych mistech musi pracovnici inspekéniho
tymu neustale vnimat sv€ osobni pracovni prostfedi a musi byt ostraziti, pokud se
tyka Cinnosti jinych pracovnik v bezprostiednim okoli. Pozaduje se, aby vSichni
¢lenové inspekéniho tymu dodrzovali Politiku a Predpisy OPCW v oblasti
bezpecnosti a ochrany zdravi pfi praci a také narodni politiky a pfedpisy v oblasti
bezpecnosti a ochrany zdravi pii praci kontrolovaného smluvniho statu, vlastni
politiku a pfedpisy mista a piipadn€ také politiku a predpisy pfislusného
hostitelského statu.

3.3 KONTROLOVANE SMLUVNI STATY

3.3.1 Kontrolované smluvni staty (nebo ptipadné hostitelské staty) udé€li bezpecnosti a
ochrané zdravi osob pfi praci a ochrané€ Zivotniho prosttedi nejvyssi prioritu. Za
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timto celem budou pied inspekci poskytnuty Technickému sekretariatu, pokud
je to prakticky mozné, informace o narodnich norméch v oblasti bezpecnosti a
ochrany zdravi pii praci, o mistnich pozadavcich na bezpe¢nost a ochranu zdravi
pii  praci, o popisu relevantnich zndmych nebezpeci a o dostupnosti podpory na
misté. Pokud to neni prakticky mozn¢, jsou pfislusné informace o bezpecnosti a
ochran€ zdravi pfi praci zahmuty do pfedinspekéni informacni porady inspekéniho
tymu.

3.3.2 Kontrolovany smluvni stat odpovida za zajist€ni toho, ze zdravotni a bezpecnostni
rizika budou snizena na nejmen$i moZnou miru, a usnadni provadéni inspekce
bezpeénym zptsobem. KdyZ i pfes vysokou Urovei bezpec¢nostnich opateni ohrozeni
trva, kontrolovany smluvni stit informuje vedouciho inspekéniho tymu o udrovni
ohroZeni.

3.3.3 Kontrolovany smluvni stat ma pravo zajistit, aby vSichni pracovnici inspek¢niho
tymu dodrzovali jeho narodni politiku a pfedpisy v oblasti bezpecnosti a ochrany
zdravi pti praci a mistni poZadavky a predpisy nebo vlastni poZadavky a predpisy
mista, pfi¢emz bude brana v Gvahu potteba chréanit diivérnost informaci na narodni
urovni ¢i na trovni inspekéniho mista, a v tomto ohledu:

() kdykoliv je n&jaky narodni pozadavek nebo vlastni pozadavek mista
piisnéjsi nez ustanoveni OPCW nebo je s nimi ve shod€, smluvni stat bud’
poskytne prostfedky nezbytné ke splnéni svych norem, nebo se vzda jejich
prosazovani;

(b) kdykoliv je néjaky pozadavek OPCW ptisnéjsi neZ narodni ustanoveni nebo
ustanoveni inspekéniho mista (pfipadné hostitelského statu), ma vedouci
inspekéniho tymu pravo vyzadovat, aby se vSichni Clenové inspekéniho
tymu OPCW fidili Politikou a Ptedpisy OPCW, pokud to neporusuje
vlastni zdravotni, bezpecnostni a divérnostni poZadavky mista. Vedouci
inspekéniho tymu mize také vyzvat vSechny ostatni pracovniky, aby je
dodrzovali, pokud je to prakticky mozné; a

(©) rozdily ve vykladu ptislusné politiky a predpisii v oblasti bezpecnosti a
ochrany zdravi pfi praci, které neni mozné vyftesit na misté, predlozi vedouci
inspekéniho tymu k rozhodnuti generdlnimu fediteli, pfi¢emZ vezme na
védomi poZadavek na zachovani div€mosti. V situacich, kdy generalni
feditel zmocni vedouciho tymu k pokracovani a kontrolovany smluvni stat
s tim souhlasi, je nutn€¢ se dohodnout na jasném rozdéleni odpovédnosti,
pokud se tyka jakékoliv mimotadné udalosti nebo nehody, k nimz muze
dojit. AvSak aby se zajistila kontrola urovn& ohroZeni ¢lenti inspekéniho
tymu a kontrolovaného mista, nebude inspekce pokracovat, dokud s tim
nesouhlasi smluvni stat. Timto nejsou dotéeny povinnosti smluvniho statu
poskytnout pristup do kontrolovaného objektu za uUcelem provadéni
kontrolnich ¢innosti v souladu s Umluvou.
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4. ORGANIZACE A SPRAVA

4.1 Uginné provadéni Politiky OPCW v oblasti bezpetnosti a ochrany zdravi pii praci bude
vyzadovat interni bezpecnostni a zdravotnickou zptisobilost. To ma podobu Uiadu pro
bezpecnost a ochranu zdravi pfi praci v ramci Organizace s pravem, pokud je to
nutné a vhodné, pfimého pfistupu ke generalnimu fediteli v zalezitostech tykajicich
se bezpec€nosti a ochrany zdravi pfi praci pracovnikit OPCW.

42  Velikost a struktura Utadu pro bezpetnost a ochranu zdravi pti praci jsou dostateéné
k tomu, aby zajistily, Ze mize byt pIn€ provadéna Politika a Pfedpisy OPCW v oblasti
bezpecnosti a ochrany zdravi pfi praci v prostorech OPCW 1 v terénu. Potfebné
prosttedky budou umémé velikosti, umisténi objekti a sloZeni Technického
sekretariatu, zv1aste Inspektoratu.

43  Vptipad¢ interniho sporu vramci OPCW ohledn€ problémi v oblasti
bezpecnosti a ochrany zdravi pii praci, které se nedaji jinak vyftesit, predlozi
vedouci Utadu pro bezpednost a ochranu zdravi pii praci véc k rozhodnuti
generdlnimu tediteli, pficemZz vezme na veédomi pozadavek na zachovani
didvérnosti.

5. OBECNE ZASADY

Utad pro bezpecnost a ochranu zdravi pii praci pfijme rezim Cinnosti zaloZeny na
posuzovani a fizeni rizika.

51  POSUZOVANI RIZIKA

5.1.1 Obecn4 hlediska posuzovani rizika

Posuzovani rizika se provadi jako soucast planovéni inspekce a Cinnosti s cilem snizit
zdravotni a bezpe€nostni rizika na nejmensi moznou miru. Toto posuzovani mimo jiné
zahrnuje hodnoceni environmentélniho, strukturalniho, fyzikalnitho a chemického
nebezpeci, jakoz i zareni, endemickych chorob a odpovidajicich zpasobd jejich
zvladani. Pokud toto hodnoceni znamend nadmérnou znalost zaleZitosti chranénych
divérnostnimi omezenimi, poskytne piisluiné komponenty posuzovani rizika, pokud
jde o urover rizika a opatieni, kterd maji byt pfijata, kontrolovany smluvni stat.
Podle potieby se bude posuzovani rizika v prib&hu inspekci aktualizovat. Postupy
posuzovani rizika se budou v ramci celé OPCW standardizovat.

5.1.2 Udaje o chemickém nebezpeti

Utad pro bezpetnost a ochranu zdravi pii praci bude udrzovat komplexni udaje o
nebezpe¢i chemickych latek zapsanych vseznamech 1 jinych nebezpecnych
chemickych latek.
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5.1.3 Jina neZ chemicka nebezpeti

Utad pro bezpetnost a ochranu zdravi pfi praci OPCW bude vénovat pozornost
nejenom chemickému nebezpeci, ale jakémukoliv nebezpeci, které mlize predstavovat
pracovni prostiedi pro pracovniky OPCW. Zvla$tnim nebezpedim miize byt pro
pracovniky OPCW nebezpei vybusnin v pracovnich prostorach, véetné nevybuchlé
munice, a tomu musi byt v€novana pozornost pii planovani jakychkoli Cinnosti
z hlediska bezpecnosti a ochrany zdravi. Pozornost bude také vénovana takovym
aspektim jako zafeni, hluk, prach, mechanické, elektrické a environmentalni
nebezpedi, pouziti tlakovych nadob a laserti atd.

52 RIZENi RIZIKA

5.2.1 Obecna hlediska Fizeni rizika

Zakladni zasadou, ktera se ma dodrZzovat v jakémkoliv mist€ nebo ptfi Cinnosti
zahrnujici nebezpeéné prosttedi (jako napf. nebezpecné chemické latky nebo
vybusniny), je omezit mozné vystaveni na co nejmensi pocet pracovnikii, co nejkratsi
dobu a co nejmensi mnoZstvi nebezpecného materialu postacujici pro bezpetnou a
uc¢innou ¢innost.

5.2.2 Detekce a monitorovani

Monitorovani pfitomnosti nebezpeci v prostiedi se bude provadét vzdy, kdyz to
bude mozné, a to jak pred jakoukoli ¢innosti, tak b&hem ni. Monitorovani podiéha
narodnim piedpistim, vlastnim pfedpisim mista a pfipadn¢ predpisim OPCW, jakoz i
pozadavku duvérnosti. Na inspekénim mist€¢ se budou pro monitorovani pfitomnosti
nebezpednych chemickych latek pouzivat schvalené detektory chemickych latek
seznamu 1, pokud mozZno s poplachovym zafizenim, nebo v pfipad¢ potfeby vhodna,
schvélena a dohodnutd primyslova zatfizeni. Pfi vyb&ru monitorovacich prostfedki
musi byt vénovana pozornost narodnim normam a ptipadn€ normam OPCW.

5.2.3 Ochrana

(a) Pouziti ochranného odévu a vybaveni je pfingjmensim zadoucim zpiisobem
jak zabranit vystaveni pracovnikl u¢inkiim nebezpeénych chemickych latek.
Musi byt vynaloZeno usili o snizeni zavislosti na ochranném odévu a
vybaveni v nebezpeném prosttedi rozumnym pouZzitim technickych a
administrativnich prostfedkii, jako je vétrani, izolace a vylouceni vsech
vstupli do nebezpecnych prostor, které nejsou nezbytné. Odpovidajici
posouzeni rizika musi prokazat, Ze byly vyzkouSeny veSkeré takové
alternativy.
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(b) Kromé pocatecniho posouzeni rizika na zéklad€é dostupnych informaci o
mozném nebezpeci, bude také vybé€r a pouziti ochranného odévu a
vybaveni zalozen na vysledcich monitorovani a provoznich pozadavcich
s uvazenim fyziologickych omezeni danych ur¢itym prosttedim.

(c) S védomim, Ze inspekcni tymy budou muset plnit své povinnosti na fadé
mist a vrlznych prostfedich, je zapotfebi pofizeni odpovidajici Site
bezpetnostniho a ochranného vybaveni. Zadny pracovnik OPCW nesmi byt
v toxickém primyslovém provozu nebo v provozu s chemickymi latkami
seznamu 1, aniz by mu bylo vydano odpovidajici bezpecnostni vybaveni a
vybaveni pro ochranu o¢i, kize a dychacich cest. Pozornost musi byt podle
potifeby vénovana také jinym poZadavkiim na ochranu (napt. pfilby nebo
bezpecnostni obuv).

(d) Vsechny ochranné od&vy a vybaveni, které pouZivaji pracovnici OPCW,
musi schvalit generalni teditel nebo jeho jmenovany zastupce na
doporudeni Utadu pro bezpednost a ochranu zdravi pii praci OPCW.
Takové schvéleni je zalozeno na odpovidajicich zkouSkach a postupech
certifikace a vydavani osvédCeni o schvaleni. Generalni feditel nebo jeho
jmenovany zastupce musi na zakladé doporuceni Utadu pro bezpetnost a
ochranu zdravi pfi praci schvalit jakykoliv zvlaStni ochranny odév a vybaveni
pouzivané pracovniky OPCW béhem inspekce.

5.2.4 Kontrola kontaminace

Vsechny ¢innosti se musi provadét s cilem zabranit kontaminaci nebo omezit rozsah
kontaminace, pokud kni jiz doSlo. Pokud se kontaminaci ned4a zabréanit, budou
pouzity vhodné dekontaminacni zafizeni a postupy, jak je ureno v planu v oblasti
bezpecnosti a ochrany zdravi pro cinnost vsouladu snormami schvalenymi
generalnim feditelem.

5.2.5 Vybaveni

(a) Pfi pofizovani vybaveni pro potiecbu OPCW se berou patfi¢n€é v tivahu
ustanoveni této Politiky a doplitkové dokumenty OPCW v oblasti
bezpecnosti a ochrany zdravi pii praci. Je vybrano vybaveni, které pro
pracovnika ptedstavuje nejmensi nebezpeli a pfitom je v souladu s
konkrétnimi pozadavky inspekce.

(b)  Veskeré vybaveni OPCW (nezahrnuté do odstavce 5.2.3 d)) urcené
pro pouziti v nebezpe¢ném prostiedi musi byt schvaleno Utadem pro
bezpecnost a ochranu zdravi pfi praci. Bude vybrano pouze takové
vybaveni, které dostatecné zajistuje bezpecnost a ochranu zdravi pfi praci
pracovnikit OPCW v souladu s pozadavky OPCW.
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53 POZADAVKY V OBLASTI BEZPECNOSTI A OCHRANY ZDRAVI PRI
PRACI

5.3.1 Normy OPCW

Prostedky, kterymi se bude tato politika provadét, jsou uvedeny v Piedpisech OPCW v
oblasti bezpecnosti a ochrany zdravi pii praci. Navod pro pouZiti t€chto predpist je
obsazen v dokumentu Pokyny OPCW v oblasti bezpecnosti a ochrany zdravi pti praci.

5.3.2 Narodni normy v oblasti bezpec¢nosti a ochrany zdravi p¥i praci

(a) V narodnich normach v oblasti bezpecnosti a ochrany zdravi pfi praci existuji
znaéné rozdily. Vedouci Ufadu pro bezpetnost a ochranu zdravi pti praci
zajisti, aby OPCW vénovala patfi¢nou pozornost splnéni téchto norem pii
planovani a provadéni &nnosti. Utad pro bezpetnost a ochranu zdravi pii
praci zaloZi a udrzuje databazi ptisluSnych hlavnich predpisi v oblasti
bezpecnosti a ochrany zdravi pii praci smluvnich stati. S vyhradou schvaleni
ptislusnych narodnich nebo mistnich organii na zidklad€¢ bezpecnosti a
divérnosti inspekéniho mista miZze vzniknout potfeba stanovit nebo sjednat
dodatecna opatieni v oblasti bezpec¢nosti a ochrany zdravi pti praci pripadné
potiebna pro dodrzeni norem OPCW.

(b) Smluvni staty jsou povinny poskytnout veSkerou moZznou dohodnutou pomoc
pracovnikim OPCW v I€katskych, zdravotnickych a bezpecnostnich
otazkéach. Pokud se narodni normy v oblasti bezpecnosti a ochrany zdravi pti
praci lisi od norem prijatych OPCW, pouZiji se ustanoveni odstaveti 3.3 a 5.5.1.

(¢) Inspekcim bude pfedchazet piiprava a schvaleni pisemncého planu
v oblasti bezpeénosti a ochrany zdravi pfi praci, ktery bude zahrnovat
opatfeni pro dodrZzeni poZadovanych norem OPCW a pfipadné
narodnich norem v oblasti bezpecnosti a ochrany zdravi pii préci.
Rozhodnuti o potfebé zaclenit do inspekce osoby a vybaveni pro bezpecnost a
ochranu zdravi pifi praci bude vychdzet z druhu inspekce a mista jejiho
provedeni. Dodrzovani nérodnich norem a predpist dan¢ho mista b&hem viech
druhti inspekei, zv1ast¢ v piipadé, Ze neexistuje predchozi pfislusnd dohoda
(napf. inspekce na vyzvu nebo udajné pouziti) bude vyzadovat diskusi se
zastupci kontrolovaného smluvniho stitu a moZnou zménu planu v oblasti
bezpe€nosti a ochrany zdravi pti praci v misté vstupu nebo na miste.

5.3.3 Mistni hlediska bezpe¢nosti a ochrany zdravi pii praci

(a) Pracovnici OPCW zapojeni do kontrolnich ¢innosti v rliznych Castech svéta se
budou setkavat stlznymi stupni zdravotniho a bezpe€nostniho rizika.
Vedouci Utadu pro bezpeénost a ochranu zdravi pii praci musi zajistit, aby
se pfi planovani a provadéni Cinnosti vénovala takovym rozdilim patti¢na
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pozornost, a musi také zajistit, aby pisemny plan v oblasti bezpecnosti a
ochrany zdravi pfi praci obsahoval odpovidajici opatfeni.

(b)  Planovani v oblasti bezpecnosti a ochrany zdravi pfi praci musi také vzit
v Gvahu zvlastni pozadavky, které predstavuji konkrétni druhy inspekci
OPCW nebo jinych ¢innosti.

5.3.4 Baleni a pireprava nebezpecnych chemickych latek

Celkovym cilem baleni a oznaCovani je zajistit, aby materidly odolaly riziku
manipulace, narazi pii prepravé a aby mohly byt spravn€ identifikovany.
Odpovidajici baleni a oznaceni musi byt provedeno pred jakymkoli pfemistovanim
nebezpecnych latek nebo vzorkli okolniho prosttedi a musi byt v souladu
s ptislusnymi narodnimi nebo mezinarodnimi piedpisy.

54 BEZPECNOST A OCHRANA ZDRAVI PRI PRACI V RAMCI OPCW

5.4.1 Lékaiské zabezpecfeni

(a) Utad pro bezpetnost a ochranu zdravi pii praci musi vypracovat pro
OPCW 1plny plan Iékarského a zdravotnického zabezpecCeni, ktery musi
vzit vavahu zdravotni pozadavky kladené na OPCW jako celek. Jeho
zékladnim prvky by zahrnovaly stanoveni preventivnich 1¢karskych opatieni,
ochranny program a hlediska soucasné urovné lékaiské péce, 1€Cby a
rehabilitace. Musi byt vypracovany ucinné postupy pro zdravotnickou
evakuaci pfi mimotadné udalosti z mist nasazeni.

(b) Musi byt zaveden program zdravotniho dohledu, vetn€ vstupnich,
periodickych, obcasnych a vystupnich vySetfeni podle popisu prace
jednotlivych osob. Tento plan také obsahuje postupy pro koordinaci usili, prav
a povinnosti lékafské sluzby kontrolovaného smluvniho statu (nebo
hostitelského statu) a 1ékarskych predstavitelli inspekéniho tymu.

(c) Bude pfijat systém Iékarské dokumentace, ktery odpovidajicim
zpusobem stanovi fadné vedeni osobnich 1ékafskych zaznamu. Povede
se evidence celkové doby vystaveni a vysledkii monitorovani a dohledu pri
nasazeni a vypracuje se souhmna lékatska zprava pro vSechny pracovniky pti
nasazeni. Budou shromazdovany statistické udaje, které nejsou divémé, o
nehodach, onemocnénich atd. a v pravidelnych intervalech budou poskytovany
vedeni Technického sekretariatu. VSechny udaje tykajici se zdravi inspektora,
veetn¢ dynamiky jejich zmén, jakoZ i informace o akutnich a kumulativnich
ucincich, by mé€ly byt zaloZeny ve zvlasté navrzené databazi.

(d)  Leékatské zabezpeceni ¢innosti OPCW bude zahrnovat péci o zdravi na
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zakladé¢ mistnich podminek, [ékafskou reakci na vystaveni toxickym
latkdm a 1¢kaiské oSetfeni a evakuaci po nehodach, urazech a vaznych
onemocnénich. B&hem vSech ¢innosti, pfi nichZ se pouZiva ochranny odév,
bude vypracovan a provadén program prevence onemocnéni z prehiati.

5.4.2 Obecna bezpecnost v budové a v kancelafich OPCW

Utad pro bezpe&nost a ochranu zdravi pfi praci OPCW posoudi bezpe&nost a ochranu
zdravi pfi praci vSech pracovniki OPCW ve vSech pracovnich prostedich. Toto saha
od nebezpetnych mist inspekce a7 po administrativni kancelare. Utad pro
bezpe€nost a ochranu zdravi pti praci bude provadét aplny pléan bezpeénosti v budove
OPCW.

5.4.3 Bezpectnost v laboratoiich

Cinnosti provadéné s nebezpednymi chemickymi latkami a jejich skladovani
v laboratofi OPCW budou podi¢hat Predpisim OPCW v oblasti bezpecnosti a
ochrany zdravi pfi praci. Pfi praci v jinych narodnich laboratofich se pouZije
odstavec 3.3. uvedeny vySe. Pokud jde o laboratot OPCW, musi byt vénovana nalezita
pozornost charakteristikdm bezpecné konstrukce, kontrole vstupu a spravné
laboratorni praxi.

ZASADY BEZPECNOSTI A OCHRANY ZDRAVI PRI PRACI BEHEM
INSPEKCI

n
in

5.5.1 Clenové inspekéniho tymu

V zajmu zajisténi bezpecnosti a ochrany zdravi pii préci Clend inspekéniho tymu a
kontrolovaného mista bez naruSeni ditvémosti béhem vsech inspekei, zvlasté inspekci
na vyzvu, a s vyhradou ustanoveni Umluvy se vzdy, kdyz to kontrolovany smluvni stat
poklada za potfebné, pouZiji tyto postupy:

(a)  pouziti jakéhokoliv ochranné¢ho vybaveni podl¢éhd dohod¢ uzaviené
pfed zahdjenim inspekce. Dohoda (napf. dohoda o objektu, pravidla
fizeného ptistupu) podléha potfebé plnit vlastni bezpecnostni a
divérnostni pokyny mista v souladu s bezpeCnostnimi pravidly a
predpisy, zvlaste€ kdyz se tykaji citlivych oblasti kontrolovaného mista;

(b) po dosazeni dohody o pouZziti vybaveni pro bezpefnost a ochranu
zdravi pii praci poskytne kontrolovany smluvni stat vybaveni pro
bezpecnost a ochranu zdravi pifi prdci mimo jiné vetné osobnich
detektorti, ochranného odévu a masek za predpokladu, Ze takové vybaveni
spliiuje ptisluiné normy a ptedpisy OPCW; a

(¢ na konci inspekce, pokud to pozaduje kontrolovany smluvni stat, bude kazdy
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kus vybaveni pro bezpeCnost a ochranu zdravi pfi praci pouZity pfi
kontrolnich innostech ponechdn na misté kontrolovaného smluvniho statu,
aby se dodrzely Predpisy v oblasti bezpecnosti a ochrany zdravi pii praci
nebo aby se zabranilo prozrazeni diivérnych informaci. Pokud se uplatni toto
ustanoveni, pfijme kontrolovany smluvni stat opatieni pro okamzité
nahrazeni vybaveni OPCW. Ve zvla$tnim piipad¢é inspekce na vyzvu by
jakékoliv nahrazeni vybaveni pro bezpe¢nost a ochranu zdravi pii praci
podléhala ustanoveni ¢l. IX odst. 23.

5.5.2 Hlediska bezpecnosti a ochrany zdravi pii praci pozorovateli

6.1

(a)  Vzhledem ke zvlaStnimu postaveni pozorovatele, ktery se ucastni
inspekce na vyzvu, vetné toho, Ze neni zndma jeho priprava ani odborna
pfiprava v oblasti bezpecnosti a ochrany zdravi pfi praci, nemuze ani OPCW
ani kontrolovany smluvni stat nést plnou odpovédnost za zdravi a
bezpecnost pozorovatele. Pokud je to vSak prakticky mozné, poskytne
OPCW a kontrolovany smluvni stat pozorovateli lékatskou péci, pomoc a
informace s cilem zajistit dodrzeni planu OPCW v oblasti bezpecnosti a
ochrany zdravi pfi préaci pro inspekci a veSkerych piislusnych narodnich
ptedpisii nebo vlastnich pfedpisi mista, podle toho, co bude kontrolovany
smluvni stat povaZovat za vhodné. Takto vzniklé naklady uhradi Zadajici
mluvni stat.

(b) Zadajici smluvni stat prijme pied odjezdem v3echna potiebna opatieni
s cilem pftipravit pozorovatele v oblasti bezpecnosti a ochrany zdravi pfi
praci podle zjisténého nebo predpokladaného stupné nebezpedi, s nimz se
setkd b&hem inspekce na vyzvu. Pozorovatel pted zah4jenim kontrolnich
¢innosti poskytne kontrolovanému smluvnimu stadtu dokumentaci takové
pfipravy (napi. lékaiské zpravy a zaznamy o odborné pifipravé atd.) ve
formatu uvedeném v Pfedpisech OPCW v oblasti bezpe¢nosti a ochrany zdravi
pii praci. Kontrolovany smluvni stat poskytne pozorovateli podle potieby stejné
zdravotni a bezpecnostni informace, které poskytl inspekénimu tymu.

(©) Pozorovatel pod vedenim vedouciho inspekéniho tymu vzdy dodrzuje
prislusna ustanoveni planu OPCW v oblasti bezpecnosti a ochrany zdravi pti
praci, jakoz i veSkeré narodni pfedpisy nebo vlastni pfedpisy mista.
Pozorovatel nemtize béhem inspekei podnikat Zadné samostatné ¢innosti.

ODBORNA PRiPRAVA

Odborna ptiprava je nejdalezitéj$im nastrojem OPCW ktomu, aby umoznila
osobam pfijimat zodpovédnost za vlastni zdravi a bezpecnost a optimaln¢ pouZivat
vybaveni a postupy poskytované OPCW.



Castka 19 Sbirka mezinirodnich smluv & 36 / 2012 Strana 781

C-I/DEC.8
Politika OPCW v oblasti bezpe¢nosti a ochrany zdravi pfi praci
strana 14

6.2  Generalni feditel OPCW odpovida za zajisténi toho, aby se otazky bezpecnosti a
ochrany zdravi pii praci odpovidajicim zplisobem zahrnuly do programii odborné
pfipravy a aby se pravidelné a v dostatené mife nabizely rekvalifikadni a
aktualizatni kurzy. Normy odborné pfipravy v pifedmétech vztahujicich se
k bezpecnosti musi sledovat Utad pro bezpecnost a ochranu zdravi pfi praci OPCW
vSude tam, kde se mtlize takova odborna ptiprava poradat. Generalni feditel odpovida
za bezpecnost metod odborné piipravy, které pouziva OPCW, coZz musi schvalit
generalni feditel nebo jeho jmenovany zastupce na doporudeni vedouciho Utadu
pro bezpecnost a ochranu zdravi pfi praci.

6.3 Odborna ptiprava ve vSech postupech vztahujicich se k bezpe¢nosti musi byt prakticky
zaméfena a s odpovidajicim teoretickym pozadim. U t&€ch pracovniki, ktefi potfebuji
osvédCeni pro pouziti ochranného odévu a vybaveni, musi odborna pfiprava
zahrnovat zkuSebni vystaveni uUCinkiim drazdivé latky (pouzitim o-
chlorbenzylidenmalononitrilu [CS] nebo jinych vhodnych cviénych latek). Diraz
se musi klast na seznameni se s vybavenim a ziskani divéry v toto vybaveni.

6.4  Pro odbornou pripravu a kvalifikaci pracovniki OPCW v oblasti bezpecnosti a
ochrany zdravi pti praci poskytne OPCW moduly piipravy specialisti.

6.5 Po odbomé piiprav€ vztahujici se kbezpecnosti musi nasledovat posouzeni a
kvalifikovani pracovnikil.

6.6 Je dulezité, aby pro kliCové Cinnosti vztahujici se k bezpecnosti byly urceny,
dosazeny a udrzovany normy minimalni odborné zptisobilosti. Rozsah &innosti, u
nichZz se ptedpoklada, Ze si osoba udrzi odbornou zpUsobilost, bude zaviset na
ptidélenych povinnostech a bude uréen v piisluiném popisu funkce. Vedouci Utadu
pro bezpecnost a ochranu zdravi pii praci bude odpovidat za zaji§téni toho, aby se
normy odborné zptisobilosti plnily a udrzovaly.

7. ZPROSTENI POVINNOSTI

7.1 Zékladni zasadou OPCW je piisn€¢ dodrzovani Politiky, Predpisi a Pokyni v
oblasti bezpe¢nosti a ochrany zdravi pii praci a zamezeni vSem zproSténim
povinnosti.

7.2  Vsituacich, kde je nutné se odchylit od pfisného dodrzovani Predpisi OPCW v
oblasti bezpe¢nosti a ochrany zdravi pfi praci s cilem zcela splnit cil a udel Umluvy,
muze vedouci inspekéniho tymu pozadovat doCasné osvobozeni od Predpist. Kazdé
takové osvobozeni by se muselo pln€¢ zhodnotit a odlvodnit ve formalni zadosti o
zprodténi povinnosti generalnim feditelem na doporudeni vedouciho Utadu pro
bezpecnost a ochranu zdravi pii praci.

7.3 Zprostit povinnosti mize pouze generalni feditel OPCW, ktery:

(@) zajisti existenci zdvaznych provoznich ditvodil pro zprosténi povinnosti;
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(b) zajisti, aby platila pfipadnd odpovidajici vyrovndvaci nebo doplitkova
opatfeni; a

(¢) bude brat na v€domi pravo kontrolovaného smluvniho statu chranit
citliva zatizeni a zabréanit prozrazeni divérnych informaci a udaji
nevztahujicich se k Umluvé.

7.4  Generalni feditel mOze delegovat pravomoc zprostit povinnosti jmenovanému
zastupci, pokud se domniva, Ze je to nezbytné z provoznich diivodd nebo pro
spInéni zvlastnich ustanoveni Umluvy.

8. ZMENY

8.1  Navrhované zmény Politiky OPCW v oblasti bezpecnosti a ochrany zdravi pfi praci
predklada generalni feditel Konferenci smluvnich stati k formalnimu schvaleni.

82  Navrhované zmény Piedpisi OPCW v oblasti bezpe€nosti a ochrany zdravi pfi préci se
predkladaji Vykonné rad¢ kschvaleni, které potvrdi priSti jednani Konference
smluvnich statl.

83 Zmény Pokyni OPCW v oblasti bezpe€nosti a ochrany zdravi pii praci v souladu se
schvalenou Politikou a Piedpisy schvaluje a provadi generalni feditel.

84  Zmeény po schvaleni provadi generdlni feditel, jakmile to je prakticky mozné, nebo
v kazdém ptipadé do 30 dnt.
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22

Uvod

(a) Predpisy OPCW v oblasti bezpecnosti a ochrany zdravi pti praci, dale
nazyvané jen ,Predpisy OPCW®, stanovi prostfedky, kterymi se provadi
Politika OPCW v oblasti bezpecnosti a ochrany zdravi pii praci, dale nazyvana
jen ,Politka OPCW®. Ptedpisy OPCW tvofi pevny zéklad pro
vypracovani Technickych pokynii OPCW v oblasti bezpe¢nosti a ochrany
zdravi pfi praci, dale nazyvanych jen ,,Pokyny OPCW*.

(b) Z4sady posuzovani rizika a fizeni rizika budou pfispivat k zajiSt€ni dobrého
zdravotniho stavu a bezpecnosti pracovniki OPCW pfi jejich ¢innostech.

Posuzovani rizika a Fizeni rizika

Riziko se vyznaCuje moZnosti vyskytu udalosti a vysi oCekavané Skody spojené
s takovou udalosti, pokud by k ni doslo.

Uvod

(a) Tento oddil obsahuje Cisté technicky popis procesii posuzovani rizika a fizeni
rizika. Tyto procesy nebudou vykladany jako pozadavek, aby kontrolovany
smluvni stat (KSS) poskytl vice informaci, nez je vyZzadovano podle znéni
Umluvy.

(b)  Obecné zasady posuzovani rizika a fizeni rizika jsou zaloZeny na tomto
metodickém procesu:

(1) zvazeni moznych nebezpedi ve vztahu k bezpecnosti a zdravi;,

(if) posouzeni rizik spojenych s takovymi zdvaznymi nebezpecimi (vySe Skod,
pravdépodobnost vyskytu) a rozhodnuti o pfijatelnosti takovych rizik;

(iii) tizeni rizik s pouzitim technickych a organizac¢nich opatfeni prevence a
ochrany;

(iv) zéznam posouzeni a rozhodnuti o Cetnosti prezkumu.
(© Odpovidajici odborna pfiprava pracovnikii velkou mérou pfispéje ke snizeni
rizik na nejmens$i moZnou miru.

Posuzovani rizika

(a) Posuzovani rizika poskytuje nastroj pro odhad rizik, jak prvotni, tak po
zvazeni stavajicich nebo navrhovanych opatieni zamétenych na sniZeni téchto
rizik na nejmensi moznou miru. Pfed zapocetim jakékoliv innosti se musi na
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zéklad¢ dostupnych dajh peclivé zvazit moznost vyskytu nebezpeci a jejich
nasledky.

(b)  V ptipadech, kdy se z povahy Cinnosti oCekava vyskyt nebezpeci (jako
napf. pfi nutném niceni, odborné ptiprav€ nebo urcité preventivni udrzbg),
se ur¢i jeho nasledky a definuji opatieni s cilem zajistit, aby byli pracovnici,
objekty a zivotni prostiedi bud’ chranéni nebo aby nebyli vystaveni.

(c) Posuzovani rizika bude zalozeno na dostupnych udajich o nebezpecich. Pokud
nelze patficn€ posoudit pravdépodobnost vyskytu nebezpe¢i nebo snim
spojenou vysi Skod, miize byt nutné vzit pii posuzovani rizika v uvahu
nejvérohodnéjsi nejhordi scéndr.

2.3 Rizeni rizika

() Rizeni rizika se sklada z pouziti technickych, lékatskych, organizaénich a
administrativnich postupl k ochrané zdravi a bezpenosti. Je zaméfeno na
sniZeni rizika na ptijatelnou urovet. Pocet osob vystavenych riziku a doba
jejich vystaveni se sniZi na nejmensi moZnou miru.

(b) Pokud se riziko spojené s urcitou Cinnosti povazuje za neptijatelne, ¢innost se
méni, dokud se riziko nesnizi do pfijatelnych mezi, nebo pokud to neni mozné,
se takova ¢innost neprovadi.

(©) Opatieni fizeni rizika, ktera se maji pfijmout jako vysledek posouzeni rizika, je
mozné rozd€lit do dvou rliznych kategorii:

(i)  preventivni opatfeni;
(il))  ochranna opatfeni.

(d) Technicka, 1ékatska, organizacni a administrativni opatfeni mohou byt pouzita
spolecné nebo samostatn€. Pfitom se musi se zvazit jejich mozné vzajemné
pusobeni a kombinace jejich vlivu na situaci.

©) Meéla by se nepfetrzit€ podnikat Cinnost s cilem zajistit, Ze se zbytkova rizika
udrzuji v pfijatelnych mezich. Pokud zné&jaké prfiCiny riziko piekroci
pfijatelné meze, musi se piijmout napravna opatieni s cilem dostat riziko zpét

do ptijatelnych mezi.

(H Preventivni nebo ochrannd opatieni se upravuji podle vyvoje rizika.
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3. Bezpetnost a ochrana zdravi pfi praci v prostorach OPCW
3.1  Plan v oblasti bezpe¢nosti a ochrany zdravi pii préci
(a) Utad pro bezpe&nost a ochranu zdravi pii praci pfipravi pro kazdou budovu
plan v oblasti bezpecnosti a ochrany zdravi pfi praci. Pti ptipravé a provadéni
tohoto planu se pouZivaji zasady procesti hodnoceni rizika a fizeni rizika. Tento

plan bude zahrnovat tato témata:

(1) Jmenovani personalu odpovédného za provadéni a sledovani planu.
To bude zahrnovat jmenovani zastupctli oblasti a divizi;

(i)  Pozadavky na dodrZzovani ptedpisii, pravidel a pokynti hostitelského
statu, narodnich nebo mistnich ptedpist, pravidel a pokynl. Pro
tento ucel jsou ddlezité normy pracoviSt€ a musi obsahovat
ptingjmenSim:

(aa) préci na zobrazovacich jednotkach;

(bb)  rucni manipulaci s bfemeny (zptisoby zvedani);
(cc) komfort prostredi;

(dd) normy pro osvétleni;

(ee) elektrické ptivody, ptislusenstvi a kabely; a

(ffy  udrzba budov a zafizeni.

(iii)  Uvodni a udrZovaci odborna ptiprava pracovnikiit OPCW tykajici se
bezpecnostnich a zdravotnich aspektii kancelarské prace;

(iv)  Zajisténi pozarni ochrany, prvni pomoci a postupil pii mimofadnych
udalostech;

(v)  Bezpecnost navstévnikil a dodavatelti; a

(vi) Zvazeni zvlaStnich nebezpedi.

(b)  Plan v oblasti bezpecnosti a ochrany zdravi pti praci bude rozeslan vSem
pracovnikiim a dodavateliim a bude jimi potvrzen.

©) Utad pro bezpetnost a ochranu zdravi pii praci bude nejméné jednou za rok
provadét uplnou zdravotni a bezpecnostni kontrolu a zprdvu o ni zasle
generalnimu tediteli.
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(d) Plan v oblasti bezpecnosti a ochrany zdravi pfi praci se musi pravidelng
aktualizovat podle vysledki kontrol a ménicich se pozadavka.

32 Opatteni pfi mimotadnych udalostech
(a) Musi byt vytvoteny plany, které se budou zabyvat mimotfadnymi udalostmi.
(b) Musi byt splnény mistni a narodni protipoZarni predpisy.

33 Prostory OPCW

(a) V budovach OPCW bude hygienik prace a pracovniho prostiedi
odpovidat za nezbytné monitorovani prostifedi. Hlavni Iékaf bude
odpovidat za biologické monitorovani, pokud se takové bude provadét.

(b) Hygienik prace a pracovniho prostfedi bude odpovidat za dohled nad
¢isténim, denni udrZzbou a periodickou péci o zafizeni pouzivané pro tcely
detekce a monitorovani kancel afi.

(c) Pokud je vybaveni ptivezené z inspekénich mist zpét do prostort OPCW
kontaminované, jsou bezpodminecn& nutné postupy kontroly kontaminace.
Podrobné postupy tykajici se dekontaminace vybaveni a bezpe¢né likvidace
toxickych chemickych latek, kontaminovaného odévu a vybaveni jsou
popsany v Pokynech OPCW.

(d) Laboratorni ¢innosti budou v souladu s ISO Pokynem 25 a ptipadn¢ budou také
zalozeny na spravn¢ laboratorni praxi.

(e) Pouziti nizozemského prava a Predpisit OPCW v oblasti bezpecnosti a ochrany
zdravi pfi praci v prostorach OPCW je v souladu s ustanovenimi Dohody o
sidle OPCW.

® Laboratorni Cinnosti tykajici se bezpeCnosti, na které se nevztahuji

ustanoveni [SO Pokynu 25, spravnd laboratorni praxe, ani pfislu§ného
nizozemského zakona, jsou podrobn€ uvedeny v Pokynech OPCW.

3.4 Audity v oblasti bezpecnosti a ochrany zdravi piti praci

(a) Plan v oblasti bezpeCnosti a ochrany zdravi pifi praci se musi pravidelné
kontrolovat. Kontrolni postupy jsou podrobn€ uvedeny v Pokynech OPCW.

(b) Audity musi posoudit organizacni a technické prvky planu v oblasti
bezpecnosti a ochrany zdravi pii praci a jeho pouziti pracovniky OPCW.
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4. Zasady v oblasti bezpe¢nosti a ochrany zdravi pri praci béhem inspekei
4.1 Zakladni zasady

Inspektoti dodrzuji narodni politiku a pfedpisy v oblasti bezpecnosti a ochrany zdravi
pti praci KSS, vlastni politiku a pfedpisy mista a Politiku a Pfedpisy OPCW.

(a) (viinnosti, béhem inspekci se provadéji v souladu s ¢asti 1I odst. 43 Kontrolni
ptilohy Umluvy.

(b)  Ke splnéni urcitych pozadavkil podle ustanoveni Casti Il odst. 43 Kontrolni
pfilohy Umluvy nebo Divémostni pfilohy Umluvy mohou byt nezbytné
nékteré odchylky od ptisn¢ho uplatiiovani Predpisti OPCW.

() Takové odchylky neptedstavuji zprosténi povinnosti, protoZe jsou v souladu
s Politikou OPCW. Veskeré takové odchylky se pisemné ohlasuji.

(d)  Inspekéni tym by se v souladu s Politikou OPCW mél snaZzit o to, aby
postupy v oblasti bezpec¢nosti a ochrany zdravi pii praci odpovidaly pfti
svém pouZivani co moznd nejvice postupim podrobné uvedenym
v Pokynech OPCW.

(¢) Zadna &innost by neméla zahrnovat zdravotni a bezpe¢nostni rizika
neptijatelna pro inspekéni tym nebo KSS.

(f) V kontextu uplatfiovani zasad posuzovani rizika a ftizeni rizika
popsanych v odstavci 2 na inspekénim mist€ nesmé&ji byt konkrétnimi
opatfenimi pfijatymi s vyhradou souhlasu KSS a v t&€né spolupraci snim
dotéena piislusna ustanoveni Umluvy. Aviak fizeni rizika umoZiiuje pruznost
pfi uspokojeni vSech piislusnych pozadavk.

4.2  Detekce a monitorovani

JestliZze bude inspekéni tym povazovat detekci a monitorovani za nezbytné pro ucely
zdravi a bezpecnost, bude tuto nezbytnost konzultovat s KSS. Pokud KSS da souhlas
k takové detekci a monitorovani, bude obecné tyto ¢innosti provadét. KSS muize také
navrhnout, Ze tyto ¢innosti bude provadét inspekcni tym. Pokud se dosdhne dohody,
miize dohoda krozptyleni obav inspekéniho tymu obsahovat, jednotlivé nebo ve
vzajemné kombinaci, tato ujednani.

(a) Poskytnuti dajd smluvnim statem.

(b)  Detekce a monitorovani provadéné smluvnim statem s pouZitim
vlastniho vybaveni.
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(¢)  Detekce a monitorovani provadéné inspekénim tymem co nejméng
rusivym zpisobem, napt. pouzitim vybaveni v rezimu signalizace.

4.3 Zména kontrolnich ¢innosti z divodi bezpecnosti nebo ochrany zdravi pfi préci

(a) Vedouci inspekéniho tymu mize po konzultaci s KSS usoudit, Ze nebude
mozné provést nebo dokoncit urCitou cinnost planovanym zplisobem
z bezpecnostnich nebo zdravotnich divodii nebo z divodi vztahujicich se
k uplatiiovani Gasti II odst. 43 Kontrolni piilohy Umluvy. V takovém piipadé
by mél byt za ucelem dokoncCeni cili inspekce po konzultaci s KSS piijat
alternativni kontrolni postup. Pro tyto ucely se mulize pouZzit vyssi troveil
ochrany nebo alternativni preventivni nebo napravna opatieni. Za rozhodnuti
o tom, zda se po posouzeni alternativnich scénéfli inspekce ma nebo nemé
zménit kontrolni postup, odpovida vedouci inspekéniho tymu pouze po
souhlasu KSS.

(b)  Pfed obnovenim kontrolni ¢innosti postizené nehodou se musi urcit pticiny
nehody, a pokud je to nutné, musi se pfezkoumat posouzeni rizika, postupy
v oblasti bezpecnosti a ochrany zdravi pfi praci a kontrolni ¢innosti. Takovy
prezkum a mozné zmény kontrolnich ¢innosti by se mély dohodnout s KSS.

5. Lékaiské pozadavky
5.1  Zpusobilost pro praci

(a) VSechny popisy prace OPCW obsahuji odstavec, ktery stanovi fyzické a
psychické pozadavky pro dané pracovni misto.

(b)  VSichni pracovnici se musi pfed zahajenim pracovniho poméru u OPCW
podrobit 1ékatskému vySetieni. Kritéria pro stanoveni zplisobilosti viech
inspektorii a pozadavky OPCW na vstupni a periodicka lékatska
vySetfeni jsou uvedeny v Pokynech OPCW. VySetieni bude béZzné
provadét v zemi naboru kandidata lékar schvaleny OPCW. Vysledky
vysetifeni prezkoumd hlavni 1ékait OPCW nebo delegovany lékar a urci
zpusobilost kandidata pro praci v OPCW.

(c) Neposkytnuti 1ékatskych informaci pozadovanych pro vstupni Iékarské
vysetfeni by mohlo mit za nasledek naslednou vypovéd z OPCW.

(d)  Pracovnici budou mit pravidelna I¢kai'skéa vySetieni s cilem ujistit se o tom, Ze
jejich zpuisobilost k praci trva, a jako preventivni zdravotni opatieni. Cetnost
takovych 1ékatskych vySetfeni zavisi na praci a véku pracovnikil. Inspektofi,
zvlasté ti, u nichZ existuje moZnost vystaveni nebezpecnym chemickym
latkam, budou podstupovat dodate¢nd zvlastni periodicka vySetieni.
Podrobnosti jsou v Pokynech OPCW.
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(e) Pokud se pracovnik stane trvale nezpisobilym pro provadéni svych
povinnosti v disledku zranéni nebo onemocnéni, bude snaha zaméstnat jej
dale na alternativnim misté. Pokud to neni mozné, mize vedouci Utadu pro
bezpecnost a ochranu zdravi pti praci doporucit generalnimu fediteli, aby
ukoncil smlouvu s pracovnikem ze zdravotnich diivoda.

® Pokud KSS v souladu s Gasti II odst. 43 Kontrolni piilohy Umluvy pozaduje
konkrétni 1€katské informace ve vztahu k pfedpisim v oblasti bezpecnosti a
ochrany zdravi pti praci na misté vztahujici se ke zptsobilosti inspektora, bude
vedouci inspekéniho tymu konzultovat se zastupci KSS zplsoby ziskani
takovych informaci. Piipadné neshody mezi KSS a inspekénim tymem se fesi
v souladu s odst. 3.3.3 pism. c) Politiky OPCW.

52 Lékarské o3etfeni

(a) OPCW odpovidd za poskytnuti lékafského oSetfeni vztahujiciho se
k pracovnimu onemocnéni a zranéni nebo za dohled nad nim. Pracovnikiim
musi byt poskytnuto 1¢karské oSetfeni pii onemocnéni nebo zranéni, které
nevyplyvd z povolani, prostfednictvim jejich rodinného Ilékafe nebo jiné
mistni 1¢kat'ské sluzby. Podrobnosti poskytovani 1¢karského oSetieni vetné
osetfeni béhem cesty jsou obsaZeny v Pokynech OPCW.

(b) Pti poskytovani I€karského oSetfeni se pokud moZzno zohledni naboZenské
a kulturni faktory.

53  Lékatské oSetfeni béhem sluZebni cesty

(a) Za obstarani si 1ékaiského oSetfeni béhem sluzebni cesty, kterd se
nevztahuje ke kontrolnim dcinnostem ani k odborné pfipravé, bude
odpovidat dotéeny pracovnik OPCW. V pfipad¢ zranéni nebo onemocnéni
v zahraniéi Ize pozadat o radu Utad pro bezpecnost a ochranu zdravi pii praci.
Utad pro bezpetnost a ochranu zdravi pii praci poskytne pracovnikim
informace vztahujici se k zdravotnim potfebam béhem cestovani.

(b)  Poskytnuti 1ékatského oSetfeni b&éhem odborné pftipravy inspektorti bude
sjednano a zapsano v dohodg, ktera se ma uzavfit mezi OPCW a dotCenymi
stranami.

©) Béhem cesty s inspekénimi tymy:

(1) zékladni prvni pomoc poskytne stfedni zdravotnicky personal nebo
lékat tymu nebo v tymech, kde neni ani jeden znich, ji poskytne
¢len tymu, jehoz vedlejsi povinnosti se tykaji bezpecnosti a ochrany
zdravi pfi praci.

(i1))  Pokud inspek¢ni tymy maji zdravotnické pracovniky, mélo by byt
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lékat'ské oSetfeni poskytovano pouze kvalifikovanymi pracovniky.
V ostatnich piipadech se bude vyhledavat oSetieni u mistnich 1€kai.

(iii)) 'V ptipadech vyZadujicich hospitalizaci musi byt neprodlené
informovan hlavni Iékait OPCW nebo jeho zastupce.

(iv)  Je moZné vyzadat pomoc kontrolovaného smluvniho statu. V piipadé
potfeby se bude takova pomoc poskytovat v souladu s dohodou o
objektu.

(v)  Pokud se vyZaduje 1ékatska evakuace, bude kontrolovany smluvni
stat co mozna nejvice pomdhat ve vSech fazich, vCetné dopravy
pacienta do mista vystupu. Ud€la se vSe pro to, aby byl pacient co
nejdtive dopraven do vhodného zdravotnického zatizeni.

(vi) I kdyZ neni obvykle politikou OPCW, aby jeji pracovnici v oblasti
bezpecnosti a ochrany zdravi pti praci poskytovali oSetfeni jinym
pracovnikliim nez pracovnikiim OPCW, pii mimotadnych situacich,
kdy nejsou pfitomni Zzadni mistni zdravotnicti pracovnici nebo
kdyz je zranén jiny pracovnik nez pracovnik OPCW pfi ¢innosti
vztahujici se ke kontrole, se bude poskytovat mimotadna prvni
pomoc.

(d)  Zadosti podle &lanku X Umluvy o lékarské oSetfeni pii podezieni na zasazeni
chemickymi latkami budou obvykle plnit 1¢kaiSti pracovnici pomdhajicich
smluvnich statd. Pracovnici v oblasti bezpecnosti a ochrany zdravi pfi praci
inspekénich tymi nebudou obvykle poskytovat takové osetteni, pokud jim to
nenatidi generalni feditel OPCW.

5.4  Lékarske zpravy a hlaSeni o nehod€ nebo zranéni

(a) Utad pro bezpe&nost a ochranu zdravi pii praci bude vést zaznamy o
v8ech znamych vystavenich UCinkim nebezpeénych latek vSech
zaméstnancu, které budou odrazet veSkeré pftislusné klinické a laboratorni
vysledky a vysledky monitorovéni, jakoz i zdznamy o vstupnich nebo
periodickych lékatskych vySetfenich. Takové zaznamy budou vedeny natrvalo.
Dilezité aspekty téchto zdznaml budou shrnuty do standardizovaného formatu
a budou pfivezeny pro kazdého inspektora na kontrolované misto. Zaznamy o
vSeobecnych 1ékatskych podminkach vyskytujicich se béhem sluZzebni cesty,
nebo o pracovnich onemocnénich & zranénich se musi uchovavat
v zatizeni, vnémzZ je zaméstnanec oSetfovan, a musi se piedat
v souhrnné formé¢ OPCW. VSechny Iékarské zpravy jsou divérné.

(b) Viechny mimotadné udélosti, které maji nebo téméf maji za nasledek
zranéni nebo smrt béhem sluZzby na vSech mistech budou hlaseny hlavnimu
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tfednikovi odpovidajicimu za bezpe¢nost. VySetiovani povede hlavni
ufednik odpovidajici za bezpecnost a nadiizeny dotéené¢ho pracovnika.
Podrobnosti o hlaSeni a vysetfovani 1ze nalézt v Pokynech OPCW.

5.5  Politika ¢istého ovzdusi

Vsichni zaméstnanci maji pravo na nekufacké pracovni prostiedi. OPCW si
uvédomuje nebezpeci aktivniho a pasivniho kouteni pro zdravi a odrazuje pracovniky
od koufeni. OPCW zavede politiku Cistého ovzdusi a bude ji prosazovat ve spolupraci
se zameéstnanci.

5.6  Lékarské aspekty SluZzebniho fadu

(a) OPCW  stanovi invalidni  dichody pouze v piipadech, kdy
pti¢inou poskozeni zdravi pracovnika byly ¢innosti provadéné pro OPCW a
jejim jménem. Rozsah invalidity se ur¢i vySetfenim v odpovidajicich
lékai'skych institucich schvalenych OPCW. Urazy utrpéné v pribéhu misi
OPCW odskodni OPCW.

(b OPCW zajisti pro inspektory zdravotni pojisténi po dobu jejich odborné
ptipravy a sjednd se smluvnim statem poskytujicim odbornou ptipravu a
pojistovnou tohoto statu nebo mezinarodni pojiStovnou postupy lékarské
pomoci v piipadech zavazného onemocnéni nebo zranéni.

(c) Nedbalost nebo nespravné jednani pracovnikis Utadu pro bezpetnost a ochranu
zdravi pti uplatiiovani ustanoveni Politiky a Piedpistit OPCW bude povazovano
za profesiondlni selhani a mohlo by mit za nasledek ukonceni pracovniho
pomeru.

6. Odborna ptiprava v oblasti bezpe¢nosti a ochrany zdravi pfi praci

6.1 Uvod
Nalezita pozornost odborné pripravé a vzdélavani osob pii posuzovani rizika a
fizeni rizika ve vztahu Kk jejich praci umoziiuje, aby pracovnici nesli osobni
odpovédnost za svou bezpecnost.

6.2  Odpovédnosti

Kromé odpové&dnosti za odbornou piipravu v oblasti bezpe€nosti a ochrany zdravi pfi
praci stanovenych v odstavci 6.2 Politiky OPCW plati tato pravidla.
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(a) Hlavni ufednik odpovidajici za bezpefnost musi na zéklad¢ zkuSenosti
zjistovat a aktualizovat vSeobecné a specializované potieby odborné pripravy
v oblasti bezpecnosti po poradé s bezprostrednimi nadiizenymi zamé&stnanctl,
kteti budou o veskerych takovych pozadavcich informovat vedouciho Utadu
pro bezpecnost a ochranu zdravi pfi praci.

(b) Za uspotfadani a za zaznamendni veSkeré potiebné odborné pfipravy
v oblasti bezpecnosti bude odpovidat ptisludny organ pro odbornou
pfipravu.

6.3  Novi zaméstnanci
Vsichni novi pracovnici obdrzi od Utadu pro bezpecnost a ochranu zdravi pti praci
zékladni bezpecnostni pokyny.

6.4  Obsah odborné pfipravy v oblasti bezpe¢nosti a ochrany zdravi pii praci
Pfislusny organ pro odbornou piipravu ve spolupraci s Utadem pro bezpetnost a
ochranu zdravi pfi praci vypracuje, vyhodnoti a bude aktualizovat osnovy kurza

odbomné piipravy v oblasti bezpecnosti a ochrany zdravi pfti praci. Tyto jsou podrobné
uvedeny v Pokynech OPCW.

7. Zprosténi povinnosti a vyjimky

(a) Cilem OPCW je vyhnout se vSem zproSténim povinnosti a vyjimkam
z prisného dodrzovani Politiky a Predpisi OPCW.

(b) Odchylky od standardnich Pfedpisii a Pokynit OPCW ucinéné s cilem dodrZet
ustanoveni ¢asti II odst. 43 Kontrolni pfilohy Umluvy nepredstavuji

zproS$téni povinnosti, protoze jsou v souladu s Politikou OPCW.

(©) Pro vyjimecné pfipady, kdy miize byt zprosténi povinnosti nutné, je postup
uveden v Pokynech OPCW.

7.1 Zadosti o zpro§téni povinnosti
Kdyz nelze Politiku a Predpisy OPCW dodrZet, méla by se pfedlozit Zadost o
zpro§téni povinnosti cestou vedouciho Ufadu pro bezpe¢nost a ochranu zdravi pti
praci generdlnimu fediteli nebo zmocnénému uUtednikovi.

7.2 Zprosténi povinnosti

a) Povinnosti miiZe zprostit generalni feditel nebo zmocnény Giednik.

b) Pokud jsou zjistény okolnosti, které vyzaduji zménu ptivodniho zprosténi
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povinnosti, bude dan podnét k zadosti o zménu; zménu miize povolit také
jen generalni feditel nebo zmocnény ufednik.

73 Vyjimky

Zadosti o vyjimky se budou predkladat generalnimu fediteli.
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Dohoda uvedena v odstavci 3.2 dokumentu PC-XIII/B/WP.2

"Skupina se shodla, ze bodem 4.2 navrhu Predpisi OPCW v oblasti bezpe€nosti a ochrany
zdravi pfi praci neni dot€ena povinnost kontrolovanych smluvnich statd poskytnout dostupné
udaje zaloZené na detekci a monitorovani, v dohodnutém rozsahu nezbytném k rozptyleni
obav, které mohou vzniknout ohledn€ bezpecnosti a ochrany zdravi pii praci inspekéniho
tymu. V piipadech, kdy se nemiZe provadét detekce a monitorovani, jak je uvedeno v bodu
5.2.2 navrhu Politiky OPCW v oblasti bezpeCnosti a ochrany zdravi pii praci (PC-
IX/B/WP.5), poskytne kontrolovany smluvni stat alternativni udaje nebo informace o
posouzeni rizika, jak je stanoveno v bodu 5.1.1 navrhu Politiky OPCW v oblasti bezpe€nosti
a ochrany zdravi pfi praci."
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Konference smluvnich statu

Prvni zasedani C-I/DEC.13/Rev.1
Bod programu 39 2. Unora 2006
Origina: ANGLICKY

ROZHODNUTI!

e POKYNY PRO POSTUPY TYKAJICI SE UVOLNOVANI
KLASIFIKO’VAN\"CH INFORMAqi VORGANIZ,ACVf’ OPCW V SOULADU
S ODST. 2 PiSM. C) BODEM (I1I) DUVERNOSTNI PRILOHY UMLUVY

o KLASIFIKACNI SYSTEM UROVNI CITLIVOSTI DUVERNYCH UDAJU
A DOKUMENTU, KTERY BERE V UVAHU PRACI VYKONANOU PRI
PRIPRAVE UMLUVY, V SOULADU S ODST.2 PiSM. D) DUVERNOSTNI
PRILOHY UMLUVY

e DOPORUCENI PRO POSTUPY, KTERE SE POUZLJi V PRIPADE
PORUSENI NEBO UDAJNEHO PORUSENI DUVERNOSTI, V SOULADU
S ODSTAVCEM 18 DUVERNOSTNI PRILOHY UMLUVY
(PARIZSKA REZOLUCE, ODST. 12 PiSM. U), V) A W)).

Konference smluvnich stata,

pripominajic, Ze Pfipravna komise vypracovala navrh Divérnostni politiky OPCW (OPOC),
kterd zahrmuje vySe uvedené otazky a také pravidla, jimiZ se tidi sloZeni a pracovni postupy
Komise pro teSeni sport tykajicich se divérnosti (dale jen ,,Divérnostni komise™), jak
vyzaduje odstavec 23 Divémostni ptilohy Umluvy o zdkazu chemickych zbrani (dale jen
,.Duvérnostni piiloha*), ve vzgjemné kombinaci;

pripominajic také, Ze Pfipravna komise pfijala navth OPOC, ktery je pfipojen k dokumentu
PC-X1I/B/WP.8 ze dne 23. &ervna 1995 ve znéni zmén provedenych Pracovni skupinou B,
a rozhodla se pouZzit ustanoveni tohoto navthu OPOC obdobné pro praci Ptipravné komise
(odstavec 7.7 dokumentu PC-XI/17 ze dne 27. Cervence 1995; opravené vydani 1 ze dne 14.
srpna 1995; a opravené vydani 2 ze dne 12. zari 1995);

Piepracovana verze Duv€rnostni politiky OPCW pfipojena k tomuto dokumentu obsahuje dva
soubory zmén - zmény provedené v dokumentu C-I/Dec.13/Corr.1 ze dne 20. biezna 2000,
kterymi byly odstranény odkazy na navrh OPOC piedlozeny Pfipravnou komisi, a zmeny
z dokumentu C-10/Dec.9 ze dne 10. listopadu 2005, ktery obsahuje zmény Duvérnostni politiky
OPCW.
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pripominajic dale, Ze Pripravna komise rozhodla opravit administrativni chybu na
predposlednim fadku ¢asti VI odstavec 6.2 navrhu OPOC nahrazenim slov ,,mél by nakladat™
slovem ,,naklada* (odstavec 8.7 dokumentu PC-XI1/17 ze dne 14. prosince 1995);

majic na paméti, ze Pfipravna komise doporucila v odstavci 45.4 své zavérecné zpravy (PC-
XVI/37 ze dne 15. dubna 1997), aby Konference smluvnich statd (dale jen ,,Konference™)
pfijala vySe uvedenou OPOC v opraveném vydani.

Timto:

prijima vyse uvedenou OPOC v opraveném vydani, kterd je pfilohou tohoto dokumentu.

Ptiloha: Dvérnostni politika OPCW



Castka 19 Sbirka mezinirodnich smluv & 36 / 2012 Strana 799

C-I/DEC.13/Rev.1
Priloha
strana 1

ORGANIZACE PRO ZAKAZ CHEMICKYCH ZBRANI

DUVERNOSTNi POLITIKA OPCW

Haag, kvéten 1997
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Divérnostni politika OPCW 2

Plivodni verze OPOC byla opatfena touto pfedmluvou:

LNavrh Duavérnostni politiky OPCW byl vypracovan Odbornou skupinou pro
divérnost (Pfiloha dokumentu PC-XI/B/WP.8) a byl pfijat ve znéni zmén
provedenych Pfipravnou komisi na jejim jedenactém zaseddni (PC-XI/17,
pododstavec 7.7 a PC-XI1/B/12, pododstavec 7.2). Navrh Politiky OPCW v oblasti
vztahl s médii a s vefejnosti byl vypracovan pomoci formalnich konzultaci o Politice
OPCW v oblasti vztahii s médii a s vefejnosti (ptiloha dokumentu PC-X/A/WP.5)
a byl predb&zné schvalen ve znéni zmén provedenych Pripravnou komisi na jejim
desatém zasedani (PC-X/23, pododstavec 6.11 a PC-X/A/3, pododstavec 6.4) do
pfijeti jinych pfislusnych dokumentli véetn€ navrhu Divémostni politiky OPCW.

Pripravna komise také rozhodla, ze ndvrh Dive€mostni politiky OPCW a navrh
Politiky OPCW v oblasti vztahti s médii a s vetejnosti se obdobn¢ pouzije pro praci
Ptipravné komise (PC-X1/17, pododstavec 7.7 a PC-X/23, pododstavec 6.12).

Tan R. Kenyon
Vykonny tajemnik*
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UVOD
1. Tento dokument stanovi zaklady politiky Organizace pro ochranu divémosti po celou

dobu d&innosti vztahujicich se k provadéni Umluvy, pro klasifikaci divérnych
informaci a nakladani s nimi a také pro feSeni ptipadi poruseni divérnosti.

2. Politika v oblasti ditvérnych informaci je pro praci Organizace zasadni kvili rusivym
kontrolnim opatienim, ktera maji za cil rozvijeni divéry v dodrzovani Umluvy pii
respektovani opravnénych obav smluvnich statli z mozného zpfistupnéni citlivych
informaci. Vé€rohodna kontrola vyZaduje pochopeni ze strany smluvnich statii a
ur¢itou uroven ruSeni pii kontrolnich Cinnostech. Potteb€ zptistupnit piislusné
informace k prokazani dodrzovani Umluvy by méla odpovidat vérohodna ujisténi
smluvnich statd o tom, 7e se piijimaji fddna opatieni k tomu, aby se zabranilo
zpfistupnéni informaci netykajicich se Umluvy, a Ze jakmile budou divérné
informace zpfistupnény, budou nalezité chranény.

3. V disledku toho Umluva pti definovani prav a povinnosti smluvnich stati zahrnuje
rovnovahu mezi takovym zpfistupnénim informaci, které je nutné ke zvySeni davéry
v dodrzovani Umluvy, a zabranénim zpfistupnéni informaci, které se nevztahuji
k Umluvé, aby chranila narodni bezpe&nost a vlastnicka prava s ohledem na ustavng-
pravni povinnosti. Tyto dva cile nejsou nutn€ v rozporu; naopak lze dosahnout
hodnovémého a ucinného procesu kontroly, ktery aktivn€ a neodmyslitelné chréani
divérnost. Znéni Umluvy poskytuje prakticka ujidténi, e viechny divémné informace
se budou tadné chréanit a ze kontrolni postupy se budou snazit zabranit zpfistupnéni
informaci nevztahujicich se ke kontrole dodrzovani Umluvy.
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OBECNA POLITIKA
1. V. VIIT odst. 5 Umluvy je uveden zaklad povinnosti Organizace ve vztahu

k duvémosti:

,.Organizace provadi své kontrolni &innosti stanovené touto Umluvou zpiisobem co
nejméne ruSivym a piitom umoziujicim vcasné a ucinné dosazeni jejich cilil.
Pozaduje pouze informace a tidaje, které jsou nutné ke splnéni povinnosti, které pro ni
vyplyvaji z této Umluvy. Ptijima veskera bezpetnostni opatfeni k ochrang divérnych
informaci o civilni a vojenské ¢innosti a objektech, které se dovida pii provadéni této
Umluvy, a zejména dodruje ustanoveni Diivérnostni ptilohy.“

2. V &l. VII odst. 6 Umluvy se zavadgji povinnosti kazdého smluvniho statu:

S informacemi a udaji, které¢ obdrzi od Organizace jako divérné v souvislosti
s provadénim této Umluvy, nakladd kazdy smluvni stat jako s divémymi a ve
zvla$tnim rezimu. S témito informacemi a Udaji naklada vyluéné v souvislosti se
svymi pravy a povinnostmi vyplyvajicimi z této Umluvy a v souladu s ustanovenimi
obsazenymi v Didvérnostni ptiloze.*

3. Tyto zakladni pozadavky jsou rozpracovany v mnoha dal3ich ustanovenich Umluvy,
zvlasté v Diveérostni pfiloze a v ustanovenich podrobné popisujicich kontrolni
postupy (napf. &l. VI odst. 10; &ast II odst. 56 a 62 Kontrolni pfilohy Umluvy a &ast X
odst. 48 Kontrolni piilohy Umluvy). Z tohoto zakladu vyplyva, e zakladni prvky
OPOC jsou tyto:

a)  jsou vyhledavany a pozadovany pouze takové informace, které jsou nutné pro
véasné a G¢inné provadéni povinnosti Organizace podle Umluvy; a pozadavky
na informace, k nimz smluvni stdt umozni Organizaci ptistup, se urcuji co
nejpiesné;i;

b)  kontrolni cinnosti se navrhuji, planuji a provadéji tak, aby se zabranilo
zbyte¢nému zpfistupnéni divérnych informaci a aby se usilovalo o zabranéni
zptistupnéni takovych informaci, které se nevztahuji k dodrzovani Umluvy,
v souladu s ug¢innym a véasnym plnénim kontrolnich povinnosti podle Umluvy;

c) v prib¢hu kontrolnich ¢i jinych ¢innosti se nevyhledavaji, nezaznamenavaji ani
neuchovavaji divémé informace nevztahujici se k Umluvé, aniz je dotéeno
pravo kontrolovaného smluvniho statu pozadovat takové zptistupnéni v souladu
s Umluvou. Jakmile jsou takové informace zpfistupnény, jsou chranény, nejsou
dale Siteny a je s nimi nakladano odpovidajicim zplsobem:;
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d)  jsou zavedeny, monitorovany a dodrZovany systematické¢ postupy s cilem
omezit Siteni informaci a pfistup k nim poté, co byly sebrany a klasifikovany
jako davémé;

e) informace ziskané v souvislosti s provadénim Umluvy nejsou zvetejnény ani
jinak uvolnény, neni-li to svyslovnym povolenim a v souladu s postupy
uvolfiovani uvedenymi v ¢asti VII této politiky;

f) vybér a odbornd pfiprava pracovnikli a persondlni politika a predpisy
zohlediiuji potifebu =zajistit, aby vSichni pracovnici Sekretaridtu spliiovali
nejvyssi pozadavky na vykonnost, zpisobilost a bezithonnost.
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CAST 111
INFORMACE A DUVERNOST
1. Tato cast stanovi pokyny pro rozvijeni praktického pochopeni vymezeni vyraza

,informace®, ,,divémné informace™ a ,,divérnost™. Umluva nestanovi 7adné kone&né
vysvétleni toho, jak se maji tyto vyrazy pouZivat, a je jasné, Ze se maji stanovit
v pracovnim kontextu ve shod€ sprovadénim rlznych povinnosti Organizace
a smluvnich statd podle této Umluvy.

2. Organizace bude provadét své povinnosti, coZ bude ve velké mife zaviset na
informacich ziskanych jejimi kontrolnimi ¢innostmi a poskytnutych smluvnimi staty.
Takto se informace budou stavat majetkem Organizace nebo pracovnika Organizace
v nepietrzitém vstupné-vystupnim schématu ziskdvani, zpracovani a vytvateni dalich
pottebnych informaci.

3. S ohledem na celkovou roli divérnosti ve vSech Cinnostech Organizace mohou byt
informace obecné¢ posuzovany zpracovniho hlediska zahrnujiciho jejich
charakteristiku, prostfedky jejich ziskavani a uchovavani a nosi¢li pro jejich
zpracovani a pfenos.

Vymezeni ,informaci*

4. Vyraz ,informace“ se musi chdpat ve velmi Sirokém smyslu. Informace se
rozeznéavaji podle své schopnosti nebo moznosti piimo ¢i nepiimo poskytnout udaje
nebo jakékoliv znalosti bez ohledu na jejich hmatatelnou nebo nehmotnou povahu
nebo podobu.

5. Daéle se vztahuje na jakékoliv prostiedky ziskdvani, pfenosu nebo uchovani znalosti
nebo Udaji, které mohou byt vniméany, ziskdvény, odvozeny nebo uchovany
kterymkoliv jedincem nebo Organizaci v¢etn€ jejich pracovnikli nebo zatfizeni pfi
provadéni Umluvy.

6. Vyraz ,udaje se v Umluvé objevuje v nékolika kontextech. Obecnd nesou ,,adaje”
vyznam informaci v ur€ité struktufe nebo formatu, jako jsou informace zakotvené
v narodni deklaraci. Pfi vykladu textu z hlediska diveérnosti vSak neexistuje Zadné
podstatné rozliSeni mezi ,,informacemi* a ,,adaji*. Z tohoto diivodu se bude pro ucely
této politiky mit za to, Ze vyraz ,informace™ zahmuje vSechny odkazy na ,,idaje*.
,Informace” nebo ,udaje” mohou zahrnovat informace, které jsou nespravné,
nepravdivé nebo nepiesné.

7. Pro ilustraci rozsahu pouZiti zahrnuje vyraz ,,informace® mimo jiné:
- dokumenty s grafickymi, schématickymi, numerickymi, symbolickymi,

obrazovymi, digitalnimi, analogovymi, fotografickymi nebo pisemnymi
informacemi;
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- vysledky fotografovani, zobrazeni, kontroly, pozorovani, zpracovani udaju,
odebirani vzorka a analyzy;

- udaje uchovavané nebo zobrazené na elektronickém, magnetickém nebo
jakémkoliv jiném fyzickém nosici;

- informace v relativnim nebo absolutnim vyjadieni; a

- vzorky a jiné sestavy chemickych latek pfenaSenych zeminou, prachem, filtry
a pomoci odbéru vzorkil a také vybaveni véetné€ vybaveni pro odbér a analyzu
vzorki a bezpenostniho  vybaveni. Vzorky obsahuji  informace
a prostfednictvim analyzy vzorkii mohou poskytnout dal$i informace.

Informace mohou byt ziskany nebo pfenaSeny prostiednictvim jakéhokoliv
prenosového nosice nebo lidskych smyslii. Informace mohou byt ziskany a pienaSeny
pouhou pfitomnosti osob na misté nebo povolenim jejich pfistupu k nim. Takto by se
vybaveni, objekty, odévy a jiné osobni véci mohly stat zdroji informaci.

Pracovni definice nékterych podob informaci

8. Tyto pracovni definice, které zahrnuji pouze n€které podoby informaci, se pouZiji pro
ucely pokyni pro nakladani s informacemi a jejich ochranu podle této politiky.
Rozumi se, Ze tyto definice jsou dostateCné pruzné, aby zajistily, Ze pokyny tykajici se
nakladani s informacemi lze G¢inné€ a prakticky pouZit:

- ,Dokument” by se mohl tykat Sirokého rozsahu riiznych fyzickych polozek
zobrazujicich informace nebo udaje;

- Potitaovy material zahrnuje jakykoliv pocitatovy pamétovy nosi¢ nebo
jednotku zpracovani, jako jsou disky, pasky a diskety. Tento termin také
zahrnuje ptenosné pocitace, které mohou byt pouzity k zdznamu informaci
be&hem kontroly na mist¢;

- ,»Audio-vizudlni materidl® zahmuje audio- a videopasky, vyvolané a
nevyvolané fotografické filmy vcetné negativli statickych snimkd a jejich
pozitivi. (Papirové pozitivy statickych snimkt lze také povazovat za
dokumenty); a

- »VYzorek™ zahrnuje nosi¢ pro sbér vzorki a vSechny dalsi informace ziskané
nebo odvozen€ z analyzy.

Pti pouziti obecnych pracovnich pokynt na konkrétni polozky informaci zahrnuté do
téchto definic mlze dojit k jejich ptekryti (napiiklad s priisvitkou pro zpétnou projekei
se muize nakladat jako sdokumentem nebo s audiovizualnim materidlem a
s pocitaCovou sestavou se muze nakladat jako s dokumentem nebo s pocitaCovym
materialem).
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Diivérnost informaci podle Umluvy

9. Zékladni zasada divémosti stanovena odst. 2 pism. ¢) Dlivernostni ptilohy Umluvy
spociva v tom, ze Zadné informace, které Organizace ziska v souvislosti s provadénim
Umluvy, nejsou zvefejnény ani jinak uvolnény, neni-li to vyslovné uvedeno.

10. Zvlastni provadéci pokyny v odst. 2 pism. a) Divérostni ptilohy Umluvy stanovi, Ze
informace jsou povaZovany za divémé, pokud:

a)  je jako takové oznali smluvni stat, od n¢hoz byly ziskany a jehoz se tykaji;
nebo

b) dle tsudku generalniho feditele 1ze divodné ocekévat, Ze by jejich nedovolené
Sifeni mohlo poSkodit smluvni stat, jehoZ se tykaji, nebo mechanismy
provadéni této Umluvy.

11. Pfi uréeni diivérnosti informaci generalni feditel nebo jeho* zastupce zvazuji a pecliveé
porovnavaji tyto faktory:

- moznost, ze jejich zptistupnéni poskodi smluvni stat, jakykoliv jiny subjekt
smluvniho statu vcetn¢ obchodni firmy, jakéhokoliv statniho pfislusnika
smluvniho statu nebo Umluvu ¢i Organizaci;

- moznost, zZe jejich zpfistupnéni poskytne zvlastni nebo selektivni vyhodu
jednotlivci, statu nebo jakémukoliv jinému subjektu véetn€ obchodni firmy;

- zakladni pozadavek na u¢innou kontrolu dodrzovani Umluvy; a

- prospéch pochazejici z Sifeni obecnych informaci tykajicich se provadéni
Umluvy za ucelem podpory jejiho pfijeti a divéryhodnosti.

12. Vyse uvedené faktory by mohl smluvni stat zvazit také pti uréeni toho, zda informace,
které poskytuje Organizaci, obsahuji divémé informace. Oznaeni informaci jako
divérné neporuuje zavazek smluvniho statu prokazovat dodrzovani Umluvy a neni
smluvnim statem pouZzito k zakryti jejtho nedodrzovani. Smluvni stat dale nemuze
zabranit $ifeni informaci, které se piedavaji smluvnim statim v souladu s Umluvou
be€Zn€ nebo na jejich zadost stanovenym zptsobem.

V celém Ceském znéni této politiky se osobni a piivlastiiovaci zajmeno ,,on“ a ,jeho™ vztahuje bez
rozli$eni na zensky 1 na muzsky rod.
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13. Jakmile je uréeno, Ze informace obsahuji divémé informace, bude nutné stanovit
urover jejich citlivosti a rozsah ptistupu k nim. To bude normaln¢ provadéno pomoci
klasifika¢niho systému, ktery je uveden v €asti V této politiky.

Vztah informaci k Umluvé

14.  Vztah informaci k u¢elim Umluvy miZe mit dopady na to, jak se budou opatfeni na
zachovani divérnosti pouZzivat pro takové informace. Pfi provadéni Umluvy je mozné
rozlisit tfi vyznamné rozdily:

- informace tykajici se Organizace ke splnéni jejich povinnosti podle Umluvy
nebo poskytnuté smluvnimi staty ke splnéni jejich povinnosti podle Umluvy;

- informace nevztahujici se k cilim Umluvy, ke kterym kontrolovany smluvni
stat povoli ptistup, aby prokazal dodrzovani Umluvy, nebo které byly ndhodné
zptistupnény v prib&hu kontrolnich ¢innosti; a

- informace véetng citlivych informaci, které se nevztahuiji k cilim Umluvy a ke
kterym kontrolovany smluvni stat odmitne pfistup v souladu se svymi pravy
a povinnostmi podle Umluvy.

15.  Kontrolni postupy a ¢innosti se musi fidit timto rozliSenim. Av3ak posouzeni vztahu
informaci k ucelim Umluvy by mohlo byt stanoveno operativng, jelikoZ
charakterizace informaci timto zpisobem je do zna¢né miry zavisla na jednotlivych
souvislostech a okolnostech. Povinnosti chranit ditvérnost budou stanoveny ve vztahu
k informacim popsanym v ramci kazdého z téchto rozliSeni.
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CAST 1V
ZAKLADNI POVINNOSTI VE VZTAHU K DUVERNOSTI
1. Celkové povinnosti Organizace

11 OPCW obdrzi od smluvnich statl mnoho divémych informaci a v prib&hu
kontrolnich ¢innosti muize byt vystavena dalSim divémym informacim casto
citlivéjsi povahy a muze je ziskat. Vnitini procesy OPCW budou vytvatet dalsi
divérné informace. Tato Organizace a jeji hlavni soucasti se proto musi fidit
urcitymi povinnostmi, aby dodrzovaly diivérnost, zejména:

a) nezvefejiiovat ani jinak neuvoliiovat informace ziskané v souvislosti
s provadénim Umluvy, neni-li to v souladu s postupy uvoliiovani informaci
stanovenymi v ¢asti VII této politiky;

b) navrhovat, planovat a provadét kontrolni ¢innosti co nejméné ruSivym
zpusobem tak, aby se zabranilo zpfistupnéni nevyznamnych informaci a
aby se snizilo zptistupnéni divérnych informaci na nejmens$i moZnou
miru, pokud to umoZiiuje u€innou a véasnou kontrolou;

) vyhledavat a pozadovat zptistupnéni pouze informaci nezbytnych pro cile
Umluvy a uvadét pozadavky na informace tak co mozna nejpiesnéji;

d) sniZit na nejmensi moZnou miru pfistup k dvérnym informacim nevztahujicim
se k Umluvé, které mohou byt niahodn& zpfistupnény b&hem kontrolnich
¢innosti, chranit je a zabranit jejich dalSimu $ifeni, pokud to umoZiuje u¢innou
a vCasnou kontrolu; a

e) zavést systematické postupy pro omezeni Sifeni informaci klasifikovanych
jako divémé a ptistupu k nim, fidit se t€mito postupy a monitorovat je.

12 Povinnosti generalniho Feditele

1.2.1 Ukolem generalniho feditele je vyslovn& primarni odpovédnost za ochranu
davérnych informaci. Generalni feditel musi zavést rezim nakladani s dav&rnymi
informacemi v ramci Sekretariatu v souladu s pokyny stanovenymi v Umluvé
véetné jeji Divérnostni prilohy a v této politice.

122 Generalni feditel odpovidd za dohled nad dodrZovanim davérnostniho rezimu
v ramci Sekretariatu a musi podavat ro¢né€ hlaSeni o provadéni rezimu.

123 Generalni feditel ma ustfedni tlohu pfi feSeni porusSeni nebo udajnych poruSeni
divémosti. Toto zahrnuje zavedeni postupl, kterymi je nutné se fidit, a vedeni
vySetiovani v souladu s Postupy v pfipadé poruseni’, a ukladani karnych
a disciplinarnich opatfeni v souladu se Sluzebnim fadem. Postupy, kterymi je nutné
se fidit, by mé&ly byt zaloZeny na veSkerych rozhodnutich Konference o tomto
predmétu.



Strana 810 Sbirka mezinirodnich smluv & 36 / 2012 Castka 19

C-I/DEC.13/Rev.1
Ptiloha
strana 9

124 Generalni feditel mlize vznést pozadavky, aby smluvni staty sdélily ,,podrobnosti
o nakladani sinformacemi, které jim Organizace poskytla" (Davérnostni piiloha,
Cast A odst. 4), a miZe se poradit se smluvnimi staty o podob€ a nacasovani
takovych pozadavkli v souladu s veskerymi pokyny stanovenymi Konferenci.
Generalni feditel by napiiklad mohl pozadovat od vSech smluvnich stati pravidelna
hlaseni o tom, jak zachazeji s diivérnymi informacemi OPCW.

1.3 Povinnosti Sekretariatu

1.3.1 Zakladni povinnosti Sekretariatu tykajici se divérnosti jsou v podstaté odvozeny od
povinnosti Organizace a generalniho feditele. Av3ak pifi praktickém provadéni
Umluvy maji rozhodujici vyznam vymezeni, provadéni a sledovani povinnosti
pracovnikd Sekretariatu zajistit divérnost. Zvlastni povinnosti plati pro pracovniky
Sekretariatu kvali jejich zapojeni do kontrolnich Cinnosti a jejich naslednému
ptistupu k civilnim i vojenskym davérnym informacim, které budou zahrnovat
informace zptistupnéné smluvnim statem pii provadéni zavazklt vyplyvajicich
z Umluvy, jakoZ i citlivé informace nevztahujici se k cilim Umluvy v pfipadg, ze
takové citlivé informace jsou zptistupnény.

132 Kromé¢ jiz nastinénych S$irS§ich povinnosti méa Sekretariat tyto konkrétni
povinnosti:

a) prostifednictvim odpovidajici jednotky hodnotit vSechny tdaje a dokumenty,
které zisk4, s cilem urcit, zda obsahuji diivérné informace;

b) zavést vramci formalniho popisu prace presné uvedeni rozsahu pristupu
k divémym informacim potfebnym pro kazdé pracovni zatazend;

c) uzaviit s kazdym pracovnikem dohodu o zachovani mlcenlivosti a podle
potteby uzavfit dohodu o zachovani mlcenlivosti se zmocnénymi subjekty
mimo ramec Organizace;

d) udrZovat trvaly program odborné ptipravy a informovanosti viech pracovniki
o otazkach duvérnosti a sledovat zaznam kazdého zaméstnance o ochrané
davérnych informaci jako jednoznacny prvek hodnoceni jeho vykonu;

e) informovat smluvni stat o navrhovaném provéreni zaméstnance pro piistup
k divémym informacim, které se vztahuji k ¢innostem na uzemi tohoto
smluvniho statu nebo na jiném misté pod jeho jurisdikci a kontrolou, a to
nejméne tiicet dnil pfed tim, nez je takovy pristup povolen; a

f) nakladat s divérmymi informacemi a uchovévat je v podobé€, ktera brani
ptimé identifikaci objektu, k némuz se vztahuji, pokud to mulze byt
provedeno v souladu s ti¢innou kontrolou.

Uvedeno v ¢asti IX nize.
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1.3.3 Povinnosti jednotlivych pracovnikl jsou dale vymezeny dohodami o zachovani
mlcenlivosti, které musi kazdy zamé&stnanec vykonavat.

1.4  Povinnosti inspekéniho tymu

141 Konkrétni povinnosti ¢lent inspekéniho tymu pochazeji z tohoto:

a) inspektofi na mist€ mohou mit pfistup k divérnym informacim;
b) inspekéni tym musi s kontrolovanym smluvnim stdtem vyjednéavat

o urcitych v€cech tykajicich se ditvérnosti, které vyzaduji dohodu;* a

c) inspekéni tym se fidi svym mandatem, vypracuje plan inspekce a musi
rozhodnout o zvl&stnich opatfenich, kterd budou pouzivana béhem inspekce.

142 Inspekcni tymy proto:
a) provadéji kontroly zpiisobem co nejméné ruSivym a pfitom umozZiujicim
ucinné a v&asné splnéni jejich ukolu;

b) planuji inspekci a berou v ivahu navrhy, které miize v kterékoli fazi inspekce
podat smluvni stat pfijimajici inspekci, s cilem zajistit, Ze jsou chranéna
citliva zafizeni nebo informace nevztahujici se k chemickym zbranim;

) plné dodrzuji postupy navrzené k ochrané citlivych zafizeni a k zabranéni
nedovoleného zptistupnéni davérnych udaju;

d) pozaduji pouze takové informace a wUdaje, které jsou nezbytné pro
splnéni inspekéniho mandatu;

e) vypracuji inspekéni zpravu, ktera obsahuje pouze skutecnosti vyznamné pro
dodrzovani Umluvy;

) chrani divérné informace, k nimz maji inspekéni tymy pfistup v pribéhu
inspekei na misté a které nejsou vyznamné pro Umluvu, a brani jejich
dal$imu S§ifeni; a

g) respektuji odmitnuti kontrolovaného smluvniho statu poskytnout ptistup
k citlivym informacim v souladu s pravy a povinnostmi smluvniho statu.

Napiiklad v souladu s &asti X odstavcem 46 Kontrolni prilohy Umluvy a s odstavecem 14 Divérnostni
prilohy Umluvy.
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2.1 Povinnosti smluvnich stata

2.1.1 Smluvni staty musi nakladat s informacemi, které obdrzi od Organizace, v souladu
s jejich stupném citlivosti, jak je vyjadien v jejich kategorii klasifikace. Zputsob,
jakym se tato povinnost plni, se bude pfirozené liSit mezi smluvnimi staty, avSak
zpravidla by se t€émto informacim mélo dostat stejné¢ urovné ochrany, jaka byla
poskytnuta informacim se srovnatelnou narodni klasifikaci nebo srovnatelnou
diavérnosti podle narodnich pravnich systémi. Smluvni staty zavedou nebo upravi
vhodna opatfeni pro nakladani s ditvérnymi informacemi OPCW a pro jejich ochranu
zplsobem, ktery je v souladu se zdsadami stanovenymi v ¢asti VI této politiky.

2.12 Kazdy smluvni stdt musi na pozadani poskytnout podrobnosti o nakladéani
s informacemi, které mu Organizace poskytla. Cilem tohoto postupu je podpora
obecného vzajemného ujiSténi smluvnich statd o tom, Ze je divérnost GCinné
zajisténa. Odpovédi smluvnich stati na takové pozadavky by mély ptinejmenSim
potvrdit, ze normy pro nakladéani s informacemi jsou v souladu s bodem 2.1.1 vySe.

2.13 Pfi zajiStovani divérnosti informaci musi smluvni staty dodrZovat zakladni
povinnost prokazat dodrzovani Umluvy v souladu s jejimi kontrolnimi
ustanovenimi.

2.14 Kazdy smluvni stat musi pokud moZzno spolupracovat s generalnim feditelem
a podporovat jej ptfi vySetfovani poruSeni nebo udajnych poruseni divérnosti
a pri pfijimani odpovidajicich opatfeni v souladu s vypracovanymi postupy
v pfipad€ poruseni, pokud by se vySetfovanim zjistilo, Ze k poruseni doslo.
Tato povinnost miize zahrnovat poskytnuti podrobnosti o nakladani s informacemi,
které smluvnimu statu poskytla Organizace, a v ptipadé nutnosti uast smluvniho
statu jako jedné ze stran sporu pted ,Komisi pro teSeni sporl tykajicich se
diavérnosti", pokud se poruseni dostane pfed tento organ.

2.2 Povinnosti pozorovateli

221 Kdyz v pribéhu inspekce na vyzvu souhlasi kontrolovany smluvni stat s tim, Ze
povoli pfistup pozorovateli v souladu s Casti X odst. 55 Kontrolni ptilohy
Umluvy, miZe mit pozorovatel pfistup k nékterym davérnym informacim
a bude mit podle toho zvla$tni povinnosti ve vztahu k nakladani s nimi
a k jejich ochrané. Tudiz nakladani s davérnymi informacemi a jejich ochrana
ze strany pozorovatele musi pIln€ souhlasit se vSemi prisluSnymi ustanovenimi
Umluvy véetné Duavérnostni piilohy a této politiky, zvlastd s podrobnymi
ustanovenimi o nakladani s divérmymi informacemi v ¢asti VI této politiky.
Protoze &l. IX odst. 12 pism. a) Umluvy uvadi, e pozorovatel je ,.zastupcem"
z4dajiciho smluvniho statu, jsou takové informace také predmétem ustanoveni ¢l. VII
odst. 6, pokud jde jak o zadajici smluvni stat, tak zejména o pozorovatele jako jeho
zastupce, a proto se s nimi naklada jako s ddvérnymi a ve zvlastnim rezimu.
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222 Ztohoto divodu je 7adajici smluvni stat plné¢ odpovédny a pfijima vSechna
potiebna opatieni k zajiSténi toho, Ze pozorovatel dodrzuje vSechna prislusna
ustanoveni této politiky a Ze je jimi individualné vazan, i k zajiSténi toho, Ze
v ptipad€, Ze pozorovatel porusi divémost, jsou dostupné ucinné pravni napravné
prostiedky a sankce srovnatelné s opatfenimi ptijimanymi v piipadé€, Ze diavérnost
porusi ufedni osoba tohoto smluvniho statu. Jakmile jsou divérné informace
zptistupnény pozorovateli nebo je pozorovatel ziska, stane se také zadajici smluvni
stat, aniz by tim doSlo ke sniZeni vlastni osobni odpovédnosti pozorovatele,
odpovédnym za nakladani s témito informacemi a za jejich ochranu v souladu
s Umluvou a touto politikou. Pokud jde o pozorovatele, ma se drzet veskerych
ustanoveni této politiky vztahujicich se k ochran€ divérnych informaci a ma byt jimi
vazan, a v tomto ohledu necini zadna nedovolena opatieni.
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CASTV
KLASIFIKACNI SYSTEM DUVERNYCH INFORMACI OPCW
1. Kategorie duvérnych informaci

1.1 Vsechny informace, které ziskala nebo vytvofila Organizace a jeji hlavni soucasti
a které¢ byly urCeny jako divérné, musi byt klasifikovany na zaklad€¢ zavedenych
kategorii, které¢ odpovidaji tirovni citlivosti diivérych informaci. Klasifikaéni systém
pfi svém pouziti nebude snizovat pozadavek na uU¢innou kontrolu dodrZovani
Umluvy a mé&l by byt schopen podle potieby umoznit uvolnéni obecnych informaci
tykajicich se provadéni Umluvy s dostatedn& sniZenou citlivosti za i¢elem podpory
jejiho ptijeti a divéryhodnosti.

1.2 Zakladni faktory, které se posuzuji pti urovani trovné citlivosti informace, jsou tyto:

a) stupeti moZného poSkozeni, které by jeji zptistupnéni mohlo zplsobit
smluvnimu statu, kterémukoliv jinému subjektu smluvniho statu vcetné
obchodni firmy nebo statnimu ptisluiniku smluvniho statu, nebo Umluvé &
Organizaci; a

b) stupetl mozné zvlastni nebo selektivni vyhody, kterou by jeji zpfistupnéni
mohlo poskytnout jednotlivci, statu nebo jakémukoliv jinému subjektu statu
vCetn& obchodni firmy.

Tyto faktory odpovidaji faktorim pouZitym pii uréovani diivémosti informaci.

L3 Na zéaklad¢ téchto fidicich faktorti a nize uvedenych konkrétnich kritérii klasifikace
se divémé informace klasifikuji do téchto kategorii v potadi podle zvySujici se
citlivosti:

- OPCW RESTRICTED
- OPCW PROTECTED
- OPCW HIGHLY PROTECTED

Predpona ,,opCcw* v nazvu téchto kategorii je pouzita pouze proto, aby usnadnila
nakladani s klasifikovanym materidlem tim, Ze jasné identifikuje klasifikace jako
klasifikace pouzivané Organizaci a brani jakémukoliv konfliktu nebo zaméng
s odliSnymi narodnimi klasifika¢nimi systémy. PouZiti této pfedpony neznamena
zadny zv1aStni rozsah Sifeni.

14 Existuje rozdil mezi kategorii klasifikace (kterd vychazi z citlivosti informaci)
a rozsahem Sifeni informaci (ktery vychdzi naptiklad z pfedmétu, ze zéasady
,.potieby znat“ a z konkrétniho udelu, k némuz se maji informace pouzit). Uroveii
klasifikace nebude branit Sifeni informaci, které¢ vyslovné vyZaduje Umluva
véetn€ odst. 2 pism. b) Diivérnostni pfilohy Umluvy.
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15 Informace nespadajici do Zzadné zvySe uvedenych kategorii se povazuji za
neklasifikované a mohou se odpovidajicim zpisobem oznacit. Informace, které
nejsou klasifikované, budou predmétem prislusné ochrany proti uvolnéni ze strany
Organizace a smluvnich statd, pokud nebudou zvlast€¢ provéfeny pro uvolnéni
v souladu se samostatn¢ definovanymi postupy uvolnéni.

1.6 Uroveil ochrany poskytované divémym informacim odpovida trovni citlivosti, jak ji
uvadi jejich kategorie klasifikace. Kazdy smluvni stat a Organizace chrani informace
klasifikované OPCW pochazejici z Organizace i ze smluvnich stati v souladu s jejich
urovni citlivosti, jak ji vyjadiuje jejich kategorie klasifikace.

Kategorie klasifikace OPCW RESTRICTED
KRITERIUM:

1.7 Tato kategorie zahrnuje informace, jejichz nedovolenym zpfistupnénim by byla
dotéena u&innost nebo davéryhodnost Umluvy nebo by byly dotéeny zajmy
smluvniho statu nebo obchodniho ¢i statniho subjektu nebo statniho ptislusnika
smluvniho stétu.

PRIKLADY:

1.8  Pokud neni uvedeno jinak v disledku vy$8i nebo niz$i citlivosti dotCenych
udaji, mohly by byt klasifikovany jako OPCW RESTRICTED tyto formy
informaci, kdyz je ziska nebo jakymikoliv prostfedky vytvoti Organizace:

a) pocatecni a rocni zpravy a deklarace poskytované smluvnimi staty podle
Clanka 111, TV, V a VI a v souladu s Kontrolni pfilohou Umluvy, pokud
smluvni staty pivodu povazuji tyto dokumenty za dokumenty této irovné

citlivosti;
b) obecné zpravy o vysledcich a uinnosti kontrolnich ¢innosti; a
c) informace, které se maji dodat viem smluvnim statim v souladu

s jinymi ustanovenimi Umluvy.

19  Dalsi informace, které maji byt klasifikovany jako OPCW RESTRICTED a s nimiz
ma byt tak nakladano, mohou zahrnovat: béZnou divérmou korespondenci mezi
smluvnimi staty a Sekretariatem a interni pracovni dokumenty Organizace, které
nejsou zvlast citlivé. Mohou také zahmovat informace tykajici se internich procesii
a rozhodovani Sekretariatu a jiné fidici nebo administrativni informace, pokud by
oteviené zptistupnéni téchto informaci mohlo omezovat u&innost provadéni Umluvy
Organizaci.
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SIRENT:

110 Informace OPCW RESTRICTED, kter¢ se musi b&Zn¢ poskytovat smluvnim
statim v souladu s odst. 2 pism. b) Div€mostni ptilohy Umluvy, se $ifi v souladu
s tim.

Kategorie klasifikace OPCW PROTECTED
KRITERTUM:

L1l Tato kategorie zahrnuje informace, jejichz nedovolen¢ zpfistupnéni muze znacné
poskodit ucinnost a diavéryhodnost Umluvy nebo zamy smluvniho statu nebo
obchodniho ¢i statniho subjektu nebo statniho ptislusnika smluvniho statu.

PRIKLADY:

1.12  Pokud neni uvedeno jinak v souladu s vy$8i nebo niZ3i citlivosti, mohly by byt
klasifikovany jako OPCW PROTECTED tyto formy informaci, kdyz je ziska
nebo jakymikoliv prosttedky vytvoii Organizace:

a) pocatecni a roéni zpravy a deklarace poskytované smluvnimi staty podle
lanka 111, IV, V a VI a v souladu s Kontrolni pfilohou Umluvy, pokud
smluvni staty ptivodu povazuji tyto dokumenty za dokumenty této Grovné
citlivosti;

b) nezvetejnéné technologické informace o vyrobnich procesech a objektech
a technické informace o primyslovych vyrobceich;

) méné citlivé nebo obecnéjsi informace tykajici se obchodnich transakci
a cenovych faktord priimyslovych procesil a vyroby;

d) podrobné pocatecni inspekéni zpravy veetné informaci o odliSnostech nebo
nehodéch v objektech a inspekéni zpravy;

e) udaje a informace tykajici se planovani inspekci Sekretariatem a cilii inspekce
pro urcity objekt;

f) dohody o objektu a jakékoliv prilohy k nim; a

g) informace ohledné ovéfeni a hodnoceni informaci obsazenych v deklaracich,
v dohodach o objektu a v inspekénich zpravach.

Pokud se takové informace nepovazuji za vyznamn€ pro kontrolu dodrzovani
Umluvy, bude se snimi obyejné zpolatku nakladat jako s OPCW HIGHLY
PROTECTED, dokonce jest¢ piedtim, nez bude uréena jakakoliv formalni
klasifikace, jak je uvedeno v bodu 1.17 této Casti.
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SIRENI:

113 Informace OPCW PROTECTED, kter¢ se musi b&€Zn¢ poskytovat smluvnim
statim v souladu s odst. 2 pism. b) Div€mostni ptilohy Umluvy, se $ifi v souladu
s tim.

Kategorie klasifikace OPCW HIGHLY PROTECTED
KRITERTUM:

1.14  Tato kategorie zahrnuje citlivé div&mé informace, jejichz nedovolené zpfistupnéni by
vazrng poskodilo uginnost a divéryhodnost Umluvy nebo jeji cile a uéel nebo by
z hlediska narodni bezpecnosti nebo obchodniho tajemstvi vazné¢ poskodilo
zajmy smluvniho statu nebo obchodniho ¢i statniho subjektu nebo statniho
ptislu$nika smluvniho statu.

PRIKLADY:

1.15 Pokud neni uvedeno jinak v souladu s niz$i citlivosti, mohly by byt klasifikovany
jako OPCW HIGHLY PROTECTED tyto formy informaci, kdyZ je ziskd4 nebo
jakymikoliv prosttedky vytvofi Organizace:

a) pocatecni a rocni zpravy a deklarace poskytované smluvnimi staty podle
Clankd 111, IV, V a VI a v souladu s Kontrolni pfilohou Umluvy, pokud
smluvni staty pivodu povazuji tyto dokumenty za dokumenty této irovné
citlivosti;

b) vzorky odebrané z kontrolovanych mist a vzorky vracené z urCenych
laboratofi a vysledky analyzy vzorkd;

c) zv14ste citlivé diivérné informace obzvlasté poskytnuté smluvnim statem; a
d) divérné informace, k nimZz se normalné vyzaduje ptistup nebo jez se
poskytuji dobrovoln¢ ¢&i ndhodné pouze beéhem vlastniho provadéni
inspekce na miste, jako:
- provozni schémata;
- fotografie, plany a schémata arealu;
- zvlastni udaje tykajici se technologickych procesu a jejich parametrt;

- analytické udaje o vzorcich odebranych na misté¢ a analyzovanych na
miste;

- komerc¢né citlivé trzni informace, jako je podrobny seznam zakazniki
a jim prodana jednotliva mnoZstvi; a
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- jiné podrobné, vysoce specifické technické, obchodni nebo narodné-
bezpecnostni informace.

Pokud se takové informace nepovazuji za vyznamn€ pro kontrolu dodrzovani
Umluvy, bude se snimi oby&ejné zpo&atku nakladat jako s OPCW HIGHLY
PROTECTED, dokonce jeSt¢ piedtim, nez bude urena jakdkoliv formalni
klasifikace, jak je uvedeno v bodu 1.17 niZe.

1.16 Ve vétsin€ scénaili inspekci mohou byt vysoce citlivé informace uvedené v bodu
1.15 pism. d) vySe, které mohou nebo nemusi mit narodni klasifikaci
divérnosti, ponechany v kontrolovaném objektu a jsou pouze dostupné pro pouZiti
na misté béhem inspekce. Kdyz se takové informace neodndSeji z mista a piistup
k nim je omezeny, nebude se tedy pouzivat Zadny proces klasifikace OPCW
v ramci Sekretariatu. Piesto inspekéni tym béhem kontrolnich innosti da témto
informacim pfinejmensim takovou udroveii ochrany, jakd se poskytuje informacim
OPCW HIGHLY PROTECTED. Kategorie klasifikace takovych informaci by
méla byt co mozna nejvice upfesnéna v dohodach o objektu.

117 Citlivé divémné informace nevztahujici se ke kontrole dodrzovani Umluvy, které
néjaky Clen inspekéniho tymu ndhodné odhali nebo sebere, se v zadné podobé
nezaznamenavaji a nejsou dale Siteny. Kdyz je k takovym citlivym informacim béhem
kontrolnich ¢innosti poskytnut ptistup, musi kazdy ¢len inspekéniho tymu dat témto
informacim pfinejmensim takovou uroveii ochrany, jakd se poskytuje informacim
OPCW HIGHLY PROTECTED, dokud nebo pokud neupfesni kontrolovany
smluvni stat nakladani s nimi nebo Groveti jejich citlivosti. V takovém piipadé
muze kontrolovany smluvni stat oznacit pocatecni klasifikaci (jak je uvedeno v bodu
2.5 této casti) takovych informaci béhem inspekce nebo v dohodé o objektu.
V ptipadé, Ze se takové citlivé informace dostanou nedopatfenim nebo na
zakladé dohody s kontrolovanym smluvnim statem do Sekretariatu, jsou
klasifikovany jako OPCW HIGHLY PROTECTED a chranény podle toho,
pokud kontrolovany smluvni stat neuvede jinak.

SIRENT:

118  Informace OPCW HIGHLY PROTECTED, které¢ se musi b&Zn¢ poskytovat
smluvnim statim v souladu s odst. 2 pism. b) Divérnostni ptilohy Umluvy, se $ifi
v souladu s tim.

2. Pravomoc klasifikovat

2.1 Pro informace, které byly urceny jako klasifikované a které se predavaji Sekretariatu
nebo jsou jim vytvofeny, se povinné musi pouzit rezim klasifikace v souladu s vySe
uvedenymi kategoriemi a pokyny pod primou pravomoci generalniho feditele. Tento
rezim bude zahmovat interni postup pro udrzeni shody klasifikace dokumentl
vytvofenych v rdmci Sekretariatu a pro konzultace o této klasifikaci a v piipade
nutnosti pro jeji schvaleni.
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22 Klasifikaci téchto informaci zavedou tyto organy:

a) v ptipadé divérnych informaci poskytovanych smluvnim stdtem ma tento
smluvni stat pravomoc oznacit pocatecni kategorii klasifikace;

- kdyZ poskytuje smluvni stat informace, které se jevi jako diveémé, aniz
uvede troveri citlivosti, bude generalni feditel nebo jeho zastupce povinen
pouzit prozatimni kategorii klasifikace a podle toho s témito informacemi
nakladat. Bude mit povinnost rychle konzultovat se smluvnim statem
plvodu, aby potvrdil, zménil nebo odstranil tuto prozatimni klasifikaci; a

b) v ptipad€ divérnych informaci vytvotenych Sekretaridtem odpovida za
pfitazeni prozatimni klasifikace jejich plivodce. Generalni feditel nebo
jeho zastupce méa pravomoc a povinnost ptridélit t€émto informacim
konecnou klasifikaci.

23 Jakykoliv dokument vytvafeny v ramci Organizace, ktery obsahuje duvérné
informace, by mél prozatimné klasifikovat jeho plvodce. Pii urCeni kategorie
klasifikace pro novy dokument vytvafeny v rdmci Organizace by mél jeho plivodce
vénovat patfinou pozornost Urovni citlivosti, kterd jiz byla zavedena pro
dokumenty nebo informace uchovéavané Organizaci a kterd se vztahuje k tomuto
novému dokumentu.

24 Smluvni staty by pfi oznacovani kategorie klasifikace divérnych informaci mély
vzit v tivahu jejich uroveii citlivosti a odpovidajici kritéria stanovena pro kazdy
druh kategorie a popsana v pododstavcich 1.7, 1.11 a 1.14 vySe. VySe uvedenymi
ilustrativnimi pfiklady forem informaci, které mohou byt klasifikovany do kazdé
z kategorii, neni dotena primarni pravomoc smluvniho statu stanovit klasifikaci
divérnych informaci, které poskytuje.

Pravomoc Kklasifikovat v pribéhu inspekci

2.5  V prib&hu inspekce nebo pii ptipravé dohody o objektu miize kontrolovany smluvni
stat oznacit pocatecni klasifikaci diivérnych informaci, ptficemZ vezme v uvahu
urovenl citlivosti a odpovidajici kriteria klasifikace. Tato pocate¢ni klasifikace
bude okamzité ucinna pii provadéni inspekce a pii pfedavani divémych informaci
Sekretariatu po dokonceni inspekce. V piipadech, kdy kontrolovany smluvni stat
zptistupni n€kterému ¢lenu inspek&niho tymu citlivé divérmé informace, aniz stanovi
jejich formalni klasifikaci, nebo kdyz se takové informace nékterému clenu
inspekéniho tymu odhali, ponese tento ¢len odpov€dnost za nakladani s témito
informacemi jako s OPCW HIGHLY PROTECTED, pokud kontrolovany smluvni
stat neuvede jinak.
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Doba trvani klasifikace

Klasifikace stanovend pro urcitou informaci bude zpravidla platit, dokud nebude
vyslovné zménéna nebo odstranéna v souladu s pokyny stanovenymi pro zménu
a zruSeni klasifikace. Pfi poskytovani divérnych informaci miZze smluvni stat
uvést dobu trvani klasifikace, kterd ma pro dané informace platit. Neni-li uvedeno
nic, pfedpoklada se, ze je doba neomezena.

V z4jmu udrZeni uskutecnitelné a u¢inné ochrany divérnych informaci, zlepSeni
ucinné kontroly dodrZzovani a chéapani celého systému kontroly a zmenSeni
archivnich fonda dfive citlivych materiali, mize byt tfeba, aby smluvni staty,
generdlni feditel a ostatni plivodci takovych dokumentii v rdmci Organizace
mimo jiné stdle pfezkoumavali oznaceni divérnosti a dal§i pouzivani kategorii
klasifikace za ucelem zruSeni nebo snizeni klasifikace nebo uvolnéni.

Klasifikace informaci a jeji trvani se mulze prezkoumavat zejména v kontextu
s programem nakladani se zaznamy Organizace. Pfi provadéni takového programu
miuiZe oblas generdlni feditel poZadovat pisemny souhlas smluvnich statl pivodu pfi
zruSeni klasifikace zaznami v souladu s dohodnutymi postupy. U davémych
informaci vytvorenych Sekretaridtem prezkoumava obcas generalni feditel prifazené
klasifikace fondl divérnych informaci. Pokud se informace vztahuji k jakémukoliv
smluvnimu statu, bude potteba, aby tento smluvni stat dal pted ukoncenim doby
trvani klasifikace svilij pisemny souhlas. V tomto ohledu bude zaveden postup
vnitiniho prezkumu.

Zména kategorie klasifikace
Zména klasifikace divérnych informaci

Pravomoc zménit klasifikaci divémé informace bude stejna jako pravomoc uvedena
v bodu 2.2 pism.a) a vbodu 2.2 pism.b) této Casti pro urCeni plvodni
klasifikace této informace. Zejména klasifikace informace dodané smluvnim
staitem neni zmeén€na bez pisemniho souhlasu tohoto smluvniho statu. Toto
pravidlo bude také platit pro takov¢ informace, které jsou obsazeny v dokumentech
vytvofenych v ramci Organizace.

Smluvni staty, které vytvofily nebo obdrzely informaci klasifikovanou
OPCW, a vedouci zaméstnanci sekretariatu (vedouci odbori a vyssi)
pouzivajici takovou informaci mohou pozadat o zménu kategorie klasifikace
pro tuto informaci. Takova zadost by méla byt zaloZena na jasné pracovni pottebé
amélo by se s ni pracovat v souladu s nasledujicimi ustanovenimi.

Kdyz smluvni stat, ktery vytvofil informaci klasifikovanou OPCW, zada
o zménu klasifikace, tento poZadavek se splni. Generalni feditel se muize pred
potvrzenim zmény poradit s timto smluvnim statem o nasledcich navrhované zmény.
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44  Kdyz existuje v souladu s bodem 4.2 vySe zadost o zménu kategorie klasifikace
davérné informace, ktera byla vytvotena Sekretariatem, generalni teditel nebo jeho
zastupce se pri uréovani fidi kriterii stanovenymi pro pouziti kategorii klasifikace
vzhledem k uvedené pracovni potiebé.

45 O zménu klasifikace informaci vytvofenych Sekretaridtem se mlze Zadat, kdyz
se informace zméni, doplni nebo pifepracuje tak, aby se vytvofil podstatny
rozdil v citlivosti. Naptiklad navrh zpravy o dodrzovani Umluvy mize mit v&tsi
citlivost nez kone¢né znéni, nebo mize byt v prepracované verzi inspekéni zpravy
uréené k Sir§imu rozeslani vypustén citlivy material. Pfi provadéni zmén klasifikace
budou pouzity zasady stanovené vy3e, pokud Umluva neuvadi jinak.

ZruSeni klasifikace duvérnych informaci

4.6  Ustanoveni uvedend vySe pro zménu klasifikace divérnych informaci plati také pro
zruseni jejich klasifikace. Predevsim klasifikace informace dodané smluvnim statem
neni zruSena bez pisemného souhlasu tohoto smluvniho statu. Navic se pfi
rozhodovani o zruSeni klasifikace divémych informaci postupuje podle téchto
pokynt:

a) pokud se navrhuje zruSeni klasifikace diivérnych informaci pochazejicich ze
Sekretariatu a vztahujicich se ke smluvnimu statu zpisobem, ktery ovlivnil
jejich pavodni klasifikaci, ziskd generalni feditel vyslovny pisemny souhlas
smluvniho statu se zruSenim klasifikace; a

b) u divémych informaci pochazejicich ze Sekretariatu posoudi generalni feditel
(nebo jeho zéstupce) pirinegjmensim stejné aspekty, které vzal v tvahu, kdyz
oznacoval informace jako divérmné.

4.7  ZruSeni klasifikace divémych informaci samo o sobé neznamend, Ze jsou k
dispozici pro vefejné uvolnéni. Uvolnéni jakychkoliv informaci vcetné diive
davérnych informaci, jejichz klasifikace byla zruSena, mimo Organizaci bude
vyzadovat samostatny proces konzultaci a schvéleni v souladu s¢asti VII této
politiky. Toto bude také platit pro informace poskytované smluvnim statim
Organizaci podle klasifikace OPCW.
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CAST VI
OBECNE ZASADY NAKLADANI S DUVERNYMI INFORMACEMI
A JEJICH OCHRANY

Iq

1. Uvod

11 Tato Cast stanovi zasady, jimiz se Organizace fidi pifi poskytovéani pfistupu k
informacim uréenym jako divérné a pfi jejich pravidelném Sifeni a jimiz se fidi s
tim spojené postupy nakladani s davérnymi informacemi a jejich ochrany. To
zahrnuje ptedavani divérnych informaci v ramci Organizace (v&etné jejich hlavnich
soucasti), a pfedavani davérnych informaci zmocnénym zéastupcim smluvnich stati.
Pokyny pro vefejné ¢i jiné uvolnéni informaci mimo Organizaci a smluvni staty jsou
uvedeny v Casti VIL

12 Tyto zasady se maji pouZzit pii podrobném vypracovavani v§ech postupt tykajicich se
nakladani s divémymi informacemi vcetn€ Inspekéniho manualu OPCW, Deklara¢ni
ptfiru¢ky a Manudlu postupu v oblasti divérnosti (MCP). Na zaklad¢ téchto zasad
se v administrativni smérnici vydavané generdlnim teditelem stanovi dal$i praktické
postupy. Zasady obsazené v této Casti plati pro vSechny ¢innosti Organizace v ramci
Sekretariatu a jinych organt Organizace, jakoZ 1 pfi jejich jednani se smluvnimi staty.
Vyzaduje se, aby smluvni staty, které obdrzi od Organizace divérné informace,
tyto divémné informace chranily v souladu s povinnostmi podle ¢l. VII odst. 6
Umluvy a odstavee 4 Divérnostni piilohy Umluvy. Smluvni staty by proto mély
zavést nebo upravit vhodna opatfeni pro nakladani s divérnymi informacemi
OPCW a pro jejich ochranu zptsobem, ktery je v souladu s t€émito zasadami.

13 Diivérnostni priloha Umluvy stanovi dvé zasady, jimiz se tidi pfistup k divérnym
informacim a jejich Sifeni v ramci Organizace:

- ptistup k ddvérnym informacim je upraven v souladu s jejich klasifikaci; a

- v ramci Organizace se divérné informace §ifi vyhradn¢ na zaklad¢é potieby je
znat (Divemostni pfiloha, odst. 2 pism. h).

14 Z t&chto zakladnich zasad vyplyva za prvé, Ze Urovni citlivosti davémych informaci se
budou fidit postupy, kterymi se zpfistupiiuji prijemctim, a prostiedky pouzivané k
jejich ochrang; a za druhé, Ze zmocnéni ptijemci divérnych informaci budou urceni
v souladu se svou prokazanou nezbytnou potiebou je znat, kterd se vztahuje
k u¢eltim Umluvy. Dillezitym &initelem pfi fizeni $ifeni divérnych informaci je
rozsah pfistupu poskytnuty smluvnim statim: v tomto kontextu se prvorada
a bezpodmine¢nd potieba je znat urCuje podle pozadovanych udaji, které maji byt
poskytnuty vdem smluvnim statim s cilem ujistit je o pokracujicim dodrZzovani
Umluvy jinymi smluvnimi staty (Davérnostni piiloha, odst. 2 pism. b). Proto musi
byt poskytnut ptistup k pfisluSnym davémym informacim vymezenym timto
ustanovenim s cilem poslouzit nejdilezitéjSimu cili tadné transparentnosti
a zvySeni vzajemné divéry mezi smluvnimi staty.
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1.5  Konkrétni rozsah pfistupu spojeny s urcitou diivérnou informaci je spise vyslovné
uréen nez mlcky predpokladan a jsou provedeny konkrétni praktické kroky s cilem
chranit je proti neopravnénému ¢i nedovolenému ptistupu. Pfisnost uréeni rozsahu
dovoleného ptistupu a pozadované urovné a intenzity ochrany ptfed nedovolenym
ptistupem se fidi podle klasifikace t€chto divérnych informaci. AvSak sama Groven
klasifikace neurCuje rozsah piistupu ke klasifikovanym informacim, ale jednoduse
zpusob, kterym se s nimi ma nakladat a chranit je pred nedovolenym zpfistupnénim.

2. Piistup, §ifeni a ochrana

2.1 Rozsah ptistupu k divérnym informacim je uplny soubor moZnych pfijemcti
zmocnénych ziskat nebo uchovavat tyto informace; Siteni je proces aktivniho
predavani téchto informaci jejich zmocnénym pfijemcim. Pojem ,pfistup*
k informacim tudiz znamena povoleni jednotlivei ziskat nebo uchovat tyto informace.
Siteni divérnych informaci je umonéno pouzitim ochrannych opateni v souladu
s trovni citlivosti informaci, takze se §ifi v rozsahu nutném pro provadéni Umluvy
bez zbyte¢ného nebo nedovoleného zptistupnéni. Sifeni davémych informaci viem
zmocnénym piijemcim v ramci Organizace se tudiZ musi bez ohledu na urovenl
klasifikace uskuteciiovat za pfijeti odpovidajicich ochrannych opatieni. V této
souvislosti je potfebné si vSimnout, Ze smluvni staty maji podle €l. VII odst. 6
Umluvy povinnost s divérnymi informacemi, které obdrzi podle Umluvy,
nakladat ve zvlaStnim reZimu.

22 Proto se maji vypracovat podrobné ochranné postupy a opatieni s cilem dovolit
pfistup k diavémym informacim jednotlivym pracovnikim Sekretariatu nebo
smluvnimu statu v souladu s potfebou je ve svém zafazeni zndt nebo v souladu
s uréitym ustanovenim Umluvy, a pfitom branit viem ostatnim v piistupu s piisnosti
a usilim, které odpovidaji citlivosti informaci stanovené jejich klasifikaci. Poskytnuti
divémych informaci Konferenci a Vykonné rad€ vychazi z obecnych zisad Sitfeni
divérnych informaci.

Zasada poti‘eby znat

23 Zasada potieby znat je tidici zasadou pti ur€ovani rozsahu piistupu a piijemci Siteni
informaci. V ramci Organizace neexistuje Zadné absolutni pravo dostavat diveérné
informace: zadny jednotlivy pracovnik Sekretariatu a Zadny ¢len jakéhokoliv organu
Organizace neni opravnén z moci samotného postaveni nebo urovné k tomu, aby
mél ptistup k jakymkoliv jednotlivym divérnym informacim OPCW.

24 Pristup k divérnym informacim se normalné povoluje na zaklad¢ individualniho
posouzeni i v souladu s urenim potieby je ve sv€ém zatfazeni znat. Existuje vSak
nepodminéna nutnost pfistupu smluvnich statti k nékterym informacim v souladu
s odst. 2 pism. b) Divérnostni piilohy Umluvy a toto i souvisejici ustanoveni by se
mélo povazovat za ustanoveni zaklddajici nezpochybnitelnou potiebu kazdé¢ho
smluvniho statu znat tyto informace, aby se mohl ujistit o pokracujicim dodrZzovani
Umluvy jinymi smluvnimi stéty.
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2.5 V ramci Sekretariatu jsou v rozumnych mezich hlavnim ¢initelem pro urceni potieby
pracovnika znat divérné informace a nasledn€¢ rozsahu dovolen€¢ho piistupu k nim
jeho konkrétni zatazeni nebo tkoly jemu vymezeng.

2.6 Generalni feditel ma primarni odpovédnost za zabezpeleni ochrany divérnych
informaci (Divémostni pfiloha, odstavec 2). Z tohoto diivodu je generalni feditel,
s vyhradou ustanoveni Umluvy, konednym rozhodcem pii uréeni potieby znat ve
vztahu k jakymkoliv jednotlivym divémym informacim.

wrw

Sprava Sifeni a postupy nakladani

2.7 Generalni feditel povéti Utad diivérnosti a bezpeénosti (OCS) celkovym dohledem
nad spravou ustanoveni o divé€rnosti. Generdlni feditel se mlze rozhodnout, Ze
pfenese urcité zalezitosti vztahujici se k divé&rnosti na feditele OCS. Konecna
odpovédnost v oblasti ditvérnosti ziistdva na generalnim fediteli.

2.8 Po urceni rozsahu dovoleného piistupu k divérnym informacim na zakladé zasady
potieby znat je pfistup povolen prostiednictvim podrobnych postupli nakladani
stanovenych pro Organizaci s cilem zajistit, aby zpisob pfistupu a uroveil
poskytované ochrany odpovidaly pouzité klasifikaci. Kazdy pfistup pracovnika
Sekretariatu k fyzickému nosi¢i uchovévajicimu divérné informace je fizen na
zéklad€ potfeby znat a eviduje se, a tato evidence se uchovava. V ptipadé, Ze se
takovy pristup uskutectiuje prosttednictvim elektronického systému idaji, je stanoven
postup pro pripojeni a odpojeni zmocnénych pracovnikl s cilem zajistit, aby zadny
jednotlivec nemohl ziskat piistup jménem jiného pracovnika. OCS bude dohliZet na
bézné fungovani téchto postupti naklddanim s informacemi.

Uréeni rozsahu pristupu a §ifeni divérnych informaci smluvnim stitim

29  Existuji rizné okolnosti, kdy bude Sekretaridt pottebovat urCit povoleny rozsah
ptistupu a nasledné S§itit diivémé informace smluvnim statim. Ve vSech ptipadech
je fidici zasadou zasada stanovena v odst. 2 pism.b) Divérmostni pfiilohy
Umluvy, a jsou zavedeny postupy s cilem zajistit, Ze se plni pozadavky tohoto
ustanoveni. Z tohoto ditvodu se bézn¢ poskytuji smluvnim statim udaje, které tyto
smluvni staty pozaduji s cilem ujistit se o pokracujicim dodrzovani této Umluvy
jinymi smluvnimi staty. Dodrzuji se zvlast€ postupy fizeni a provéfovani
informaci, aby se zajistilo, Ze se informace, které se musi poskytovat viem
smluvnim statim v souladu s odst. 2 pism. b) Davémostni pilohy Umluvy, se fadné
poskytuji bez dalsi potieby porady ¢i schvaleni v rdmci Sekretariatu.

2.10 'V ptipad¢ poskytnuti urditych divérnych informaci smluvnimu statu za urcitym
udelem, kdyZ se nejedna o podani zvlastniho pozadavku na $iteni podle Umluvy, ale
ucel se vztahuje ke konkrétnéjsi potieb€ znat (jako napt. v pribéhu vyjasiiovani
podle &. IX odst. 3 - 7 Umluvy nebo pii fefeni sporii podle &lanku XIV Umluvy),
plati obecné pravidlo, ze generalni feditel nebo jediny vy3$i ufednik, na né¢hoz
byla tato pravomoc zvlasté ptenesena v ramci primarni odpovédnosti
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generalniho feditele, po konzultaci a po potvrzeni potfeby znat da zvlastni
povoleni k navrhovanému pfistupu, se souhlasem kazdého smluvniho statu,
k némuz se informace vztahuji nebo jenz tyto informace poskytl. Generalni feditel
je vzdy informovén o jakémkoliv vykonu této pravomoci.

211  Zptsob poskytovani divérnych informaci smluvnimu statu Organizaci vychazi
z potifeby nepretrzité ochrany na urovni odpovidajici citlivosti informaci.
Smluvni stat pfijimajici informace je na oplatku povinen poskytnout takovym
divérnym informacim zvlastni nakladdni odpovidajici Grovni jejich citlivosti
a na pozadani poskytne podrobnosti o nakladani s informacemi, které mu
poskytla Organizace.

Povoleni pfistupu jinym zmocnénym pfijemcam  pridruZzenym
k Organizaci

2.12  Muze se stat, ze bude potiebné Sifit ditvérné informace OPCW urcitym zmocnénym
subjektim ¢i jednotliveim, ktefi stoji mimo ramec Seckretariatu, ale jsou nedilnou
soudasti provadéni konkrétnich funkci Organizace stanovenych v Umluvé. Generalni
feditel stanovi piisny rezim, jimzZ se tidi tento ptistup, a v souladu s odstavcem 2
Divérnostni ptilohy Umluvy si podrzi primarni odpovédnost za jakykoliv ptistup
schvaleny podle tohoto rezimu. Kazdy takovy navrhovany ptistup musi byt vyslovné
povolen generdlnim feditelem nebo jedinym vys$Sim uUfednikem, na n€hoZ byla tato
pravomoc podle rezimu a pod pfimou odpovédnosti generdlniho feditele pfenesena,
a to az poté, co byla pro navrhovaného pfijemce jasn€ stanovena potieba diveémé
informace v jeho zatazeni znat. Generélni teditel je vzdy informovan o jakémkoli
vykonu této pravomoci.

- Sekretariat informuje smluvni stat o kazdém takovém ptistupu t&€chto
zmocnénych subjektd ¢i jednotlived k divérnym informacim tykajicim
se uzemi smluvniho statu ¢i jakéhokoliv jiného mista pod jeho jurisdikci
nebo kontrolou. Jako podminka takového pfistupu se poZaduje zvlaSini dohoda
o zachovéani mlcenlivosti, kterd stanovi ochranu diivérosti, a tato dohoda je
zavazna pro kazdého jednotlivce, ktery vni je oznaCen za zmocnéného
pfijemce informaci. Jako predbézné opatfeni miize byt provedeno ohodnoceni
urovné ochrany, kterou ma navrhovany piijemce informaci zajistit divérnym
informacim.

- Vyse uvedena zasada plati pro prepravu vzorkd do uréenych laboratoti
v rezimu stanoveném podle &asti 11 odst. 56 Kontrolni piilohy Umluvy.
Muze také mimo jiné platit pro jakykoliv piistup k divémym informacim
OPCW pozadovany zmocnénym odbornikem (takovym, ktery miZe byt
jmenovan podle ¢l. IX odst. 4 pism. ¢) Umluvy nebo podle &asti XI odst. 8
Kontrolni ptilohy Umluvy) k vykonu jeho tfedni funkce.

- V pfipadé ptistupu k divérnym informacim ze strany zmocnénych subjektil
¢i jednotlivelh mimo ramec Sekretariatu, je takovy piistup pfisn€ omezen na
nejmensi miru nezbytnou pro vykon funkci, které¢ jsou nedilnou soucasti
provadéni Umluvy.
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2.13 Kazda osoba, jiz byl povolen pfistup k davémym informacim OPCW v souladu
s timto ustanovenim, odpovida za zajisténi toho, aby kazda osoba mimo ramec
Sekretariatu, které nasledn€ zpfistupni takové informace, méla potiebu je ve
svém zatazeni znat a také pisemné povoleni generdlniho feditele nebo zastupce
(jak je uvedeno v bodu 2.12 vy$e) povolujici pottebny pristup.

Uréeni rozsahu pfistupu k divérnym informacim v rimci Sekretariitu

2.14  Pfistup k divérnym informacim OPCW v ramci Sekretariatu je povolen pouze tém, pro
n€z je takovy pristup nezbytny k plnéni stanovenych sluzebnich povinnosti. Pti uréeni
potteby znat v ramci Sekretariatu se vénuje pecliva pozornost formalnimu popisu prace
pracovnika a uvedenému rozsahu pfistupu k divérmym informacim. Pfi povolovani
pfistupu k informacim OPCW PROTECTED a OPCW HIGHLY PROTECTED se
pozaduje vyslovny odkaz na konkrétni sluzebni funkce zaméstnance. Dovoleny
rozsah pfistupu k divérnym informacim klasifikovanym jako OPCW HIGHLY
PROTECTED se vyjadiuje pisemné na zaklad¢€ individualniho posouzeni.

2.15 Vede se evidence téch zaméstnanct, jejichZ sluZebni povinnosti s sebou nesou
pravidelny pfistup k divémym informacim tykajicim se kazdého smluvniho
statu. Sekretariat informuje smluvni stat o navrzich poskytnout konkrétnimu
zaméstnanci ptistup k diivérnym informacim tykajicim se tzemi tohoto smluvniho
statu nebo jakéhokoliv jiného mista pod jeho jurisdikci ¢i kontrolou. Dotéeny smluvni
stat je informovan nejméné tficet dni pred potvrzenim pristupu. Jakékoliv
jmenovani pracovnikili nebo zmény v personalni struktufe nebo funkcich, které
povedou k pfistupu k divérnym informacim tykajicim se smluvnich statli, se musi
oznamit dotCenym smluvnim statim nejméné tticet dnd predem.

2.16 Pouze né&ktefi vedouci pracovnici jsou zmocnéni povolit pfistup k divérnym
informacim jinym pracovnikiim pod jejich dohledem. Generalni feditel vytvori
administrativni smérnici, kterd urci pfislusna kritéria piisn¢ podle zasady potieby
znat. Povoleni pfistupu je v kazdém z ptipadid podminéno uréenim toho, Ze obsah
mé pfimy vyznam pro vymezené povinnosti navrhovaného piijemce informaci,
pfi¢emz kazdy takovy pfistup vzdy podléhd pfezkumu generalniho feditele. V ptipadé
nejistoty ohledn€ statutu potfeby znat™ navrhovaného piijemce informaci na zakladé
jeho zatazeni ¢i ukolu je nutné se poradit s vedoucim pracovnikem, ktery odpovida za
dohled nad ptijemcem informaci.

3. Zisady nakladani s divérnymi informacemi a jejich $ifeni
Siieni diévérnych informaci

31 Sifeni divérnych informaci je tfeba odliSit od procesu uvolfiovani informaci
Organizaci. Obecné se Sitfeni divérnych informaci vztahuje k dovolenému
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zptistupnéni t&chto informaci v ramci Organizace vcetné vSech jejich organt
a vladam smluvnich statd, vcetn¢ vladnich organizaci a zmocnénych subjekt i
jednotliven v ramci smluvnich statd, jich se tyka fungovani Umluvy, kdy? je toto
zptistupnéni dulezité pro konkrétni sluzebni ukoly nebo je v souladu
s ustanovenimi Umluvy o poskytovani informaci smluvnim statim. Pokud jde
o “uvolnéni” informaci Organizaci’, je tento proces a presny rozsah jeho pouziti
definovan v Casti VII této politiky.

Ziskavani, sbér a vytvaieni divérnych informaci

32  Organizace neptretrzit¢ pouziva zvlastni postupy nakladani s divémymi informacemi
a jejich ochrany od jejich prvniho ziskani, sb&éru nebo vytvoieni a pii vSech
naslednych cinnostech béhem jejich Sifeni. Organizace ziskava, sbird a vytvari
informace®, které mohou byt diivérné, n&kolika zpiisoby:

a)  informace poskytuji Organizaci smluvni staty:

- v souladu s jejich povinnostmi pfedloZit deklarace a poZzadavky na
ohlafovani stanovenymi podle Umluvy;

- behem formalniho postupu stanovencho podle Umluvy, jako jsou postupy
zahrnuté v ¢lanku IX Umluvy; a

- pfi pfedavani dalSich informaci vztahujicich se k provadéni Umluvy;

b) jiné informace tykajici se provadéni Umluvy ve smluvnim staté mize
ptedavat Sekretaridtu tento smluvni stat;

) informace mize ptedavat Sekretaridtu nebo jinému organu Organizace
zastupce smluvniho statu b¢hem formalniho postupu stanoveného
podle Umluvy, jako jsou postupy zahrnuté v ¢lanku IX Umluvy;

d) informace ziskava nebo sbird inspekcni tym béhem inspekce na miste;

e) informace vytvoti zaméstnanci Sekretariatu sluovanim nebo jinym
zpracovanim jinych informaci, naptiklad bé¢hem analyzovani vzorkli nebo
sestavovani inspekénich zprav. Vytvofené¢ informace mohou {erpat
z informaci pivodné poskytnutych smluvnimi staty nebo je zdvojovat, nebo
mohou pouzivat pouze informace ze Sekretariatu. Slu€ovani informaci nebo
provadéni analyzy muize vytvofit diivérné informace, které maji vyssi troven
citlivosti nez jejich plivodni zdroje.

“Uvolnéni” informaci se vztahuje ke schvalenému zpfistupnéni informaci mimo ramec samotné
Organizace (vCetné vSech jejich hlavnich soudasti) a mimo ramec vlad smluvnich statd
(konkrétné mimo vladni organizace a zmocneéné subjekty nebo osoby, kterych se v ramcei smluvnich
stati, tyka fungovani Umluvy (Sast VII bod 1.1 této politiky)).

Jak jsou vymezeny v Casti III této politiky.
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33 Kdyz Organizace pfijima informace z kteréhokoliv z té€chto zdrojl, piebird zvlastni
povinnosti patficné je chranit a nakladat s nimi. Pivodni pfijemce nebo pilivodce
informaci je pfedev§im povinen zajistit, aby byl jasn¢ uren divérny obsah a aby tam
byla pouzita spravna klasifikace, a to v ptipad€ potteby po poradé s OCS. Divérmné
informace, které sestavuji nebo slu€uji zaméstnanci sekretariatu a které Cerpaji
z divérnych informaci pochézejicich od smluvnich statl, maji zpravidla
pfinejmensim takovou klasifikaci, kterou oznacil smluvni stat, pokud nedoSlo ke
snizeni urovn¢ citlivosti informaci se souhlasem smluvniho statu pivodu nebo
pokud nebyla uréena vyssi urovei citlivosti. Jakoukoliv odchylku od tohoto pravidla
povoluje generalni feditel nebo k tomu zmocnény pracovnik. Generalni feditel k tomu
zmocnil feditele OCS.

34 Informace vytvotené v ramci Sekretariatu (jako jsou analytické a jiné zpravy,
politické dokumenty, profily, dopisy, memoranda), které obsahuji davérné
informace, zpoc¢atku klasifikuje a oznacuje jejich plvodce v souladu s jejich
citlivosti na takové urovni, ktera je pfingjmensSim tak vysokd jako nejcitlivéjsi
klasifikace zdrojového materialu, z né¢hoz byly odvozeny nebo ktery byl pouzit pfi
slouCeni. Pokud doSlo nasledné ke zvySeni Grovné citlivosti nad uroveil ptivodniho
zdrojového materialu, pouZije se vyssi troven klasifikace.

35 Informace vcetné¢ informaci oznacenych jako divérné, které predava
Organizaci smluvni stat, musi byt poskytnuty oficidlnim zastupcem tohoto
smluvniho statu. Sekretariat zavede postup evidence za ucelem zaznamendani pfijmu
takového materialu a jeho oficialniho zdroje a timto postupem se bude fidit.

3.6  Klasifikaci informaci, které Sekretariatu poskytuje smluvni stat, pravdépodobné ve
vétSiné pripadil jiz urcil tento smluvni stat vzhledem ke své priméarni pravomoci
klasifikace. Pfitom by mé&l smluvni stat vzit v Gvahu uroveii citlivosti a odpovidajici
kritéria stanovena pro kazdou kategorii klasifikace v ¢asti V této politiky. Pokud
smluvni stat poskytuje Sekretariatu informace, které se jevi jako divérné, avSak
bez oznaceni urovné citlivosti, pouZije se prozatimni kategorie klasifikace, jak je
uvedeno v ¢asti V bodu 2.2 této politiky.

3.7 Celkovd povinnost chranit informace po prvaim zpfistupnéni Organizaci
a patficné s nimi nakladat je zvlasté dilezita tehdy, kdyZ se informace sbiraji
b&hem inspekci na misté, jako je sbér poznatkll specifickych pro misto nebo
odbér vzorkl. Konkrétni zasady nakladani s divérnymi informace a pro jejich
ochranu béhem inspekci jsou odpovidajicim zpisobem stanoveny v odstavci 6 této
¢asti.

Postupy nakladani pro ochranu diivérnych informaci
Obecné pokyny pro nakladani a ochranu

38 Jednotlivi pracovnici za zadnych okolnosti nehovoii o diivérnych zéleZitostech ani
je nezpfistuptiuji, kdyZ nemaji kontrolu nad bezpecnosti informaci a jejich

prostiedi. Generalni teditel stanovi v administrativni smérnici konkrétni postupy
za
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ucelem zabranéni nedovolenému pfistupu a zpristupnéni v rozhovoru ¢&i
prostfednictvim telekomunikacnich médii, pfiCemz uroveti fyzickych nebo jinych
ochrannych opatfenich odpovida urovni citlivosti informaci vyjadiené jejich
klasifikaci. Skutecné pouziti schvéaleného uziti telekomunikaci pro pienos
divérnych informaci je omezeno na pfipady jasné operativni nutnosti.

39 S vyhradou povinnosti zabranit nedovolenému pfistupu mohou pracovnici
Sekretariatu zptistupnit divérné informace nebo o nich hovofit se:

a) zmocnénymi pracovniky Sekretaridtu se stanovenou potfebou znat diveémé
informace;
b) osobami, které nejsou pracovniky Sekretaridtu a kterym byl povolen

ptistup podle ustanoveni bod 2.12 a 2.13 této Casti, jako jsou zmocnéni
odbornici nebo zmocnéni pracovnici uréené laboratofe, kteti jsou
jednotlivé zavazéni dohodami o zachovani mlcenlivosti; v takovém
ptipadé se mnozstvi zptistupiiovanych informaci omezuje na nejmensi
moZnou miru a kazda takova informace se poskytuje na zaklad¢ potieby
ji znat, piesto by méla postacovat pro usnadnéni tkolu, pro ktery byl povolen
ptistup k divérnym informacim; a

) zmocnénymi zastupci smluvniho statu, jehoz se informace tykaji, ktefi maji
jasné opravnéni k takovému zpfistupnéni, jak je vyslovné stanoveno
ustanovenim Umluvy, nebo pro které bylo stanoveno jiné zmocnéni a potieba
znat diavérné informace.

3.10  Generalni feditel vyda administrativni smérnice stanovici podrobné praktické postupy
nakladani s nésledujicimi kategoriemi fyzickych nosi¢l za ucelem zajisténi ochrany
divérnych informaci, které kazdy takovy nosi¢ nese, pfi vSech operacich nakladani
auchovavani a OCS dohlizi na provadéni téchto smérnic:

- dokumenty véetn€ pisemnosti a spisti;
- pocitacové materialy;
- audiovizualni materialy; a

- vzorky.

Tyto administrativni smérnice maji za cil vytvofeni praktickych mechanismt zajisténi
toho, Ze jsou dodrzovany vSechny zasady stanovené v tomto dokumentu.

311 Pro divérné informace, které se vztahuji konkrétné ke kontrolovanym nebo
deklarovanym objektim, se pouziva kodovy systém a s tim spojené jejich
uchovavani s cilem zabranit piimé identifikaci jakéhokoliv objektu, k némuZz se
takové informace vztahuji, v co moZna nejvétSi mife umoZiiujici pfitom wGCinnou
kontrolu.
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4. Zvlastni postupy nakladani s divérnymi informacemi

Znaceni duvérnych informaci

41 Za ulelem fadného nakladani s duvémymi informacemi OPCW se vSechny
dokumenty a nosice pro uchovavani informaci jasn€ oznacuji v souladu
s pokyny pro znaceni stanovenymi v administrativni smérnici vydané
generalnim feditelem a provadéné pod dohledem OCS. Zéakladem znaceni budou
tfi kategorie klasifikace, z nichZ jedna by méla byt jasn€ pouZita na kazdy nosi¢
nesouci informace uréené jako divérné:

- OPCW RESTRICTED
- OPCW PROTECTED
- OPCW HIGHLY PROTECTED

42 Kazdy jednotlivy dokument musi byt jasné oznacen podle nejvyssi rovné citlivosti
materidlu, ktery obsahuje. Pokud by to mohlo usnadnit nasledné¢ uvolnéni nebo
Siteni méné citlivych ¢asti dokumentu, mize byt pouzita zdsada znaleni po
Castech (odstavcich) tak, aby se oddily v ramci dokumentu oznacily klasifikaci
podle jednotlivych urovni citlivosti a cely dokument byl jasn€ oznacen
nejvyssi urovni citlivosti. Nebo mohou byt v8echny diivérmné informace obsaZzeny
v divérné ptiloze k jinak neklasifikovanému dokumentu s tim, Ze cely dokument
by byl jasn€ oznacen nejvyssim stupném citlivosti.

4.3 Davérnostni pfiloha Umluvy stanovi, 7e viechny udaje a dokumenty, které ziska
Sekretariat, jsou nejdiive posuzovany z hlediska diavérného obsahu (odst. 2
pism. b)) a Ze pokud je diivémy, jsou takové udaje a dokumenty klasifikovany (odst.
2 pism. d)); tento proces je v souladu s pravem jakéhokoliv smluvniho statu
oznadit informace, které poskytuje, jako divérné. Utvar Sekretariatu, ktery
ptijima dany dokument, bude pro tento ukol odpovidajicim utvarem a, kdyZ je to
povazovano za nutné, bude z tohoto divodu s pomoci OCS zavadét postupy
k zajisténi toho, aby vSechny informace s moznym div&mym obsahem, které¢ byly
ziskany mimo Sekretariat, byly vyhodnoceny a aby byla jasn¢ oznaCena jakakoliv
nutna klasifikace. Urceni klasifikace, kterd ma byt pouzita, a pravomoci
klasifikovat musi byt v souladu s klasifikacnim syst¢émem OPCW. V piipadech,
kdy se informace jevi jako divémé, ale plivodné nebyly jasn€é oznaCeny svym
plvodcem, provede odpovidajici oznafeni utvar v piipadé nutnosti spolu se
stanovenim prozatimni kategorie klasifikace. Jakakoliv takto pouzitd prozatimni
klasifikace by méla byt okamZit€¢ potvrzena, zmé&néna nebo zruSena po poradé
s pivodcem informaci.

44  Pozaduje se, aby vSechny duvérné informace vytvofené na Sekretariatu byly
jasn€ oznaceny svym pivodcem v souladu s prozatimni kategorii klasifikace
odpovidajici jejich citlivosti. Uroveil této klasifikace musi byt uréena v souladu
s klasifika¢nim systémem OPCW. Vedouci odboru musi dohliZet na fddné znaceni
interné¢ vytvofenych divérmych materialll v ramci celkové koordinace a pravomoci
OCS.
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45 Informace vytvofené inspektory na zakladé¢ informaci, které jim poskytl
kontrolovany smluvni stat, jako jsou inspekéni zpravy nebo jejich &asti, jsou
oznadeny klasifikaci, kterd se shoduje s urovni citlivosti, jakou uvedl smluvni stat.
V pftipadech, kdy je Grovei citlivosti takovych informaci nejasnd, se s informacemi
nakladéa jako s OPCW HIGHLY PROTECTED, dokud se nevyjasni jejich uroven
citlivosti prostfednictvim konzultaci s kontrolovanym smluvnim statem.

Archivovani a vedeni zdznamu

4.6 Sekretariat v souladu s administrativni smérnici vydanou generalni fteditelem
a provadénou pod dohledem OCS stanovi postupy archivovani a vedeni zdznami
k zajisténi toho, aby se evidoval interni pohyb a archivovani divérnych informaci.
Tyto postupy zaznamenévaji poskytnuti veskerych takovych divérnych informaci
jakékoliv osobé, agentuie nebo subjektu v rdmci Sekretariatu i mimo néj vcetné
jejich poskytnuti zastupcim smluvnich stati.

4.7 Vsechny divémé informace by meély byt uchovavany a intern€ rozesilany
zpusobem, ktery eviduje kazdého pracovnika, ktery mél k nim pfistup, a datum
a Cas pristupu. Sekretariat také stanovi dodatecné postupy vedeni zaznami s cilem
zajistit nepretrzité monitorovani informaci OPCW HIGHLY PROTECTED
a urcit, kdo mél nebo pravé ma takove informace v drZeni.

Kopirovani divérnych informaci

48  Kopirovani informaci znamena jejich mnozeni zptsobem, ktery vytvati dalsi piipadny
nebo mozny pfistup k informacim. Pfi kopirovani divérych informaci by mél byt
pocet kopii co nejmensi a odpovidat schvalenému rozsahu pfistupu a nasledné¢ho
Sifeni. Pracovnik odpovédny za kopirovani informaci musi zajistit, Ze vSechny
kopie kopirovaného dokumentu maji jasné odpovidajici znacenti.

49  Klasifikované informace se budou kopirovat pouze za spofadanych
a kontrolovatelnych podminek. Informace OPCW HIGHLY PROTECTED sc
mohou kopirovat pouze po ziskani evidovaného souhlasu zmocnéného vedouciho
pracovnika, a to jiného, neZ je pracovnik, ktery bude informace kopirovat, nebo na
zéklad¢ zvlastniho trval€ho prikazu. Takovy souhlas miiZze stanovit, ze se kopirovani
musi provadét pod dohledem jiného pracovnika. Pocet kopii se musi zaznamenat
a kazda kopie se musi oc¢islovat. Kopie by se mély rozdavat schvalenym ptijemcim
s tim, Ze se toto piedani eviduje. Jakékoliv pfebytecné kopie nebo kopie, které se
jiz nepouZzivaji, se vrati pracovnikovi archivu, ktery je archivuje nebo zniéi s tim,
7e tento ukon eviduje.

4.10 Informace poskytované smluvnim statim v souladu s odst. 2 pism. b) Divérnostni
ptilohy Umluvy, které jsou viak divémé, se b&né kopiruji a 3ifi v souladu
s pozadavky smluvnich stiti a v souladu s administrativni smémici vydanou
generalnim feditelem. V pfipadé informaci OPCW PROTECTED a OPCW
HIGHLY PROTECTED by se mél uchovavat zdznam o poctu vytvotenych kopii
a o prijemci (piijemcich) kazdé kopie.
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Likvidace a zniceni duvérnych informaci

Administrativni smérnice vydand generdlnim feditelem stanovi pro Sekretariat
postupy nakladani s cilem zajistit bezpecnou likvidaci a zni¢eni materiall
obsahujicich divérné informace. Tyto postupy zahrnuji:

- technické metody zniceni nebo likvidace pro vSechny kategorie nosict;
- evidenci zni¢eného nebo zlikvidovaného materialu;
- postupy svédCenti pii niceni a likvidaci; a

- poZadavky na ohlaSovani pro vysoce klasifikované materidly poskytované
smluvnimi staty.

Pi‘enos duvérnych informaci

Ptenos davé€mych informaci vlistinné a v elektronické podob€ do Sekretariatu
a z ného probiha v souladu s urovni citlivosti informaci a fidi se pfisnymi postupy
stanovenymi v administrativni smérnici vydané generalnim feditelem. Tyto
postupy zahrnuji:

- pokyny pro bezpeéné odesilani divérnych informaci postou nebo jejich
prenos z klavesnice a jejich bezpeéné osobni pfevazeni; a

- postupy pro bezpecny pienos telefonicky, telefaxem a jinymi
telekomunikacnimi systémy.

Tato pravidla musi u kazdé Sifené ditvérné informace zajistit, aby:
- informace byla doru¢ena na misto urceni;
- piistup k jakymkoliv pfenaSenym udajim méli pouze zmocnéni uzivatelé; a

- piijemce zpravy si mohl ovéfit, Ze odesilatelem je zmocnéna osoba.

Administrativni smémice vydand generdlnim feditelem bude popisovat normy
stanovené pro bezpe¢ny komunikacni systém vytvoreny pro Systém fizeni informaci
(IMS), a tento komunikacni systém bude pouZzit v inspekénim manuélu.

Zabezpeceni diivérnych informaci

Pracovnici a jiné osoby zmocnéné v souladu s body 2.12 a 2.13 vySe, ktefi
pouzivaji divérné informace nebo odpovidaji za jejich Gschovu, musi pfijmout
veSkera bezpelnostni opatfeni k tomu, aby zabranili Gmyslnému nebo
nahodnému piistupu osob, které nejsou zmocnény, k témto informacim. Toto
zahrnuje pfinejmensim dodrzovani vSech postupd a splnéni vSech norem zavedenych
v ramci Organizace pro nakladani s ddvérmymi informacemi a pro jejich ochranu
a zajisténi nepretrzit¢ ochrany béhem jejich Sitfeni.

Divémné informace se nesmé&ji pouzivat nebo umistovat tak, aby byly vystaveny
nebo zpfistupnény jednotlivctim, kteti nejsou zmocnéni mit k takovym
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informacim piistup. Generalni feditel jmenoval OCS k zavedeni postupti s cilem
zajistit, aby pracovnici Sekretaridtu fadné nakladali s divérnymi informacemi.
Generalni feditel zajisti, aby se tyto postupy provadély v plném rozsahu, aby se
zjistila a ohlasila vSechna jejich poruSeni a aby se ukladaly odpovidajici
disciplindrni sankce v souladu s ¢asti 1X této politiky.

Fyzicka ochrana a uloZeni

4.17 Generalni fteditel stanovi v administrativni smérnici opatfeni pro fyzickou
bezpecnost kancelafi, laboratofi, prostor pro ulozeni informaci, pocitatovych
nosicl a audiovizualnich materialt klasifikovanych jako divémé, jakoz i normy
pro fyzickd zafizeni pro uloZeni v ramci Sekretariatu, vcetné zamkl
a bezpelnosti zajiSténych prostor, archivnich skfini a zapeleténych schranek.
Tato opatfeni zahrmuji postupy pro omezeni pristupu do budov OPCW a jinych mist
a pro evidenci pfitomnosti navstévnikii a pracovniki v pracovni dob¢ i po ni. Postupy
zahrnuji zvlastni opatieni pro vstup do zvlasté citlivych prostor v rdmci budovy
(budov) OPCW a jinych mist, jako jsou prostory pro uloZzeni diivérnych informaci,
kancelarské prostory, kde se pracuje se zpracovanim a validaci deklaraci
a inspek&nimi zpravami, operacni stfedisko a laborator OPCW.

4.18 Duvémné informace jsou bezpedné ulozeny v prostordch Organizace. N¢které udaje
nebo dokumenty mohou byt ulozeny rovn&€Z u narodniho organu smluvniho statu.
Citlivé informace, zejména fotografie, plany a dal$i dokumenty, které jsou
potfebné pouze pro inspekci konkrétniho objektu, mohou byt uzaméeny v tomto
objektu (Divérnostni pfiloha Umluvy, odst. 2 pism. e)).

4.19 UlozZeni davémych informaci OPCW u narodniho organu smluvniho stitu nebo
v kontrolovaném objektu by se mélo pokud moZno shodovat s minimalnimi standardy,
které pouziva Sekretariat.

Premisténi diivérnych informaci z prostor OPCW

420 V administrativni smérnici vydané generalnim feditelem jsou stanoveny postupy
nakladani s divérnymi informacemi pfi jejich pfemisténi z prostor OPCW, mezi
kontrolovanymi misty a Organizaci a mezi Organizaci a zastupci smluvnich stétu.
Jakékoliv takové premisténi se uskutecni pouze pro Gcely vztahujici se k provadéni
Umluvy a pouze vco nejmen$im rozsahu nutném pro provadéni povolenych
sluzebnich funkeci.

Ztrata duvérnych informaci

421 'V administrativni smérnici vydané generalnim feditelem jsou stanoveny postupy
zahrujici piipad ztraty nebo podezieni na ztratu divérnych informaci OPCW, vetné
ztraty u inspektora, u pracovnika Sekretariatu nebo u zéstupce smluvniho statu, jakoz i
ztratu pii preprave. Takové postupy zahrnuji poZadavky na ohlasovani, vySetfovani
a konzultace s dotenymi smluvnimi staty. Protoze ztrata nebo podezieni na ztratu
ukazuji na mozné porudeni divérnosti, musi se uplatiiovat postupy zabyvajici se
porusenim nebo udajnym poruSenim ddvérnosti.
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Postupy naklddani pro jednotlivé informaéni nosice

Postupy nakladani s davérnymi informacemi stanovené v odstavci 4 vySe plati pro
vSechny divémé informace bez ohledu na nosi¢, na némZ se uchovavaji;
nasledujici dodatecné postupy se tykaji informaci ptendSenych na konkrétnich
druzich nosici.

Audiovizualni material

Administrativni smérice stanovi postupy pro nakladani s audiovizualnim materidlem
obsahujicim divémé informace, pfi¢emz stanovi urovné ochrany v souladu
s kategoriemi klasifikace a tidi se pfesné postupy stanovenymi pro nakladani
s dokumenty obsahujicimi diivérné informace.

Divérné informace v pocitacich a pocitatovém materialu

Musi se kontrolovat pfistup ke vSem mistim OPCW a kli¢ovym slozkam IMS, jako
jsou servery a velkokapacitni paméti. VeSkery hardware v divérmné casti IMS
a zvlasté pracovni stanice, servery a uzivatelska koncova zatizeni se chrani nejen
proti kradeZzi nebo trestnému poskozeni, ale také proti nedovolenému fyzickému
ptistupu a pokusiim o manipulaci. Kromé toho jsou pod dohledem a eviduji se
udrzbaiské a opravarenské cinnosti na hardwaru davérné ¢asti IMS. Pfistup
k takovému hardwaru, jako jsou servery, tiskarny, zalohovaci zafizeni a jina
vystupni zafizeni, je omezen na pracovniky s odpovidajicim provéfenim.

Postupy pro ochranu udaji ulozenych v diivérmné c¢asti IMS a jakychkoli jinych
systému elektronického zpracovani idaji nebo paméti obsahuji tyto prvky:

- opatfeni pro kontrolu pfistupu proti uzivatelim, ktefi nejsou zmocnéni,
nebo proti nedovolenému externimu pristupu;

- oddéleni soubortl a udaji riznych uzivatelt; a

- provéfovani ¢innosti uZivatele véetné pfistupu do databazi a zmén parametrii
operacniho systému a systémovych soubort. Zvlast¢ se eviduje jakykoliv
pristup pracovnika k pocitaCcovym soubortim obsahujicim divémé informace
a tyto zaznamy se pravidelné provétuji.

Postupy pocitatového zabezpecCeni udajli, dokumentd a informaci poskytnou
podrobné pokyny pro ochranu divérnosti pii tvorbé, nakladani, znaceni,
zéalohovéni a likvidaci vSech forem pocitacovych souborti, poc¢itacovych dokumentii
a jinych dokumenti vztahujicich se k ukolim, jako je sprava systému a fizeni
a provoz pocitacové bezpecnosti.

S pocitacovym materidlem (vCetné prenosnych pamétovych nosici jako diskety)
a s divérnymi informacemi ulozenymi v Systému fizeni informaci OPCW se musi
nakladat a musi se chranit v souladu s postupy nakladani a uloZeni podporovanymi
podrobnymi  technickymi  ndvody  stanovenymi  generdlnim  feditelem
v administrativni smérnici.
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Vzorky z inspekei na misté

5.7  Cast II odst. 55 Kontrolni pfilohy Umluvy upravuje odesilani vzorkii odebranych
béhem inspekci pro analyzu mimo objekt do uréenych laboratofi. Proces odebirani
vzorkil se svou podstatou vztahuje ke kontrole dodrzovani Umluvy, aviak takové
vzorky mohou také nahodou nést a potencialné poskytovat jiné informace, které se
samotné pfimo nevztahuji ke kontrole. Z tohoto divodu zahrnuje inspekéni manuél
postupy zajisténi ochrany diveérnosti vzorki pfepravovanych k analyze mimo objekt
do uréenych laboratofi.

5.8  Vypracovani a provadéni rezimu zavedeného podle &asti II odst. 56 Kontrolni
ptilohy Umluvy pro odbér vzorki, zachazeni s nimi, jejich pfepravu a analyzu je
zalozen na pozadavcich ochrany divérnosti béhem piepravy do uréenych laboratofi
a uloZeni v nich. Tento rezim se zaméfi na konkrétni problém, Ze by se v procesu
analyzy vztahujici se k dodrzovani mohly ziskat dalS§i divérné informace
nevztahujici se k dodrzovani. Na dalsi problémy spojené s divérnosti se zamé&tuji
postupy evidence vzorkil stanovené podle casti II odst. 57 Kontrolni ptilohy
Umluvy a s tim spojené postupy informovani kontrolovaného smluvniho statu o tom,
7ze urCené laboratofe po dokoncCeni analyzy vzorky zniCily nebo je wvratily
Sekretariatu pro odpovidajici kone¢né nakladani. Vyzaduje se, aby uréené laboratoie
uzaviely zvlastni dohody o zachovani mlc¢enlivosti potvrzujici povinnosti stanovené
podle rezimu, kterym se fidi proces odbéru a analyzy vzorkd.

6. Nakladani s diuvérnymi informacemi a jejich ochrana béhem kontrolnich
¢innosti na misté

Kontrolni postupy

6.1 Davérnostni piiloha Umluvy a diivejsi Sasti této politiky stanovi zakladni zasady
nakladani s div€mymi informacemi a jejich ochrany b&hem inspekei. Tykaji se
informaci ziskanych nebo sebranych béhem kontroly dodrzovani i jinych informaci
nevztahujicich se k cilam Umluvy, které mohou byt zpfistupnény v prib&hu
kontrolnich Cinnosti. Inspekéni manual OPCW mda stanovit podrobné postupy
zalozen€ na t€chto zasadach vcetn€ potrebnych postupli pouzivani a ochrany tdajt,
dokumentli a souboridl a rozsahu ptistupu k nim pfi provadéni inspekci, které budou
v souladu s pozadavky Duvérnostni piilohy Umluvy a s funkénimi pozadavky na
inspektory v terénu. Ty musi vzit v Gvahu funkéni poZadavky na ochranu udajt
ulozenych v pifenosnych zafizenich a obecné postupy stanovené pro piepravu
a uloZeni davérnych informaci.

6.2 Kli¢ovym praktickym prvkem pro ochranu divérmnych informaci béhem inspekci jsou
inspekéni postupy, pouZiti vybaveni a proces porady v ramci inspekéniho tymu a se
zéastupci  kontrolovaného smluvniho statu. Inspekéni postupy stanovi jasnou
hierarchickou linii komunikace v rdmci inspekéniho tymu s cilem umoznit porady
o problémech, které vzniknou v souvislosti s diivérnosti, a o tom, k ¢emu maji byt
pouzity divérné informace. V souladu s touto strukturou probihaji béhem jednéni
o dohodé¢ o objektu, béhem piedinspekéni informacni porady a béhem provadéni
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pocatecni inspekce a naslednych inspekci porady mezi zastupci kontrolovaného
smluvniho statu, kontrolovaného objektu a inspek¢éniho tymu s cilem jasné stanovit
uroveii ptistupu, ktery ma byt povolen kazdému ¢lenu inspekéniho tymu, a to, jak se
ma nakladat se zpfistupnénymi nebo sebranymi divémymi informacemi. V ptipadé
inspekce na vyzvu je pozorovatel povinen plné dodrzovat divémost vSech informaci,
ke kterym byl poskytnut piistup v souladu s ustanovenimi Umluvy o inspekci na
vyzvu, a podle toho s takovymi informacemi naklada.

Hodnoceni a klasifikace divérnych informaci

6.3 Postup klasifikace stanoveny v ¢asti V bodu 2.5 této politiky se pouZzije pro informace
sebrané v pribéhu inspekce. Takové informace jsou v souladu s timto postupem
ihned hodnoceny z hlediska divérnosti a poté jim je ud€lena pocatecni klasifikace
a poskytnuta tadnd ochrana v souladu s jejich citlivosti s odvolanim na dohodu
0 objektu a ve shodé se zastupci kontrolovaného smluvniho statu. Pokud pted
inspekci neexistuje pfislusna dohoda, meél by inspekéni tym vyzvat
kontrolovany smluvni stat, aby pokud mozno vzdy navrhl kategorii klasifikace
veSkerych dOvérnych informaci zpfistupnénych v priabéhu inspekce.
V ptipadé€, Ze se citlivé duvérné informace zpfistupni ¢lenu inspekéniho tymu
nebo je Clen inspekéniho tymu odhali bez jakéhokoliv uvedeni jejich kategorie
klasifikace, vyzaduje klasifika¢ni systém, aby se s nimi naklddalo a aby byly
chranény jako OPCW HIGHLY PROTECTED, pokud kontrolovany smluvni stat
nestanovi jinak. Obecné plati, Ze v ptipad€ pochybnosti nebo nejistoty by nakladani
s davérnymi informace a jejich ochrana mély byt na nejpiisné&j$i mozné urovni
a porady o dal§im zpfistupnéni a Sifeni dokonce i v ramci inspekcéniho tymu musi
pro uréeni rozsahu ptistupu plné dbat zasady potieby znat. Pokud sebrané informace
obsahuji divérné informace nevztahujici se k Umluvé, budou vyzadovat zvlastni
nakladani, jak je uvedeno v ptislusSném bodu niZe.

Kontrola na misté: ochrana nevyznamnych divérnych informaci

6.4  Tato politika stanovi jasné zdsady, kterymi se fidi ochrana divérnych informaci,
které nejsou vyznamné pro dodrzovani Umluvy, a stanovi v tomto sméru konkrétni
povinnosti.” 7 tohoto divodu se musi kontrolni &innosti navrhovat, planovat
a provadét tak, aby se zabréanilo zbyte€nému zpfistupnéni divérnych informaci
a aby se usilovalo o zabranéni zpfistupnéni takovych informaci, které se
nevztahuji k dodrzovani Umluvy ve smyslu jakéhokoliv inspekéniho mandatu,
v souladu s a¢innym a v€asnym plné€nim kontrolnich povinnosti. Tyto zasady také
vyzaduji, aby se nevyhledavaly, nezaznamendvaly ani neuchovavaly divérné
informace nevztahujici se k dodrzovani Umluvy: béhem jakékoliv inspekce je
zékladni povinnosti kazdého clena inspekéniho tymu a zvlast€¢ jeho vedouciho
zajistit, aby k tomu nedoslo. Pfipousti se vSak, Ze béhem kontrolnich ¢innosti mize
dojit k tomu, Ze se jiné divémé informace, které se samy o sob& nevztahuji k ucelu
inspekce, seberou nebo zaznamenaji v riznych podobach (jak je stanoveno v definici
Linformaci v &asti I1I této politiky)® prostiednictvim polozek, jako je schvalené

Uvedeno v ¢asti IV, bod 1.4 této politiky.
Uvedeno v ¢asti 111 této politiky pod titulkem ,,Rozsah informaci”.
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inspekéni vybaveni, od€vy inspektorti a osobni véci. V pripad€, Ze jsou takove
informace béhem inspekénich ¢innosti zpfistupnény, nejsou dale v zadné podobé
Siteny, dokonce ani v ramci inspekéniho tymu, a jsou vraceny kontrolovanému
smluvnimu statu nebo zni¢eny pod jeho dohledem.

6.5  Duvérnostni priloha Umluvy stanovuje, e smluvni staty béhem kontrolnich ¢innosti
,,mohou pfijimat takova opatteni, kterd povazuji za nezbytna k ochrané davérnosti,
za piedpokladu, Ze plni své zavazky prokazovat dodrzovani této Umluvy v souladu
s prislusnymi &lanky a Kontrolni p¥ilohou Umluvy ". Inspekéni tymy jsou mimo jiné
povinny ,,vzit v uvahu navrhy, které v kterékoliv fazi inspekce smluvni stat podrobeny
inspekei pifipadn€ ucini k zajiSténi ochrany citlivych zafizeni nebo informaci, které
nemaji vztah k chemickym zbranim".'® _Inspekéni tymy piisné dodrzuji ustanoveni
ptislusnych €lanka a piiloh, jimiz se fidi provadéni inspekci. Plné dodrzuji postupy
uréené k ochrang citlivych zafizeni a k zamezeni prozrazeni divérnych udaji.""!

6.6 S vyhradou uplného procesu porad s kontrolovanym smluvnim statem b&hem
inspekce 1 po ni (jak je stanoven pro inspekce na vyzvu v €asti X odst. 61 Kontrolni
prilohy Umluvy), odpovida Organizace za potvrzeni kontrolovanému smluvnimu
statu, ze informace shromazdéné v souladu s ustanovenimi Umluvy v prib&hu
kontrolnich &nnosti se vztahuji k dodrzovani Umluvy ve smyslu inspek&niho
mandatu. Inspekéni tym musi chranit veSkeré informace shromdzdéné b&hem
inspekce v souladu s urovni klasifikace, kterou pro né€ predepisuje
kontrolovany smluvni stat. Kontrolovany smluvni stat nesmi v ramci stavajicich
povinnosti ve vztahu k prokazani dodrzovani Umluvy namitat proti zadlen&ni
informaci do pfedb€Zznych zjisténi inspekce, kdyZ po uplnych poradach trva inspekcni
tym na tom, Ze se vztahuji k dodrzovani Umluvy ve smyslu inspekéniho mandatu.

6.7 U vesSkerych informaci shroméazdénych b&éhem inspekce ale nezahrnutych do materialu
uvedeného v seznamu a okopirovaného poskytnutého kontrolovanému smluvnimu
statu se ma za to, ze se nevztahuji k inspekénimu mandatu, a musi se s nimi nakladat
tak, jak je uvedeno v bodu 6.4 vySe. Uznava se zasada, Ze ¢lenové inspekéniho tymu
dodrzuji omezeni pfistupu a Sifeni, jako jsou omezeni dohodnuta jako soucast
tizeného ptistupu v pfipad¢ inspekce na vyzvu, a Zze zadné informace, které smluvni
stat povazuje za divémé, ale jejichZ kopii nedostal, neopusti inspekéni misto bez
jeho souhlasu. Aniz je dotCena povinnost smluvniho statu prokazat dodrZzovani,
zahrmuji postupy provadéni vySe uvedenych zasad mimo jiné:

- dodate¢né vycisténi inspekéniho vybaveni;

- vyménu odévi pied a po urcité kontrolni ¢innosti;

Ditvérnostni piloha Umluvy, odstavec 13.
Davérnostni pifloha Umluvy, odstavec 14.
Duvérnostni pifloha Umluvy, odstavec 15.
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- odloZeni osobnich véci pred vstupem do urcitych prostor;

- ptepravu zasazeného vybaveni spolecné zapeceténého do Sekretariatu
k dekontaminaci pod dohledem zéstupce kontrolovaného smluvniho statu,
pokud je to pozadovano;

- ponechani na mist¢ oddelitelnych Casti nesoucich divémeé informace
nevztahujici se k Umluvé; nebo

- ponechani vybaveni na misté po prozkoumani vSech dalSich moznosti vCetné
téch uvedenych vyse.

Tyto postupy se nezneuzivaji a zavad€ji se ptipadné v souladu s pravnim ramcem
dodrzujicim imunitu stanovenou podle Castill odst. 11 pism. d) Kontrolni pfilohy
Umluvy.

6.8  Zadny postup, ktery je pouZivan v souladu s témito zasadami, nebrani ani nezdrzuje
kontrolni ¢innosti provadéné podle inspekéniho mandatu a v souladu s ustanovenimi
Umluvy.
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CAST VII

POSTUPY UVOLNOVANI INFORMACI
ORGANIZACI OPCW

1. Obecné

1.1 Tato cast této politiky stanovi zasady, kterymi se tidi postupy, jez ma Organizace
pouzivat pfi uvolilovani jakychkoli informaci, které v souvislosti s provadénim
Umluvy ma. ,.Uvolnéni“ informaci Organizaci se vztahuje ke schvalenému
zptistupnéni informaci mimo rdmec samotné Organizace (vetné vSech jejich
hlavnich soucasti) a mimo ramec vlad smluvnich stati (konkrétn€é mimo vladni
organizace a zmocnéné subjekty nebo osoby, kterych se v ramci smluvnich statt
tyka fungovani Umluvy). Obdobné se témito zasadami ¥idi uvoliiovani informaci
OPCW jakékoli jiné mezindrodni organizaci, vladé nesmluvniho statu, soukromym
nebo statnim organizacim nevztahujicich se k provadéni Umluvy nebo
jakémukoliv jednotlivci, ktery neni zaméstnancem Organizace ani pro ni nepracuje
na zakladé¢ smlouvy, ani neni zadnym smluvnim statem zmocnén ve vztahu
k provadéni Umluvy.

12 Pii provadéni Umluvy nastanou piipady, kdy Organizace bude potiebovat uvolnit
informace, aby splnila sv€ povinnosti. Uvolnéni mize byt zcela vefejné nebo muize
mit omezeny rozsah podle konkrétnich okolnosti. Nutnost uvolnit informace miize
nastat jak pro neklasifikované tak pro klasifikované informace. Zadné informace,
které Organizace ziskala nebo vytvofila v souvislosti s provadénim Umluvy, nejsou
zvefejnény ani jinak uvolnény, pokud se tak déje v souladu s témito pokyny.

2. Veiejné uvolnéni informaci

2.1 Generalni feditel mize verejné uvolnit informace, které nejsou oznaceny jako
divérné (véetn€ drfive divérnych informaci, jejichz klasifikace byla zruSena
v souladu s Casti V body 4.6 a 4.7 této politiky) a které patii do jedné z t&chto
kategorii:

a) vieobecné informace o priabshu provadéni Umluvy, které neobsahuji
materidl vztahujici se konkrétné k né&jakému smluvnimu statu. To
nezahrnuje konkrétni informace o inspekénich innostech provadénych ve
smluvnim statu nebo pro néj planovanych. Tyto druhy informaci, které se
mohou uvolnit vefejné podle tohoto ustanoveni, budou uvedeny v seznamu
schvaleném Konferenci; tento seznam by mohl zahrnovat podrobnosti
o pozadavcich a formach deklarace, vSeobecnou nebo vzorovou
dokumentaci, souhrn informaci o celkovém programu kontroly a techniku
a metodiku kontroly pouZivanou pfti inspekcich na mistég;

b) faktické organizacni informace o Organizaci s vyjimkou informaci, které se
tykaji bezpetnosti Organizace nebo persondlnich zaleZitosti a soukromi
pracovniki Sekretariatu; nebo
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) informace vztahujici se ke smluvnimu statu, které jsou neklasifikované
a u kterych tento smluvni stat zvlast€ zadal, aby byly vefejn€ uvolnény,
nebo s tim souhlasil.

22  Generalni fteditel zvéazi jednotlivé zadosti o vefejné uvolnéni informaci
a rozhodne o nich za ptredpokladu, Ze spliiuji podminky ptedchazejiciho
odstavce. Pozadavky jdouci nad ramec téchto parametrii se ptredkladaji
k rozhodnuti Vykonné rad€ nebo Konferenci.

23 Vsechny kontakty mezi pracovniky Sekretaridtu a médii podléhaji této politice,
zvlasteé cast VII této politiky (vCetné téchto postupll stanovenych pro vetejné
uvolnéni informaci) a Politice OPCW v oblasti vztaht s médii a s vefejnosti. Generalni
feditel vyda administrativni smémici, kterou se tidi medialni politika, v souladu
s t€émito pokyny politiky vefejného uvoltiovéani informaci.

3. Omezené nebo neverejné uvolnéni informaci

31 Mohou nastat piipady, kdy je nutné'’ uvolnit informace mimo Organizaci
zpisobem, ktery neodpovida uplnému vefejnému uvolnéni. To miZe zahrnovat
uvolnéni informaci mezinarodni organizaci nebo vladni organizaci pouze pro oficidlni
ucel a za urcitych podminek. Takové neverejné uvolnéni se miize pouzit pro diveérné
informace oznacené klasifikaci OPCW nebo pro informace, jejichz klasifikace
byla zruSena, jakoz i pro neklasifikované informace. Divémé informace
oznacené klasifikaci OPCW se uvolni pouze tehdy, kdyZ generalni feditel potvrdi, Ze
se v organizaci piijimajici informace mulze dodrzovat odpovidajici ochrana
a kontrola. Generalni feditel uzavie s potencidlnimi organizacemi pfijimajicimi
informace dohodu nebo ujednani o zachdzeni s klasifikovanymi informacemi
a o jejich ochrang.

32 Omezené nebo nevetejné uvolnéni informaci by mohlo nastat:

a) kdyz se Vykonna rada rozhodne piedlozit otdzku nebo zdlezitost piimo
Valnému shromazdéni Organizace spojenych narodi a Radé bezpecnosti
Organizace spojenych narodl v souladu s ¢l. VIII odst. 36 Umluvy;

b) kdyZz se Konference rozhodne ptedlozit zalezitost Valnému shromézdéni
Organizace spojenych narodii a Rad¢ bezpenosti Organizace spojenych
naroda v souladu s ¢l. XII odst. 4 Umluvy; nebo

) kdyz se Konference nebo Vykonna rada rozhodne pozadat o stanovisko
Mezinarodni soudni dvir s povolenim Valného shroméazdéni Organizace
spojenych naroda v souladu s ¢l. XIV odst. 5 Umluvy.

V souladu s odst. 2 pism. ¢) Divérnostni piilohy Umluvy.
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33 Omezené nebo nevetfejné uvolnéni informaci, které nejsou oznaceny klasifikaci
OPCW, mize povolit generalni feditel za predpokladu, ze tyto informace spadaji
do kategorii stanovenych v bodu 2.1 této ¢asti. Pozadavky na uvolnéni informaci
neoznacenych klasifikaci OPCW ale jdouci nad ramec té€chto parametrii se
predkladaji k rozhodnuti Vykonné rad€ nebo Konferenci.

34  Kdyz se pro diivérné informace navrhuje omezené nebo nevetejné uvolnéni, jsou
rozsah a podminky takového uvolnéni ptisn€ v souladu s potfebami provadéni
Umluvy. Stale musi platit zasada potieby znat, kterou se idi Sifeni informaci.

35 Pokud se divérné informace tykaji uritého smluvniho statu a tento smluvni stat
vyslovné pozaduje jejich uvolnéni nebo s nim souhlasi, potom miiZze uvolnéni
probéhnout bez dal$i konzultace. Ve vSech ostatnich ptipadech se pro uvolnéni
divémych informaci mimo Organizaci vyZzaduje rozhodnuti Konference nebo
Vykonné rady. I kdyz Zadost o rozhodnuti o takovém uvolnéni je mozné podat
kterémukoliv z orgdnd, bude takovy poZadavek bEZn¢ soucasti obecného
politického rozhodnuti Konference nebo Vykonné rady o ptedlozeni souvisejici
zalezitosti externimu subjektu v souladu s Umluvou, a tak by rozhodnuti o uvolnéni
bylo ptijato stejnym organem, ktery posuzuje obecnou politickou otazku.

3.6  Rozhodnuti schvélit takové uvolnéni by mélo byt zaloZeno na:

a) vyslovném urceni, Ze zamysleny ptijemce informaci ma jasnou pottfebu znat
diavérné informace v souladu se svou ulohou pti provadéni Umluvy; a

b) ureni toho, Ze zamySlené uvolnéni informaci odpovidd potfebam
Umluvy.

3.7  KdyZ vznikne zjevna nutnost uvolnit divérné informace, pfipravi generalni reditel
navrh na uvolnéni informaci pro konzultace a prezkum dotéenymi stranami.
Pozaduje se, aby se formulace navrhovaného uvolnéni pln€ zabyvala faktory pro
uréeni duvérnosti a klasifikace. Pokud je to mozné, jsou informace navrhované
k uvolnéni zpracovany do méné citlivé podoby, aby se zabranilo zptistupnéni
divémych informaci nevztahujicich se k ucelu uvolnéni. V tomto ptipad€ by se mél
pouzit proces zruSeni nebo zmény klasifikace. Pokud byly diavémé informace
ziskany od smluvniho statu nebo se jej tykaji, poZaduje se, aby generdlni feditel nebo
jeho zastupce zmocnény pro tuto funkci ziskal pisemny souhlas tohoto smluvniho
statu s navrhovanym uvolnénim. Odepteni takového souhlasu nevyuZzije smluvni stat
k tomu, aby se vyhnul pln&ni svych povinnosti podle Umluvy.

3.8  Pii ptipravé navrhu uvolnéni mize generalni feditel navrhnout, aby byly s uvolnénim
spojeny zvlastni podminky nebo omezeni rozsahu, s cilem zajistit, aby se¢ uvolnéni
soustfedilo na sviij konkrétni ugel spojeny s provadénim Umluvy. Néktera omezeni
rozsahu nebo podminky, které je mozné pouZit, jsou:
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b)
c)
d)
©)
39

ptistup k divémym informacim pouze doCasné, napiiklad po dobu trvani
schlizky nebo po dobu trvani konzultace;

uptesnéni, Ze informace jsou pouze pro oficialni pouziti;

zadost o zvlastni nakladani, jako je poZadavek informace po urcité dob&
zni¢it nebo vratit;

zv1astni kontroly nékterych citlivych Casti diivérmych informaci; a

vizualni zobrazeni divérnych informaci, jako je promitani b&hem schiizky.

Po konzultaci s dotCenymi stranami bude navrh na uvolnéni ptedlozen k rozhodnuti
Vykonné radé nebo Konferenci.
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CAST VI
ADMINISTRATIVA
Generalni Feditel
1. Generalni feditel stanovi rezim ochrany davémych informaci a nakladani s nimi

v ramei Organizace v souladu se zasadami stanovenymi v Divémostni piloze Umluvy
a v této politice a dohlizi na provadéni a kontrolu tohoto rezimu. Za timto ucelem
vyda generédlni teditel administrativni smérnice vyZadované touto politikou
a dohlizi na jejich provadéni.

2. Generalni feditel ma primarni odpovédnost za prosazovani tohoto rezimu a poveri
odpovidajici utvary Sekretariatu urcitymi ukoly pro provadéni rezimu v souladu s touto
politikou. Ve vyjime¢nych pifipadech miZe generalni reditel prenést urcitou pravomoc
v oblasti provadéni rezimu dGvémosti na omezeny pocet vedoucich pracovnikll
Sekretariatu s vyhradou urcitych omezeni stanovenych v této politiceB. Generalni
tfeditel také osobn€ dohliZi na jednéani t€chto utvarli a nadale je osobn€ odpoveédny za
opatieni provadéna jeho zastupci pti vykonu jeho pravomoci.

Administrativa rezimu duvérnosti v Sekretariatu

3. Rezim dtvérnosti plati pro Cinnost vSech Casti Sekretariatu. OCS pomaha
pfijimajicim utvarim Sekretaridtu pfi pfezkumu udaji a dokumentl, které ziskal
Sekretariat, s cilem zjistit, zda obsahuji divérmné informace. Pfitom pouziva pokyny
stanovené v odst. 2 pism. a) Divérnostni piilohy Umluvy a v &asti 11l bodu 11 této
politiky. Kontrolu fungovani rezimu diivérnosti provadi Utad vnitiniho dozoru pii
vykonu své funkce kontroly v oblasti divérnosti a tato kontrola je funkéné
oddélena od utvari, které maji za ukol provadéni tohoto rezimu.

4. Sekretariat pod dohledem generdlniho feditele zajisti, aby byli jeho pracovnici
fadneé informovani o svych povinnostech chranit divérné informace a dodrzovat
rezim davérnosti 1 o zasadach této politiky a postupech, které vyzaduje jejich
provadéni, zasadadch a postupech tykajicich se bezpeCnosti a o moZnych
sankcich, které by si pifivodili v pfipadé nedovoleného zptistupnéni
duvérnych informaci a aby se jim tato povinnost pfipominala. Také je potfebné
vzit v tvahu pozadavky na odbornou pfipravu po kazdé zméné organizacni
struktury Sekretariatu, kterd ma vliv na nakladani pracovnikid s divérnymi
materialy. V takovych piipadech se tyto pozadavky na dal§i odbornou ptipravu plni
pokud mozno do tii mésic, kazdopadn€ vSak co nejdiive po zavedeni dotycné
strukturalni zmény.

B Viz zv14ste Sast VI body 2.10 a 2.12 této politiky
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CAST IX
POSTUPY V PRiIPADE PORUSENI

IX.1: POSTUPY VYSETROVANI PORUSENI

1. VyS$etifovani poruSeni a idajnych poruSeni divérnosti a porusSeni povinnosti
v oblasti duvérnosti

Tato &ast politiky zhruba uvadi, na zaklad& ustanoveni Diivérnostni prilohy Umluvy
(odstavec 19), postup vySetfovani vedeného generdlnim feditelem ve vztahu
k porusenim a udajnym porusenim divémosti a porusenim souvisejicich povinnosti
chranit divémé informace.

Krok 1: VySettovani vedené generalnim feditelem
Krok 2: Prozatimni opatieni

Krok 3: Zprava o vySetfovani

Krok 4: Reakce na zpravu o vysetfovani

4a: Disciplinarni sankce proti stavajicim pracovnikiim Sekretariatu
4b: Sankce proti byvalym pracovnikiim Sekretariatu

4c: Opatteni ve vztahu ke zbaveni imunity

4d: Jina tizeni v ramci statni jurisdikce

4e: Opatteni piijata, kdyz se ukaze odpovédnost smluvniho statu

4f: Opatteni k prepracovani nebo zdokonaleni rezimu diveérnosti
2. Definice

PoruSeni povinnosti chranit divérnost (,,poruseni diivérnosti”) zahrnuje jakékoliv
nedovolené zpfistupnéni informaci OPCW jakékoliv osob¢ nebo vladnimu &i
soukromému subjektu bez ohledu na imysl nebo na nasledky zptistupnéni. PoruSeni
duvérnosti 1ze také spojit se zneuzitim informaci s cilem ziskat osobni vyhodu
nebo prospét z4jmlim tieti strany &i je poSkodit. M4 se za to, Ze k poruseni
povinnosti tykajicich se ochrany diivérnych informaci doSlo, pokud nebyly dodrZzeny
uvedené postupy nakladani s divémymi informacemi, jejich ochrany, uvolfiovani
a Sifeni, takze vzniklo jasné riziko nedovoleného zpiistupnéni, at’ uz k takovému
zptistupnéni skutecné doslo, nebo ne. Prakticky existuje mezi poruSenim divernosti
a poruSenim povinnosti chranit divérné informace znacné prekryti.
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3. Krok 1: VySetiovani vedené generalnim feditelem

31 Jak pozaduje Divérostni ptiloha Umluvy, zahaji generalni feditel neprodlend
vySetfovani:

a) po “dostacuyjicim mnozstvi poznatk’” o tom, Ze doslo k poruSeni povinnosti
chranit diivémé informace ze strany pracovnika Sekretariatu, jiné zmocnéné
osoby nebo subjektu mimo rdmec Sekretaridtu nebo zastupce nebo uredni
osoby smluvniho statu; nebo

b) kdyZ smluvni stat poda obvinéni tykajici se poruSeni divérnosti.

32 Generalni feditel zahdji vySetfovani, zvlasté kdyz se dozvi o diivodné moZnosti nebo
jasném riziku nedovoleného zptistupnéni diveérnych informaci, k ¢emuz doslo, mimo
jiné, zpisobem:

a) ktery porusuje politiku nebo pokyny Organizace stanovené pro nakladéani
s davérnymi informacemi, jejich ochranu, uvoltiovani a Sitfeni; nebo

b) ktery by mohl nepfiznivé ovlivnit cil a uéel Umluvy nebo zajmy Organizace,
smluvniho statu nebo obchodniho ¢&i vladniho subjektu nebo statniho
pfisluSnika smluvniho statu nebo ktery by mohl poskytnout zvlastni nebo
selektivni vyhodu jednotlivci, statu nebo jakémukoliv jinému subjektu
véetn€ obchodni firmy.

33 Generalni feditel je povinen vySetfit jakékoliv obvinéni vznesené smluvnim statem,
ze doSlo k porudeni divérnosti. Takové obvinéni by mélo byt podano generalnimu
fediteli pisemné a mélo by v co moZna nejvétsim rozsahu poskytnout podpilirné
informace. Obvinéni by mélo pokud mozno uvést povahu dotenych informaci,
dobu a misto tdajného poruSeni a skute¢nou nebo moznou budouci skodu, o niz se
predpoklada, Ze se dotkne ptislusnych zajmu.

34 Kdyz generalni teditel rozhodl ptikrocit k vySetfovani, mélo by se toto
rozhodnuti ozndmit okamzit€¢ vSem smluvnim stitim a vSem pracovnikiim
Sekretariatu, kterych se udajné poruSeni nebo podezieni z poruSeni tyka.

35 Cilem vySetfovani je zjistit, zda doSlo k poruSeni diivérnosti nebo k poruSeni
postupti nakladani s davérnymi informacemi, jejich ochrany, Sifeni ¢i
uvolfiovani, a zavaznost jakéhokoliv poruseni vcetn€ stupn€ a povahy jakékoliv
zplisobené Skody. VySetfovani by mélo také zvazit zplGsoby zlepSeni rezimu
davérnosti tak, aby se zabranilo jakémukoliv opakovanému poruSeni divérnosti
nebo poruSeni postuptl.

3.6 Generalni teditel pfimo odpovidd za vySetfovani a osobné je tidi, ale muze
jmenovat vedouciho pracovnika, aby vySetfovani provadél. VySetfovani by se
mélo zahgjit predbéZnym prezkumem okolnosti obvinéni nebo znamek poruseni
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a posouzenim jakéhokoliv ditkazu nebo podpiirnych informaci. Generalni teditel
miiZe v této fazi zjistit, Ze zadny zfejmy ptipad neexistuje; pokud tomu tak je,
muze se na vlastni uvazeni bud poradit se smluvnim statem, ktery podal
obvinéni, nebo mize uzaviit vySetfovani a ohléasit nalez, Ze Zadny ziejmy
ptipad nebyl prokazan. Po prokazani ztejmého ptipadu poruSeni, které se dotklo
zajmi néjakého smluvniho statu, oznami generalni feditel Vykonné rad€, ze
vysetfovani poruSeni pokraluje a mize se souhlasem doty¢ného smluvniho statu
predlozit konkrétni informace o vySetfovani, jsou-li pozadovany.

3.7  Postup vysettovani po prokazani ziejmého piipadu miize zahrnovat tyto ¢innosti:
a) sbér a zkoumani dikazl v ramci OPCW nebo jejich slozek;
b) zkoumani dalSitho materialu, ktery dodaly smluvni staty jako dikazy;
c) davérné pohovory s pracovniky Sekretariatu;

d) porady s dotéenymi smluvnimi staty vetné zastupcli dotéenych
hospodatskych nebo soukromych subjektli navrZzenych smluvnimi staty; nebo

e) poZadavek, aby smluvni stat poskytl podrobnosti o nakladani
s informacemi, které mu Organizace poskytla.

38 Vedeni vysetfovani zistane divérmé a bude podléhat pfisnému pouziti zasady
potfeby znat. Zvlastni pée by se méla vénovat moznym Skodlivym ufinkim, které
zpristupnéni informaci o takovém vySetfovani mize mit pro pracovniky Sekretariatu
i pro zajmy smluvnich statd. VySetfovani by se mélo provadét objektivné a fadné
a nemélo by dojit k pouZziti natlaku za ucelem ziskani informaci od jakéhokoliv
dotéeného jedince. Mé&la by se v&novat veskerd snaha tomu, aby se co nejrychleji
a v souladu s fadnym postupem vySetfovani uzavielo a pfijalo se pfislusné opatieni
jako reakce na jeho vysledky.

39  Vechny dotlené¢ smluvni staty a vSichni dotéeni pracovnici Sekretaridtu v co
moZna nejveétsSim rozsahu spolupracuji a podporuji vysettovani. U smluvnich statd
to miZze znamenat poskytnuti podrobnosti o vedeném internim vySetfovani,
poskytnuti dikazi, ozndmeni o statnim soudnim fizeni ve vztahu k téZe véci
a ozndmeni o stupni a povaze Skody zplisobené poruSenim. Vyzaduje se, aby
pracovnici Sekretariatu poskytli faktické informace vztahujici se k cilim vySetfovani
a jejich pracovnim povinnostem.

4. Krok 2: Prozatimni opatieni

4.1 Pokud je prokazan ziejmy ptipad, ktery se patrné¢ dotyka osoby, kterd je v soucasné
dobé pracovnikem Sekretariatu:
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a) budou zahijeny postupy v souladu se Sluzebnim faddem s cilem ulozZit
prozatimni omezujici opatfeni pro dobu trvani vySetfovani, jako je
odvolani z urcitych funkci nebo odepieni pristupu k uréitym informacim nebo,
pokud se piipad jevi jako zavazné€j$i, doCasné pozastaveni vykonu sluzby
v souladu se Sluzebnim fadem OPCW;

b) generalni teditel zvazi a mize navrhnout okamZité opatieni, v pifipadé
potfeby po porad€ s Vykonnou radou, s cilem chranit veskeré opravnéné
zajmy, které by mohly byt doteny poruSenim nebo tidajnym poruSenim
dtvérnosti, véetn& zajml smluvniho statu nebo Organizace;

a

) pokud se jedna o vySetfovani na Zadost smluvniho statu, generalni teditel
informuje tento smluvni stat o pfijeti jakéhokoliv takového prozatimniho
opatteni.

42  Zamé&stnanec podeziely z ucasti v poruseni by mél byt informovan doporuc¢enym
dopisem o rozhodnuti ptijmout takové prozatimni opatieni s uvedenim opodstatnéni
takového opatfeni a s upozornénim na vSechny dostupné pravni prostiedky.

43 Pokud predbézna faze vysetfovani odhali zfejmé naznaky, ze smluvni stat mize byt
odpovédny za poruseni nebo ze se ho poruseni muze jinak tykat, generalni feditel
zvazi a mize navrhnout Vykonné rad¢ k rozhodnuti okamzité opatfeni s cilem
chranit veskeré opravnéné zajmy, které by mohly byt dotleny poruSenim
davérnosti, vcetné¢ zajml jakéhokoliv jin¢ho smluvniho statu nebo Organizace.
Generalni feditel mlze pozadat takovy smluvni stat, aby mu poskytl podrobnosti
o nakladani s informacemi, které mu Organizace poskytla.

44  Pokud pifedbéznd faze vySetfovani odhali zifejmé naznaky, Ze fyzickd nebo
pravnickd osoba v jurisdikci smluvniho stdtu muiZe byt odpovédnéd za poruseni
nebo Ze se ji poruSeni miiZe jinak tykat, mlze se generdlni feditel poradit s timto
smluvnim stitem a milZe jej pozadat o podporu, v ptipad€ nutnosti po vysloveni
souhlasu Vykonné rady, moznych opatfeni na ochranu veSkerych opravnénych
zajm1, které by mohly byt dotleny poruSenim daveérnosti.

5. Krok 3: Zprava o vySetirovani

5.1  Generalni feditel vypracuje zpravu o vySetfovani, ktera uvede, zda doSlo
k poruSeni divérnosti nebo poruSeni postupi nakladani s divérnymi
informacemi, jejich ochrany, §ifeni nebo uvoltiovani. Zprava bude vyhotovena ve
dvou podobach, v uplné podob&, ktera uvede uréené skutecnosti podrobné,
a v pozménéné podob€, z niZ byl odstranén konkrétni divérny material, aby se
zajistilo, Zze divémé informace spojené s porusenim se nebudou déle zpfistupiiovat
nad ramec povolen¢ho rozsahu pfistupu knim a Ze se dodrzi ty ¢asti soukromi
jednotlivych pracovniki, kterych se ptipad netyka.
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52 S uplnou zpravou se naklada jako s divémou a ma byt klasifikovana a mé se s ni
nakladat podle jeji citlivosti. Méla by byt zpfistupnéna pouze tém, kterych se
vySetfovani piimo tyka, véetn€ vSech jednotlivych pracovniki Sekretariatu, kterych
se poruseni nebo udajné poruSeni tykd, a jakéhokoliv smluvniho statu, ktery vznesl
obvinéni z poruSeni. Ve své pomé&néné podobé muize byt zprava k dispozici
jakémukoliv smluvnimu statu na jeho Zadost a bude shrnuta ve vyroni zpravé
o divérnosti podavané generalnim feditelem Konferenci, jak se poZaduje podle
odstavce 3 Divérnostni piilohy Umluvy. Zprava by méla v obou podobach pokud
mozno obsahovat konkrétni navrhy na zlepseni rezimu diivérnosti. Pokud generalni
feditel pozadal Vykonnou radu o schvéleni prozatimniho opatfeni v souladu s body
4.1, 4.3 nebo 4.4 této Casti, m¢l by podat pitimo Vykonné rad¢ zpravu o zavedeni
pfedbéZného opatieni.

53 Kdyz zprava zjisti, ze doslo k poruSeni diveémosti, méla by obsahovat zhodnoceni
stupné zavaznosti poruSeni s ohledem na tyto faktory:

a) zda k poruseni doslo imysInymi nebo nahodnymi kroky, nebo z nedbalosti;

b) zda poruSeni zahrnovalo poruSeni povinnosti podle této politiky a sni
spojenych administrativnich smérnic nebo urcitych dohod, jako je napiiklad
dohoda se zaméstnancem o zachovani ml¢enlivosti nebo dohoda o objektu;

) stupeti ptipadného skutecného mnebo potencidlniho poSkozeni z4jmi
jakékoliv dotCené strany; a

d) stupeti jakékoliv soukromé vyhody ziskané nedovolenym zpfiistupnénim
nebo naslednym zneuZzitim informaci, zvlasté podpora vlastniho zajmu,
konkurenéni vyhoda, prospéch tfeti strany nebo timysl poskodit zajem tieti
strany.

54  Pokud smluvni stat pozadujici vySetfovani neni spokojen se zpravou, kterou
generalni feditel vydal po vySetfovani, a po vyCerpani vSech ptimétenych pokusii
o vyfeSeni problému pomoci konzultaci, ma tento smluvni stat pravo pozadovat,
aby byla k posouzeni pfipadu svolana Divérnostni komise.

55 Pokud nebylo vysetfovani dokonceno do tfi mésicl od pocate¢niho rozhodnuti jednat,
m¢él by generalni feditel vypracovat prozatimni zpravu o postupu vysetfovani pro ty,
kteti obdrzi kone¢nou zpravu. Tato zprava by méla uvadét kroky ucinéné k danému
dni, a vSechny ptekazky nebo divody opozdéncho dokondeni vySetfovani. Pokud se
po konzultacich nasledné ukaze, Ze tyto prekazky nebo zpozdéni neni mozné
urychlené ptekonat, mize generalni feditel uzaviit vySetfovani a pozadat ve své
zpravé v souladu s odstavcem 23 Davémostni piilohy Umluvy o svolani
Divérnostni komise, aby piipad posoudila.

5.6  Pokud se po ukonceni vySetfovani rozhodne, Ze nedosSlo k poruSeni divérnosti
ani k poruSeni povinnosti chranit informace, méla by zprava generalniho feditele
obsahovat prohléaseni ocCistujici obvinéného pracovnika Sekretariatu nebo smluvni stat.
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6. Krok 4: Reakce na zprivu o vySetiovani

Vysetfovani a zprava, kterd konstatuje, Ze doslo k poruseni divérnosti nebo poruseni
povinnosti chranit informace, mohou vést ke Ctyfem Sirokym kategoriim moZzné
reakce:

a) interni disciplinarni opatfeni v Organizaci, které se dotyka stavajicich
pracovniki sekretariatu, a sankce dotykajici se byvalych pracovniki;

b) soudni fizeni vedené v jurisdikci néjakého smluvniho statu po ptipadném
zbaveni veskeré imunity vici jurisdikci;

) pfepracovani nebo zdokonaleni reZimu ditvérnosti OPCW; a
d) jiné opatieni, kdyz se ukaze odpov€dnost smluvniho statu.
7. Krok 4a: Disciplinarni sankce proti stivajicim pracovnikim Sekretariitu

7.1 Pokud se po ukonleni vySetfovani rozhodne, Ze se poruSeni divérnosti nebo
poruSeni povinnosti chranit informace dopustil pracovnik Sekretariatu, uplatni
generalni teditel nalezitd disciplinarni opatfeni v souladu se Sluzebnim radem
OPCW.

7.2 Pti urCeni, které opatieni by se mé&lo pouzit vici pracovnikovi, by se méla
zvazit zavaznost poruseni a stupeti individualni odpovédnosti.

73 Rozhodnuti generalniho feditele o disciplinarnim opatfeni podléha pifezkoumani nebo
odvoléani v souladu s postupy stanovenymi podle SluZebniho fadu OPCW.

8. Krok 4b: Sankce proti byvalym pracovnikim Sekretariatu

Pokud se ve zpravé zjisti, Ze se poruSeni divémosti nebo poruseni povinnosti
chranit informace dopustil byvaly pracovnik Sekretariatu, milize generdlni teditel
rozhodnout o uplatnéni jakychkoliv opatieni, kterd stale jeSt€ mohou byt uplatnéna
v ramci podminek Sluzebniho fadu OPCW. Ta mohou zahrnovat ztratu finan¢nich
¢i jinych néarokd, jako jsou naroky souvisejici s penzijnim fondem OPCW.

9. Krok 4¢: Opatieni ve vztahu ke zbaveni imunity

9.1 Nezavisle na téchto disciplinarnich opatfeni muize generalni teditel rozhodnout
0 zbaveni imunity v0c¢i trestnimu stthani. To plati pro stavajici pracovniky
Sekretariatu i pro byvalé pracovniky, ktetfi si mohou ponechat imunitu ve vztahu
k opatfenim pfijatym b¢hem jejich sluzby v Sekretariatu. Zbaveni imunity ma byt
zvazovano pouze v piipad¢ vazn€¢ho poruSeni daveémosti, kdy byla prokazana
individualni odpovédnost a v jejim dasledku vznikla Skoda, a mélo by vyplynout ve
spojeni s davérnymi konzultacemi ohledn€¢ moZnosti pouziti ptislusné statni
jurisdikce. Méla by se také ptezkoumat konkrétni dohoda o zachovani ml¢enlivosti
podepsand pracovnikem, pokud jde o jeji mozné pouziti pfi soudnim fizeni.
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92 Jakékoliv rozhodnuti o zbaveni imunity podléha prezkouméni nebo odvolani se
v souladu s postupy stanovenymi podle Sluzebniho fadu OPCW.

93 Smluvni staty pfijmou v co mozZna nejveétsim rozsahu odpovidajici pravni opatteni
jako reakci na zbaveni imunity. Pfijimané opatteni bude v souladu s ¢asti [X.3 této
politiky nize v€etn€ moznych soudnich Zalob, kterd je mozné podat proti stavajicim
i byvalym pracovnikiim, ktefi byli zbaveni imunity. Pokud stavajici nebo byvaly
pracovnik odpovédny za poruleni méa bydlisté¢ & se jinak nachdzi v jurisdikci
nesmluvniho statu Umluvy, miize si generalni feditel vyzadat zmocnéni Vykonné
rady nebo Konference, aby mohl provést konzultace s cilem vyzvat takovy stat
k zahgjeni nebo usnadnéni odpovidajiciho opatfeni na podporu soudniho fizeni
vyplyvajiciho z poruSeni.

10. Krok 4d: Jina fizeni v ramci statni jurisdikce

10.1  Pokud vysetfovani vedené generdlnim teditelem ukaZze, ze fyzicka nebo pravnicka
osoba (vCetné obchodniho subjektu) v jurisdikci smluvniho statu byla odpovédna za
poruSeni divérnosti, z poruSeni davémosti ziskala zvlastni vyhodu ¢&i se ji jinak tykalo
poruseni ditvérnosti, mize se pozadovat, aby tento smluvni stat ptijal odpovidajici
pravni opatteni v souladu s ¢asti IX.3 této politiky nize.

102 Pokud pravnicka nebo fyzickd osoba, ktera byla shledana odpovédnou za poruseni
divérnosti, ma bydlisté & se jinak nachazi v jurisdikci nesmluvniho statu Umluvy,
muze si generdlni feditel vyzadat zmocnéni Vykonné rady nebo Konference, aby
mohl provést konzultace s cilem vyzvat takovy stat k zahdjeni nebo usnadnéni
odpovidajiciho opatfeni na podporu soudniho tizeni vyplyvajiciho z poruSeni.

11. Krok 4e: Opatieni prijatd, kdyz se ukaze odpovédnost smluvniho statu

11.1 Pokud vySetfovani vedené generalnim teditelem ukaze, ze za poruSeni ditvérosti je
odpovédny smluvni stat véetné ufedni osoby smluvniho statu:

a) tento smluvni stat v co mozna nejv&tsim rozsahu pomaha generalnimu
fediteli vyfeSit tuto zaleZitost, vletné poskytnuti uplnych podrobnosti
o nakladani s div€rnymi informacemi, které¢ mu Organizace poskytla,
a o jejich ochrang;

b) tento smluvni stat ptfijme odpovidajici pravni opatieni v souladu s Casti
IX.3 této politiky nize; a

c) generalni feditel maze jako reakci na zpravu o vySetfovani prednést
zalezitost na Vykonné rad€ a pozadat o dalsi opatfeni.
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112 Mozna odpovednost smluvniho statu ma byt posouzena ve svétle jeho povinnosti
podle Umluvy, zvlaSt¢ podle ¢l. VII odst. 6 a odstavce 4 Duveérnostni pfilohy
Umluvy.

113 Pokud se vySetfovanim zjisti, Ze se smluvni stat jevi odpovédnym za poruseni
davérnosti, mize byt v pifipadé sporu v souladu s odstavcem 23 Duvérnostni
pfilohy Umluvy a s podrobnymi postupy stanovenymi pro Divérnostni komisi
svolana Davérnostni komise, aby ptipad posoudila.

11.4. Pokud vySetfovani odhali poruSeni divérnosti tykajici se pouze zajma a Cinnosti
smluvnich stati, informuje generalni feditel o takovém zavéru dotéené smluvni staty.

12.  Krok 4f: Opatfeni k piepracovani nebo zdokonaleni rezimu duvérnosti

121  Zprava o vySetfovani by méla obsahovat konkrétni navrhy na pfepracovani nebo
zdokonaleni ochrany duvérnych informaci v ramci Organizace, s cilem zvlasté
zabranit opakovéani jakéhokoliv poruSeni davérnosti nebo poruSeni povinnosti
chranit informace zjistén¢ho vysetfovanim tak na zaklad¢ jinych postfehi ohledné
obecné ochrany diivérnosti, které mohou vyplynout z vySetfovani.

122 Generalni feditel by mél doporucit Konferenci, aby na svém dal$im zasedani piijala
jakékoliv navrhy na piepracovani nebo zdokonaleni této politiky ¢i jinych
zakladnich dokumenti politiky, které vyplynou z vySetfovani.

123  Pokud wvySetfovani ukdze potfebu zlepSit postupy nakladani s divérnymi
dokumenty a jejich ochrany nebo jakékoliv dal§i zmény pracovnich postupt
Sekretariatu, vyda generdlni feditel neprodlené¢ odpovidajici administrativni
smérnici k provadéni téchto zmén.



Strana 852 Sbirka mezinirodnich smluv & 36 / 2012 Castka 19

C-I/DEC.13/Rev.1
Priloha
strana 51

CAST 1IX.2: PRAVIDLA, JIMIZO SE RIiDI KOMISE PRO Rl@éENI’ SPORU
TYKAJICICH SE DUVERNOSTI ("DUVERNOSTNi KOMISE")

1. Pravidla, jimiZ se Fidi slozeni Divérnostni komise

1.1 Divémostni komise jako celek bude slozena z osob jmenovanych za svou osobu ze
seznamu kandidatt piedlozenych smluvnimi staty Umluvy. Kazdy smluvni stat maze
navrhnout jednoho svého obcana, ktery je volny a kvalifikovany k tomu, aby
pracoval v Dlvé€rnostni komisi. Tento seznam kandidatli se ptedloZzi Konferenci a je
zného jmenovano 20 osob, aby pracovali v Duvémostni komisi v pocateénim
dvouletém funk&nim obdobi.

12 Téchto 20 jmenovanych osob se mé urcit v procesu konzultaci s regionalnimi
skupinami pod vedenim pfedsedy Konference: tyto konzultace berou v tivahu
zasadu rotace a potfebu komplexniho pokryti ptisluSnych oblasti odbornosti a maji
vyustit ve jmenovani Ctyt kandidatd z kazdého z péti regioni definovanych
v &l VIII odst. 23 Umluvy navrzenych smluvnimi staty patficimi do jednotlivych
regiond. Radné jmenovani téchto kandidatd do Duvérnostni komise potom
uskutecni Konference jako rozhodnuti o podstatné otazce v souladu s ¢l. VIII
odst. 18 Umluvy.

13 Kandidaty by mély smluvni staty navrhovat na zékladé individualnich schopnosti,
charakteru a zkuSenosti v jedné nebo vice oblastech tykajicich se prace
Diivérnostni komise, jako je feSeni sport riznych druhd; ustanoveni Umluvy
o divérnosti a kontrole; chemicky priimysl; vojenska bezpecnost; bezpecnost udaji;
mezindrodni pravo a statni pravni systémy.

14 Duvérnostni komise se jako celek sejde na uvodnim zasedani v prib&hu prvni
Konference, na niz si konsensem zvoli ze svych Clenll pfedsedu na podatecni
jednoleté funkcni obdobi. Potom bude Duvérostni komise potadat pravidelné
vyrocni schiize ve spojeni s pravidelnym ro¢nim zasedanim Konference, b&hem
nichZ si bude Diivérnostni komise volit svého ptedsedu (“piedseda) na nasledujici
rok v souladu s pracovnimi postupy schvalenymi Konferenci.

2. Spory, jimiZ se Divérnostni komise miiZe zabyvat

Diivérnostni komise muiZe byt vyzvana, aby se zabyvala spory za téchto
okolnosti:

a) kdyZ je vyzvana, aby posoudila spory vyplyvajici z poruSeni divernosti,
které se tykaji smluvniho statu i Organizace;

b) kdyZ ji v souladu s &. XIV odst. 4 Umluvy Konference smluvnich stati
poveri jinym sporem tykajicim se div€rnosti, nez je spor uvedeny v bodu 2
pism. a) vySe; nebo

) kdyz si ji vyberou dva smluvni staty ve sporu ve véci divérnosti jako
prostiednika vyteSeni jejich sporu podle ¢l. XIV odst. 2 Umluvy.
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3. Pravidla, jimiZz se Fidi pracovni postupy Divérnostni komise

Tato pravidla byla schvélena tfetim zasedanim Konference a idi se jimi podrobné
pracovni postupy Dvérnostni komise.

Zahijeni procesu ieSeni sporu

31 V piipad¢ vyzvani Divérnostni komise k projednéni sporu za okolnosti uvedenych
v bodu 2 vySe, bude véc okamzité predana predsedovi, ktery o pfipadu okamzité
informuje viechny ¢leny Duvérnostni komise. Predseda se potom poradi se vSemi
Cleny Duvérnosti komise o zvoleni Casu a postupu za ucelem vyreSeni sporu,
véetn€ svolani schiizi dle potfeby, v souladu s proceduralnimi pokyny
v pracovnich postupech, které zohledni takové faktory, jako jsou znamky
zavaznosti nebo naléhavosti u jedné ze stran sporu, sloZitost otdzek tykajicich se
podstaty sporu, mira udajné ztradty nebo Skody a potfeba snizit rozsah dal§iho
ptistupu k divérnym informacim na nejmensi moZnou miru. Na zavér téchto
predbéznych krokt ziska predseda souhlas Dulvernostni komise s navrhovanym
rozvrhem a postupem feSeni sporu.

Hledani vzajemné prijatelného feSeni

32 Davérnostni komise se nejdiive zaméfi na vyjasnéni zdkladu sporu a na vyfeSeni
sporu zpisobem, ktery je ptijatelny pro strany sporu a je v souladu s pravy
a povinnostmi smluvnich statd a Organizace podle Umluvy. P¥i vyvijeni
maximalniho Gsili vyzvat strany sporu ke vzijemné vyhovujicimu zavéru by méla
Diivérnostni komise pfijmout prostiedek feSeni sporu vhodny pro dany pfipad,
ktery vezme v tvahu jakoukoliv b&Znou prioritu stran sporu: naptiklad pfijaty
pocatecni prostitedek by prednostn€é zahrnoval zprostfedkovani prakticky
napomahajici dosazeni dohody o urovnani prostfednictvim vyjednavani.

33 Za timto ucelem mize Duvérnostni komise vytvofit poradni vybor pro
neformalni zprostiedkujici porady; obycejné by se mél poradni vybor skladat z péti
Clenit Duvérnostni komise, jednoho z kazdého regionu, pokud se strany sporu
nedohodly Zadat o podobnou, pozménénou strukturu, o niz si mysli, Zze by Iépe
slouzila k dosazeni zprostiedkovan¢ho feSeni. Kazdy takovy vybor musi podavat
Ditvérnostni komisi hlaseni o pokroku a vysledku jakychkoliv konzultaci, a mozné
zprostiedkované feSeni odvozené z tohoto postupu musi byt dano Divérnostni komise
k potvrzeni.

34 Pokud Divérnostni komise jakymkoliv pfiméfenym prosttedkem dosihne
zprosttedkovaného vyteSeni sporu piijatelného pro strany sporu, Divérnostni komise
tento vysledek schvali a faktické prohlaSeni o vysledku je poskytnuto stranam sporu,
aby byl jejich souhlas zaznamenan.
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35

3.6

3.7

3.8

39

Absence vziajemné prijatelného FeSeni

Pokud nemtze byt dosazeno Zadného takového vysledku, vypracuje Diveérmostni
komise zpravu nastifiujici zdkladni skute¢nosti sporu, objektivné komentujici
spor a doporucujici dalsi opatfeni, které by se mohlo ptfijmout k jeho vyfeSeni
samotnymi stranami sporu, Divérnostni komisi, Konferenci nebo jinym
organem Organizace v souladu se zvlastnim mandatem Konference. Tuto zpravu
postoupi Ditvérnostni komise stranam sporu. Zprava ani doporuceni Divémostni
komise nejsou pro strany sporu zavazné, ale mohou poskytnout zdklad nebo
odiivodnéni pro dalSi opatieni ze strany stran sporu nebo pfisludnych organti
Organizace: Divémostni komise milize zejména piedlozit véc Konferenci nebo
jinému organu Organizace v souladu se zvlaStnim mandatem Konference, a pokud se
strany sporu shodnou, Ze je to nutné kviili naléhavosti ptipadu.

Pokud dva smluvni staty ve sporu souhlasi s podminkou pfedlozit spor
Divérnostni komisi, mize Davérnostni komise s vyslovaym souhlasem stran
sporu rozhodnout o smir¢im vyteSeni sporu, které je zavazné pro obé€ strany
sporu.

Pfi vypracovavani zprav a doporuceni Divérnostni komise bere v tvahu zasadu
potieby znét, kterou se fidi pfistup k divérnym informacim a konkrétni postupy
pfijaté Divémostni komisi s cilem zajistit, aby pfi vykonu jejich funkci divérnost
zustala chranéna. Clenové Divérnostni komise jsou sami vazani viemi povinnostmi
podle Umluvy a této politiky ve vztahu knakladani s divémymi informacemi
a k jejich ochran€.

Podavani zprav Konferenci

Divérnostni komise zlstane odpovédnou Konferenci a podava zpravu o své Cinnosti
v predchdzejicim roce na kazdém ftadném zasedani Konference. Tato zprava
obsahuje pocet dosazenych zprostiedkovanych a rozhodnutych feSeni, kategorie
posuzovanych sporid, dosazené vysledky a podrobnosti o vysledcich v souladu
s nepfetrzitou ochranou divérnosti. Dliveémostni komise také podava zpravy
o svych obecnych ¢innostech i o Gi¢innosti a vykonnosti a miize podéavat navrhy nebo
doporuceni pro své zlepSeni.

Povinnosti ¢lend Davérnostni komise

Dutivérnostni komise a jeji jednotlivi ¢lenove jednaji bez zasahti nebo fizeni ze strany
Sekretaridtu nebo jinych organti Organizace, avSak musi dodrzovat mandat
Konference. Ptedseda vSak muaze pifi vykonu své funkce pozadovat a prijimat
porady a logistickou podporu od Sekretariatu. Clenové Divérnostni komise se
stietem z4jmi ve vztahu k urcitému sporu se zdrzi vyfizovani takového sporu; je
odpovédnosti jednotlivych ¢lentt Divernostni komise, aby ohlasili jakykoliv stfet
zajmi, jakmile je oznamen jakykoliv spor. Clenové Duvérnostni komise
nevykonavaji zadnou jinou funkci v ramci Organizace nebo jejich orgdni ani
neudrzuji zadny pravni nebo financni vztah nebo zajem spojeny s Organizaci.
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Schizky Divérnostni komise

3.10 Duivérnostni komise se sejde na zacatku a bude se schazet spoletné s fadnymi
zasedanimi Konference v souladu s bodem 1.4 této ¢asti a také se schazi podle potieby
k posouzeni sport, které ji jsou pfedlozeny.

3.11 Nasvé pocatecni schiizi a naslednych ro¢nich schiizich Dlivérnostni komise:

a) vybere konsensem ptredsedu pro nadchazejici rok, pficemz vezme v Givahu
zasadu rotace regiond urenych v ¢l. VIII odst. 23 Umluvy;

b) posoudi a pfijme zpravu Konferenci ohledné vysledku sporfi, jimiz se
Divérnostni komise v ptedchazejicim roce zabyvala;

c) posoudi a pfijme zprdvu Konferenci o préaci, ucinnosti a vykonnosti
Divérnostni komise a posoudi vSechna doporuceni nebo navrhy, které
v tomto ohledu ucinil pfedseda;

d) podle potieby ptezkoumé a doporuci jakékoliv zmény svych pracovnich
postupi;

e) vyda takové pokyny nebo vznese takové zéadosti predsedy, které poklada za
vhodné; a

) ucini takova dalsi doporuceni nebo poda navrhy Konferenci, které bude
pokladat za vhodné.

Pfiprava pracovnich postupii

3.12 Konference schvali podrobné pracovni postupy Diivérnostni komise, které mimo jiné

stanovi:
a) jakym formalnim procesem se maji svolavat schiizky Dlvérnostni komise;
b) jak se maji spory okamzit¢ predavat predsedovi a jak ma pfedseda okamzité

informovat viechny ¢leny Ditvérnostni komise;

) jak ma Divérnostni komise rozhodnout o Case a postupu feSeni sporu
v souladu s bodem 3.1 této Casti;

d) jak ma Divérnostni komise potvrdit vzagjemn€ dohodnuté feSeni sporu a jak se
ma evidovat souhlas stran sporu s takovym feSenim sporu,

e) postupy pro vypracovani a predkladani zprav a doporuceni Ditvérnostni komise
stranam sporu a Konferenci nebo jinému organu Organizace v souladu se
zmocnénim Konference;
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f) postup zajistujici, Ze zistane chranéna daveérnost pii vykonu funkci
Divémostni komise v souladu s Dlvérnostni ptilohou Umluvy, s OPOC a se
zasadou potieby znat, jiz se tidi pfistup k divérnym informacim;

2) postup pro uloZeni ¢asovych lhiit, v nichZ musi Dvérnostni komise konat;

h) postupy volby naslednych ptedsedi, volby naslednych ¢lenii Dlveérmostni
komise a naplnéni obcasnych volnych mist zohlediiujici zdsady stanovené
v bodech 1.1, 1.2 a 1.3 této ¢asti;

i) ve vztahu k tém cClentim Duvérnostni komise, ktefi pravé posuzuji
ur¢ity spor, mechanismus pro usnadnéni pokrafovani jejich
sluzebniho pomé&ru po celou dobu procesu tfeSeni sporu v souladu se
zdsadami pravidel, jimiZ se tidi sloZeni, stanovenych v odstavci 1
této Casti a pfi podfizeni se t€émto zasadam;

i) postup, kterym se bude monitorovat vykonnost Diivérnostni komise; a

k) postup zmén téchto pracovnich postupt.

Postup rozhodovani

3.13 Pfedseda usiluje o konsensus Duvérnostni komise jako celku ohledné jakéhokoliv
rozhodnuti nebo doporuceni, ale v piipad€, ze neni mozné dosahnout konsensu
o uréitém rozhodnuti, mize Duvérnostni komise rozhodnout véc dvoutfetinovou
vétsinou viech svych clent.
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CAST IX.3: ULOHA SMLUVNICH STATU VE VZTAHU K POSTUPUM
V PRIPADE PORUSENI

1. Uvod: piislusné povinnosti podle Umluvy

11 Ustanoveni Umluvy, ktera se konkrétn& vztahuji k ucasti smluvnich stati pii ochrang
divérnosti, zahruji povinnosti jednotlivych smluvnich stati:

a) spolupracovat pokud mozno s generalnim feditelem a podporovat jej pfi
vySettovani jakéhokoliv poruseni nebo udajného poruSeni diveérnosti a pfi
pfijimani pfisluSnych opatieni, pokud bylo poruSeni zjis§téno (odstavec 21
Divérnostni piilohy Umluvy);

b) naklddat s informacemi a udaji, které obdrzi od Organizace jako
davérné v souvislosti s provadénim Umluvy, jako s davérnymi
a poskytnout jim zvlastni nakladani, a nakladat s takovymi informacemi
a udaji vyhradn& ve spojeni s pravy a povinnostmi podle Umluvy
a v souladu s ustanovenimi Davérnostni ptilohy Umluvy (&l. VII odst. 6);

c) nakladat s informacemi, které obdrzi od Organizace, v souladu s rovni
divémosti stanovenou pro tyto informace (Davémostni ptiloha Umluvy,
odstavec 4); a

d) sdélit na pozadani podrobnosti o nakladani s dive€rnymi informacemi,
které jim Organizace poskytla (Divérnostni ptiloha Umluvy , odstavec 4).

12 Navic by uplatnéni ustanoveni o zbaveni imunity stanovené v odstavei 20
Divérnostni piilohy Umluvy znamenalo, Ze by v piipadé, Ze se pracovnik
Sekretariatu dopustil vazného poruseni dlivérnosti, musela platit ptislusna statni
jurisdikce.

13 ProtoZe tato politika se zabyva praci samotné Organizace a jejim vztahem ke
smluvnim statdm, nestanovi ani nepiedepisuje tato ¢ast zvlastni interni opatfeni
smluvniho statu, ktera mohou byt piijata pii uskutediiovani cili Umluvy v oblasti
diavérnosti, nebo pro provadéni uritych povinnosti smluvnich stati v této
souvislosti, jako je pouZiti statni jurisdikce nebo ustanoveni o odSkodnéni v piipadé
poruSeni divérnosti. Je-li to v ur€itych piipadech nutné ¢i Zadouci, mohla by se
takova zvlastni interni opatfeni smluvniho statu nebo jeho zvlastni povinnosti uvést
a dale rozvinout ve dvoustrannych dohodach nebo jinych provadécich ujednénich mezi
Organizaci a smluvnimi staty.

2. Mozné scénare

Povinnosti smluvniho statu tykajici se diivérnosti by se mohly objevit v mnoha
praktickych scénatich, zvlasté ve vztahu k:
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a) vysSetfovani poruSeni nebo udajného poruSeni dlvEémosti provadénému
OPCW;
b) zbaveni imunity generdlnim feditelem OPCW v pfipad€¢ zavazného
poruseni divérnosti;
) poruseni diveérnosti, za n¢z nese primou odpovédnost smluvni stat; nebo
d) poruSeni divérnosti pravnickou nebo fyzickou osobou v jurisdikei smluvniho
statu.
3. VySetiovani poruseni divérnosti

Krom& obecného pozadavku podle & VII odst. 7 Umluvy poskytnout
Sekretariatu pomoc, ma kazdy smluvni stat urCitou povinnost ve vztahu
k vySetfovani poruSeni nebo udajného poruSeni duvérnosti vedenému
generalnim feditelem (jak je uvedeno v bodu 1.1 pism. a) této Casti). V ramci
téchto povinnosti se ma stanovit povaha podpory a spoluprace smluvnich stati
v souvislosti s kazdym jednotlivym vySetfovanim na zdklad€¢ individualniho
posouzeni.

4. Zbaveni imunity v pripadé zavazného poruseni divérnosti

4.1 Umluva (Davémostni piiloha Umluvy, odstavee 20 a 21) piedpoklada, Ze
v pfipadé¢, Ze je zbaven imunity vici jurisdikci pracovnik Technického sekretariatu,
ktery se dopustil zdvazného poruSeni divérnosti, by méla jurisdikce platit. Pokud
generalni fteditel rozhodne v takovém ptipadé o zbaveni imunity, m€lo by byt
zahgjeno soudni fizeni pod pfislusnou jurisdikeci smluvniho statu proti takovému
pracovnikovi na =zaklad€¢ Zadosti generdlniho fteditele nebo smluvniho statu
dotéeného zéavaznym porusenim divérnosti. Smluvni staty by mély pfijmout
odpovidajici administrativni a pravni opatfeni scilem zajistit, aby se tento
mechanismus dal u¢inn& zavést.

42  Smluvni staty budou mit i nadale primarni odpovédnost za rozhodnuti o pouZitelnosti
statni jurisdikce na zaklad€ individualniho posouzeni. Konference miize také posoudit
navrhy na opatieni, kterd by zajistila dislednou a komplexni reakci na kazdé
zavazné poruSeni povinnosti v oblasti divérnosti ze strany pracovnikl
Sekretariatu.

5. PoruSeni davané za vinu smluvnimu statu

Pokud jsou informace, které poskytla Organizace smluvnimu statu jako divémné,
zpristupnény neopravnénym piijemcim nebo pokud doty¢ny smluvni stat jinak
zneuZije diveérnost, potom by bylo takové jednani v rozporu s povinnostmi smluvnich
statdl stanovenymi podle &. VII odst. 6 Umluvy a podle odstavce 4 Divérnostni
ptilohy Umluvy. Nakladani s informacemi, které byly obdrzeny jako divémé, jako
s diivérnymi je navic zakladni Gasti u&inného fungovani Umluvy jako celku.
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V takovém piipad€ miize byt z poruSeni divérnosti vinén dotyény smluvni stat jako
porusujici tyto povinnosti. To se miiZe objevit jako nalez vySetfovani poruSeni
nebo udajného poruseni divérnosti vedeného generalnim feditelem', v kterémzto
ptipadé by v&c méla podléhat mechanismim Umluvy pro feSeni sporii a zvlasts
Diivérnostni komisi'’ pod zmocnénim Konference.

6. Jiné uplatnéni statni jurisdikce

Jak je uvedeno v odstavci 5 vySe, zpfistupnéni informaci, které poskytla Organizace
jako divérné, smluvnim statem takovym zplsobem, Ze je poruSena jejich divémost,
by bylo v rozporu s povinnostmi smluvnich statd stanovenymi podle ¢l. VII odst. 6
Umluvy a podle odstavee 4 Davérnostni ptilohy Umluvy. Proto se vyzaduje, aby
smluvni staty ptijaly odpovidajici administrativni a pravni opatteni, o nichz soudi,
Ze jsou potfebnd pro zajisténi Gfinného plnéni t€chto povinnosti. To se tyka
i zastupci jednajicich s jejich zmocnénim nebo pod jejich zastitou.

V souladu s krokem 4e postupti vysSetfovani poruseni duveérnosti v ¢asti 1X.1
Viz cast IX. 2
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CAST X

ROCNI ZPRAVA O PROVADENI REZIMU, JIMZ SE RiDI NAKLADANI
SEKRETARIATU S DUVERNYMI INFORMACEMI

L. Vyzaduje se, aby generdlni feditel podaval Konferenci roéni zpravu
0 provadéni rezimu, jimz se fidi nakladani s dOvérnymi informacemi
v Sekretariatu (odstavec 3 Duvérnostni ptilohy Umluvy). Ve zpravé by mély byt
obsazeny nize uvedené body, avSak takovym zptsobem, aby se vyloudilo jakékoliv
snizeni davé€rnosti jakychkoliv divémych informaci, které byly Sekretariatu
zptistupnény, s nimiZ nakladal nebo které se v ném uchovavaly, a mély by se fidit
zésadami této politiky.

2. Generalni teditel se ve své zpravé zaméii na praktick€é podrobnosti o tom, jak
pracovnici Sekretariatu nakladali v pfedchazejicim roce s divérnymi informacemi
(odstavec 3 Dlvérnostni ptilohy), veetné:

2.1 pozadavkl na prostiedky pro provadéni duvérnostniho reZimu, véetné odhadu
objemu divérnych informaci, s nimiz nakladal Sekretariat;

22 dilezitych opatfeni ptijatych k provadéni divérnostniho reZimu, véetn€ vyznamnych
zmén postupl nebo personalu, odborné pripravy pracovnikil a programt zajistujicich
jejich informovanost s cilem zajistit dodrzovéani tohoto rezimu ze strany pracovnikil
Sekretariatu;

23  poruSeni nebo udajnych poruseni divérnosti a opatfeni pfijatych k jejich vySetfeni
a zjednani napravy; a

2.4  problémi nebo politickych otazek, které vyvstaly ve vztahu k divérnostnimu rezimu.

3. AniZ by se timto omezoval rozsah zpravy, méla by zvlasté obsahovat tyto podrobné
prvky:

31 odhadovany pocet polozek divérnych informaci, které¢ Sekretariat obdrzel, vyhotovil,
ulozil a Sifil;

32 pocet polozek divémych informaci, jejich prijemce a popis jejich uvoliiovani'® za
ptedchazejici rok a ptistup, ktery byl povolen zmocnénym ptijemclim spojenym
s Organizaci ’;

LUvolnéni® informaci se vztahuje ke schvalenému zpfistupnéni informaci mimo ramec samotné
Organizace (vCetné vSech jejich hlavnich soucasti) a mimo ramec vlad smluvnich statu (zvlaste
mimo vladni organizace a zmocnéné subjekty ¢i osoby, kterych se v ramci smluvnich stata
tyka fungovani Umluvy (&ast VII bod 1.1 této politiky)).

V souladu se zasadami stanovenymi ¢asti VI bodu 2.12 této politiky.
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33 pocet povoleni poskytnutych pro pfistup k divémym informacim v souladu
s odstavcem 11 Divérnostni ptilohy Umluvy a zmény pracovnich pozic vyssich
ufednikd, jichZ se dotyké provadéni divérostniho rezimu;

34  pozadavky na zdroje a provoz a problémy obecné politiky, které¢ vznikly
z divérnostnich postupd v pribéhu kontrolnich Cinnosti a v IMS;

35  jakékoliv zmény uclinéné v administrativnich smérnicich stanovenych s cilem
provadét tuto politiku, véetn€ zmén administrativnich smérnic, které bylo nutné
ucinit po schvaleni zmén této politiky Konferenci,

3.6  jakoukoliv ohlaSenou ztratu davémych informaci;

3.7  jakakoliv poruseni nebo tdajna poruseni divermosti s U€asti pracovniki Sekretariatu,
vySetfovani poruSeni vedené generalnim feditelem a nasledna ptijata opatfeni;

38  jakékoliv zmény IMS, které¢ maji podstatné disledky pro bezpecnost divérnych
informaci obsazenych v systému;

39  provadéni odborné pifipravy pracovniki a programit zajiStujicich jejich
informovanost o povinnostech chranit duvérmé informace a dodrzovat
duvérnostni rezim a poskytovani pokyna, rad a pravidelnych pfipominek v§em
pracovnikiim Sekretariatu o zésadach této politiky a postupech potiebnych
k jejimu provadéni, jakoZ i o zasadach a postupech tykajicich se bezpecnosti
a o moznych sankcich, kterymi by byli potrestdni pracovnici v piipadé
neopravnéného zptistupnéni divérnych informaci; a

3.10 pocet polozek diavérnych informaci, k nimz byl umoZnén ptistup zmocnénym
pfijemcim spojenym s Organizaci v souladu se zadsadami stanovenymi v Casti
VI bodu 2.12 této politiky.
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CAST XI
POSTUP PROVADEN{ ZMEN
1. Jakykoliv smluvni stat nebo generdlni feditel mohou navrhnout zménu této

politiky. Generdlni fteditel zaSle prostfednictvim Vykonné rady veskeré
navrhované zmény Konferenci smluvnich statd k posouzeni a ke schvaleni
v souladu s jejim jednacim radem.

2. Generalni feditel vyda neprodlené veSkeré zmény administrativnich smérnic, které
jsou nezbytné po schvaleni zmén této politiky Konferenci, a ohlasi veSkeré takové
zmény Vykonné radé a Konferenci v ro¢ni zpravé o didvérnostnim reZimu.
Generalni feditel zajisti, aby v8ichni pracovnici, které zaméstnava Organizace, byli
okamzité informovéani o takovych zmeénach, a aby jim byla poskytnuta ptisluSna
odbornd priprava, nejlépe do tfi mésict, avSak v kazdém piipad¢ co nejrychleji po
jejich zavedeni.
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Glosar

LUmluva“: Umluva o zdkazu vyvoje, vyroby, hromadéni zasob a pouZiti chemickych
zbrani o jejich zniceni.

“Dtivérnostni pfiloha™: ptiloha o ochrané duvérnych informaci pfipojend k Umluvé.

“Organizace” nebo “OPCW”: Organizace pro zadkaz chemickych zbrani ustanovena
podle ¢l. VIII odst. 1 Umluvy.

“Konference”: Konference smluvnich stati ustanovena podle ¢l. VIII odst. 4 Umluvy.
“Sekretariat”: Technicky sekretariat ustanoveny podle &l. VIII odst. 4 Umluvy

“Duivérnostni komise”: Komise pro feSeni spord tykajicich se ditvérnosti uvedena v odstavci
23 Davérnostni piilohy Umluvy.

“MCP”: Manudl postupu v oblasti diivérnosti.
“OCS”: Utad divérmosti a bezpetnosti v Technickém sekretariatu.

“IMS”: Systém fizeni informaci.
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